
        
            [image: cover]
        

        
    
      
         
         
         
         APICS Certified in Logistics,
            Transportation and Distribution (CLTD) Learning System

         
         
         
            
            
            This product is based on the APICS CLTD Exam Content Manual (ECM) developed by APICS.
               Although the text is based on the body of knowledge tested by the APICS CLTD exam,
               program developers do not have access to the exam questions. Therefore, reading the
               text does not guarantee a passing score.

            
            
            
            The references in this manual have been
               selected solely on the basis of their educational value to the APICS CLTD
               certification program and on the content of the material. APICS does not endorse any
               services or other materials that may be offered or recommended by the authors or
               publishers of books and publications listed in this module.

            
            
            
            Every effort has been made to ensure that all
               information is current and correct. However, laws and regulations are constantly
               changing. Therefore, this product is distributed with the understanding that the
               publisher and authors are not offering legal or professional services.
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         Module 8: Sustainability,  Reverse
            Logistics, and Risk Management

         
         
         
         
            
            
            This module, Sustainability, Reverse Logistics, and Risk Management, addresses how companies
               can benefit from pursuing sustainable goals and how to approach those goals. It also
               covers how reverse logistics can affect an organization’s bottom line and assist in
               achieving sustainable goals. Last, the module addresses another foundational element
               of
               logistics, risk management. All three of these domains need to be built into the
               organization’s supply chain and logistics strategies for them to be effective, which
               is
               why the model below includes them as part of the foundations of logistics.

            
            
            
            [image: A diagram illustrating the logistics planning and control model. Go to long description for more details.]
            
               Go to long description.
               

            
            
            
            
            The goal of sustainability is to lessen a firm’s
               impact on the environment while realizing long-term benefits both from a profit
               standpoint and a reputational standpoint. Optimizing reverse logistics, including
               becoming more efficient at handling recyclable and reusable materials, is a key success
               factor for sustainable goals. 

            
            
            
            Section A explains how logistics plays a critical
               role in demonstrating social responsibility that is important to customers,
               shareholders, and the community. It describes dimensions of social
               responsibility—environment, safety, human rights, diversity, philanthropy, and
               ethics—and the manner in which logistics can make a difference. Discussions include
               the
               triple bottom line plus related global and national frameworks and standards that
               are
               embraced by for-profit and not-for-profit organizations all over the world. The section
               looks at how carbon footprint reductions and green initiatives are now integral to
               many
               processes within supply chains. A commitment to sustainable practices is a common
               criterion when selecting vendors and designing incentives. Lastly, practices in handling
               and managing dangerous goods and hazardous waste are reviewed, and monitoring and
               measurement efforts are explained as a way to show social responsibility and good
               stewardship of finite resources.

            
            
            
            Section B outlines the key factors that influence a
               firm’s reverse logistics strategy and whether it handles the process internally, by
               creating a central returns center, or externally, by hiring a third-party provider
               to
               coordinate and manage all the related activities. The section explores various
               activities—recalls, reuse, refilling, repair, re-manufacturing, refurbishing, recycling,
               repurposing, recovery, and disposal, many of which also drive progress toward
               organizational sustainability goals. It explains the differences between reverse
               logistics and closed-loop supply chains. Strategies that help optimize a company’s
               reverse logistics process and decision making are presented in addition to the benefits
               and challenges firms face as they strive to capture value from product returns that
               contribute to the bottom line.

            
            
            
            Section C addresses risk management. This is a vital
               part of logistics strategy; risk management cannot be an afterthought. The section
               explores strategic-level risk management, such as how to capitalize on organizational
               strengths and opportunities while minimizing the negative impact of the organization’s
               weaknesses and threats. It needs to be designed to make the network resilient and
               tolerant to demand variability, supply disruption, financial risk, regulatory risk,
               security risk, hazards, business interruption, and other types of risks. Organizations
               also adopt risk management in operational areas, and it becomes everyone’s
               responsibility, so it is important for logistics professionals to learn the risk
               management process and make it part of the network’s design. Special topics in this
               area
               include designing a network to have sufficient security and preparing for business
               continuity.

            
            

         
         
         
         
   
      
         
         
         
         Section A: Apply Sustainability
            Principles

         
         
         
         
            
            
            
               After
                  completing this
                  section, students will be able to
               

            
            
            
            
               
               
               	
                  
                  
                  Describe the dimensions of social
                     responsibility

                  
                  

               
               
               
               	
                  
                  
                  Define and explain the importance of the
                     triple bottom line

                  
                  

               
               
               
               	
                  
                  
                  Explain the United Nation’s Global Compact
                     and its purpose

                  
                  

               
               
               
               	
                  
                  
                  Explain the Global Reporting Initiative and
                     its GRI Standards

                  
                  

               
               
               
               	
                  
                  
                  Explain the ISO 14001 and 50001 standards

                  
                  

               
               
               
               	
                  
                  
                  Explain sustainability standards including Social Accountability (SA 8000) and
                     ASCM sustainability standards and models (e.g., ASCM Enterprise Standards for
                     Sustainability)

                  
                  

               
               
               
               	
                  
                  
                  Define carbon footprint and offsets

                  
                  

               
               
               
               	
                  
                  
                  Provide examples of green initiatives that
                     impact the logistics function

                  
                  

               
               
               
               	
                  
                  
                  Describe how logistics handles dangerous
                     goods and hazardous waste

                  
                  

               
               
               
               	
                  
                  
                  Present methods for monitoring and measuring
                     sustainability efforts by an organization.

                  
                  

               
               

            
            
            
            Warren Buffet, American business magnate,
               investor, and philanthropist has said, “It takes 20 years to build a reputation and
               five
               minutes to ruin it. If you think about that, you’ll do things differently.”

            
            
            
            Originally introduced in the early 1970s as
               corporations came to be a more dominant force impacting society’s values, the concept
               of
               social responsibility for the logistics function was embraced in the mid-1990s.
               Sustainability and social responsibility are crucial to success for businesses today,
               and they are discussed in this section.

            
            

         
         
         
         
   
      
         
         
         
         Consider Elements of Sustainability and Logistics Social
            Responsibility

         
         
         
         
            
            
            Sustainability and social responsibility need to be initialized at the
               strategic level. The effects of the strategic-level decisions in these areas
               impact all other tactical and operational decisions.

            
            
            
            Social responsibility has a number
               of aspects that have become intertwined with logistics and the supply chain.
               Organizations pursuing social responsibility may use a variety of tools to
               monitor and structure their progress toward social responsibility goals,
               including the triple bottom line, the United Nations Global Compact, the
               United Nations Sustainable Development Goals, the Global Reporting
               Initiative, relevant ISO standards, Social Accountability 8000, and ASCM
               Sustainability Standards. Government regulations are also addressed.

            
            

         
         
         
         
         
            
            
            Sustainability and Social Responsibility

            
            
            
            
               
               
               Sustainability is
                  defined in the ASCM Supply Chain
                     Dictionary as:

               
               
               
               
                  
                  
                     An organizational focus on activities that provide present benefit without compromising
                        the needs of future generations. See: sustainable specification.
                     

                  

               
               
               
               Sustainability plays a major role in
                  a company’s pursuit of social
                     responsibility, which is
                  defined in the ASCM Supply Chain
                     Dictionary as:

               
               
               
               
                  
                  
                     
                     Commitment by top management to
                        behave ethically and to contribute to community development. This may also entail
                        improving the workforce’s quality of life.
                     

                  

               
               
               
               In today’s global marketplace, sustainability and
                  social responsibility are being adopted by companies and organizations in
                  every corner of the world. Companies need to embrace sustainability to
                  pursue profits responsibly, making sure to consider how their actions and
                  ethics impact the environment, health and safety, human rights, diversity,
                  and philanthropy in positive or negative ways.

               
               

            
            
            
            
               
               
               Social Responsibility and Logistics

               
               
               
               
                  
                  
                  The ASCM Supply Chain
                        Dictionary defines logistics social responsibility as:

                  
                  
                  
                  
                     
                     The subset of corporate social responsibility (CSR) that relates to logistics, including
                           minimizing negative impacts, monitoring and controlling, reporting, and continuously
                           improving in social responsibility areas that include the environment, health and
                           safety, and labor issues related to warehousing, transportation, and other logistics
                           areas.

                     

                  
                  
                  
                  Labor issues include diversity and human rights. Grant et al., in
                     Sustainable Logistics and Supply Chain Management,
                     indicate that social responsibility entails economic, legal, ethical,
                     and philanthropic responsibility.

                  
                  
                  
                  Exhibit 8-1 shows how intertwined logistics has become
                     with social responsibility requirements due to its broad scope of
                     activities and continuous interface with environmentally related
                     transportation decisions. Note how ethics is shown at the center of
                     these other subsets of social responsibility because it guides all
                     other efforts.

                  
                  
                  
                  
                     Exhibit 8-1: Logistics Social Responsibility Aspects[image: This graphic illustrates the concept of social responsibility in logistics, with a central focus on Ethics, surrounded by five key areas: Environment, Philanthropy, Diversity, Human rights, and Health an safety. The diagram is circular, with a large arrow surrounding it, indicating a continuous cycle of improvement or attention to these aspects within logistics.]
                  
                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        
                           
                              Environment.
                              
                           Organizations
                              can create a positive impact through recycling and
                              reuse of products that might otherwise become part
                              of landfills. Additionally, choices such as reduced
                              packaging, more fuel-efficient transportation
                              vehicles, and shorter routes reduce pollution and
                              lessen the use of finite materials and energy
                              sources. When warehouses are designed to be more
                              energy-efficient through high-efficiency lighting
                              and selection of roof materials that can either
                              absorb or reflect the sun’s energy (depending upon
                              their geographic location), logistics is
                              demonstrating social responsibility. However, some
                              companies try to appear more environmentally
                              friendly than they actually are. This is called
                              “greenwashing.” If consumers find out, a public
                              relations nightmare can occur. It’s not wise to make
                              false claims or hollow promises about sustainability
                              efforts that can’t be backed up.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Health and safety.
                              
                            Logistics can
                              ensure that dangerous goods and hazardous waste are
                              handled or disposed of safely. Safety measures can
                              also protect personnel from injury or harm. By
                              providing training, procedures, and protective gear
                              to workers, logistics creates a supportive work
                              environment that minimizes the opportunities for
                              serious injury or accidental on-the-job deaths.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Human rights.
                              
                           Logistics must
                              be committed to treating all employees fairly and
                              with respect, regardless of their position, age,
                              gender, race, or religious beliefs. Employees should
                              be offered opportunities to grow in their careers
                              and should be paid fairly and on time. They should
                              be allowed to bring forth issues for discussion with
                              management and be coached on how to improve their
                              performance as needed. When logistics management
                              provides positive feedback and recognition, employee
                              loyalty grows, as does employees’ sense of belonging
                              to an organization that truly values their
                              contributions.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Diversity.
                              
                            Logistics
                              works with a wide array of international companies
                              and third-party providers with personnel
                              representing many different languages, cultures, and
                              beliefs. Hiring practices can also positively impact
                              diversity, creating a diverse and inclusive work
                              environment by employing individuals with unique
                              backgrounds and life experiences. By respectfully
                              listening to these individuals’ differing viewpoints
                              and opinions about business practices and local
                              nuances, logistics professionals can broaden their
                              skill sets and further refine their expertise for
                              successfully working in a global marketplace.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Philanthropy.
                              
                           Firms may
                              decide to allocate some items returned through their
                              reverse logistics process to charitable causes on an
                              ongoing basis. Goods may be provided to
                              less-developed countries and to organizations that
                              supply people in local communities with refurbished
                              technologies. Many companies go a step further and
                              select charitable organizations to be recipients of
                              product overstocks and monetary donations.
                              Cosponsoring a fundraising activity with a charity
                              is common among socially responsible organizations
                              wanting to give back to the community; employees are
                              often allowed to participate in these events during
                              work hours.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Ethics.
                              
                            The heart of
                              the dimensions discussed above is the one that can
                              make or break a company—ethics. Not only do
                              logistics professionals need to demonstrate ethical
                              standards in their daily on-the-job activities but
                              so do company leaders, senior managers, and
                              employees across all functions.
                           

                        
                        

                     
                     

                  
                  
                  
                  According to the ASCM Supply Chain Dictionary,
                     ethical standards are:

                  
                  
                  
                  
                     
                     A set of guidelines for proper conduct by business professionals and organizations.

                     

                  
                  
                  
                  A foundational premise of ethics is to
                     “walk the talk,” which means that a person must act and behave in a
                     way that matches what they say and that they do what they say they
                     will. If the company says it is going to support the local
                     underprivileged population of minority teenagers by providing
                     temporary summer positions at warehouses or the returns center, where
                     they can be mentored, then it needs to make good on that promise. It’s
                     imperative that the company officers and president lead by example and
                     demonstrate ethical decision making in their business dealings and
                     decisions in a consistent manner.

                  
                  
                  
                  Many organizations use the term diversity, equity, and inclusion (DEI) to
                     describe their labor rights ethics and related programs. A formal DEI
                     program at an organization promotes the fundamental ethical principles
                     of fairness and equity while helping the workforce become sustainable
                     and resilient. These in turn can help attract and retain top talent
                     and set up the organization for long-term success. It helps their
                     reputation by helping show they are an organization that is
                     contributing positively to the communities in which they operate.

                  
                  
                  
                  Firms that demonstrate good social responsibility
                     in each of these dimensions are often committed to sustainability and
                     are already aware of the triple bottom line.

                  
                  

               
               

            
            
            
            
               
               
               Process for Selecting and Implementing Frameworks and Guidelines for
                  Sustainability and Social Responsibility 

               
               
               
               
                  
                  
                  Many organizations and
                     companies look to international guidelines and frameworks for
                     direction as they maneuver through the maze of business decisions and
                     options for sustainability and social responsibility. By using
                     carefully selected models and standards, companies can feel confident
                     that they are operating on a par with and sharing the same goals as
                     other organizations leading the way toward a better, cleaner, and
                     safer environment for future generations.

                  
                  
                  
                  When selecting a set of frameworks and guidelines, it is important that
                     leaders follow a methodical process to determine requirements and the
                     organization’s end goals in this area. Here is an example of a process
                     to follow to ensure social responsibility not only aligns with
                     requirements and strategy but also that the right things get reported
                     internally and publicly.

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Determine sustainability and social responsibility goals and
                           scope of the program.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Determine what related national and regional reporting
                           requirements arise from regulations, legislation, or
                           membership in trade bodies/associations, in consultation
                           with legal counsel. Determine what will be voluntarily
                           adopted based on global standards.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Review sustainability and social responsibility frameworks
                           and guidelines for applicability with goals and
                           mandatory/voluntary reporting.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Determine what information will be needed for internal
                           purposes only versus what will be publicly disclosed and
                           why. This could be due to mandatory disclosure
                           requirements, disclosure requirements related to
                           membership in a given network, and voluntary disclosures.
                           For voluntary disclosures, consider the opportunities,
                           liabilities, and risks.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Determine how data will be collected, collated into what
                           reports, and how the information will be validated,
                           secured, and kept up to date. Determine when, how often,
                           and to what parties reports will be made.

                        
                        

                     
                     

                  
                  
                  
                  In addition to researching laws and
                     regulations that differ by jurisdiction, many frameworks and
                     guidelines are also developed for specific regions. Organizations need
                     to research which ones meet their needs and are important to their
                     stakeholders. For example, an organization operating in the EU may
                     adopt European Sustainability Reporting Standards to be in compliance
                     with the 2023 Corporate Sustainability Reporting Directive (CSRD),
                     which now mandates standardized sustainability reporting for EU
                     companies that meet two out of three of these criteria: an average
                     workforce of over 250 employees, a total balance sheet of 25 million
                     euros, and/or net turnover exceeding 50 million euros. It also impacts
                     non-European companies with EU sales over 150 million euros for the
                     last two consecutive years. Requirements for non-European companies do
                     not come into force until June 2026. 

                  
                  
                  
                  Since this course cannot address all possible standards, instead we show
                     some examples of important and widely-used frameworks or guidelines: 

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        The triple bottom line: An accounting framework that helps
                           organizations account for the value of social and
                           environmental initiatives in addition to economic value
                           initiatives. 

                        
                        

                     
                     
                     
                     	
                        
                        
                        The United Nations Global Compact: A set of ethics principles
                           organizations can pledge to adhere to. 

                        
                        

                     
                     
                     
                     	
                        
                        
                        The Global Reporting Initiative: A comprehensive and widely
                           adopted set of reporting standards for sustainability and
                           social responsibility.

                        
                        

                     
                     
                     
                     	
                        
                        
                        ISO 14001: A global standard on environmental management and
                           compliance. 

                        
                        

                     
                     
                     
                     	
                        
                        
                        ISO 50001: A global standard on energy management and
                           performance optimization. 

                        
                        

                     
                     
                     
                     	
                        
                        
                        Social Accountability International (SA8000) Standard: An
                           auditable certification related to human rights that
                           includes a set of ethics principles.

                        
                        

                     
                     
                     
                     	
                        
                        
                        ASCM Enterprise Standards for Sustainability: A corporate
                           supply chain standard measuring social responsibility,
                           economic sustainability, and ecological stewardship.

                        
                        

                     
                     

                  
                  

               
               

            
            

         
         
         
         
            
            
            Governmental Regulations

            
            
            
            
               
               
               National, state/province, and local governments can
                  implement regulations that impact all aspects of a supply chain. Unlike
                  international frameworks defined by voluntary participation, governmental
                  regulations must be followed or an organization risks being fined and/or
                  barred from operating in the governed area.

               
               
               
               These regulations can cover emissions, packaging, building
                  standards, restrictions on when certain commercial vehicles can enter a
                  municipality, and recycling and returns. Many countries have developed their
                  own energy management standards, specifications, and regulations.

               
               
               
               For example, in the EU there are urban vehicle access regulations that consider
                  low emission zones (LEZ), zero emission zones (ZEZ), tolling/congestion
                  charges, pedestrian-only areas, parking methodologies, and limited traffic
                  zones. The intent of these types of zones is to enable compliance with EU
                  air quality standards, to limit traffic congestion and related emissions,
                  and to improve safety. There may be restrictions related to vehicle type or
                  emission class. Most include related tolls or fees. 

               
               
               
               There are some standards governing
                  electronics or other products in regard to material content reporting,
                  reduction of hazardous materials in components, or responsible end-of-life
                  recycling and disposal. For example, the European Union has implemented
                  regulations regarding the recycling of electronic waste, called the Waste
                  Electrical and Electronic Equipment (WEEE) Directive. WEEE mandates that
                  suppliers take back equipment at the end of its economic life and set
                  targets for recycling and recovery of material used in electronics. This
                  effectively requires the use of reverse logistics to handle the returning
                  products.

               
               
               
               In some cases, documentation regulations related to sustainability are industry
                  specific. For example, the EU’s 2023 Corporate Sustainability Reporting
                  Directive (CSRD) contains sector-specific sustainability standards for oil
                  and gas, mining, energy production, agriculture, textiles, food, cars, and,
                  most significantly for logistics, road transport. The sector-specific
                  regulations are set to come into force in June 2026 to give organizations a
                  chance to align their reporting practices with EU standards.

               
               
               
               It seems likely that new regulations will continue to be
                  developed in these areas moving forward. Regulations can change quickly
                  following elections and referendums, as newly empowered governments may work
                  to rapidly strengthen or relax policies regarding environmental issues. In
                  order to comply with ever-changing regulations, organizations must closely
                  follow proposed and enacted changes and ensure that impacted areas of the
                  supply chain remain in compliance with the law.

               
               

            
            

         
         
         
         
            
            
            Triple Bottom Line

            
            
            
            
               
               
               According to the ASCM Supply Chain Dictionary, the triple bottom line (TBL) is:

               
               
               
               
                  
                  
                     An approach that measures the
                        economic, social, and environmental impact of an organization’s activities with the
                        intent of creating value for both its shareholders and society.
                     

                  

               
               
               
               John Elkington coined the term triple bottom
                  line in his 1994 book, and this work built on the work of the Bruntland
                  Commission, which coined the term sustainability in 1987. The TBL concept
                  has three main components that create a sustainable business model, social,
                  environmental, and economic, as shown in Exhibit 8-2. The center
                  area where all objectives combine is called the “sweet spot,” meaning that
                  organizations seek initiatives that profitably satisfy environmental and
                  social objectives. For example, this could involve engaging with a community
                  to find what is important to them, such as water rights, and then using
                  local workforces to help share water in a way that profits everyone. 

               
               
               
               
                  Exhibit 8-2: Triple Bottom Line[image: This graphic illustrates the Triple Bottom Line, represented by three overlapping circles labeled Social, Environmental, and Economic. At the center, where all three circles intersect, is Sustainability. The overlapping sections of the circles are labeled to represent the intersections between these elements: the overlap between Social and Environmental is labeled Bearable, the overlap between Social and Economic is labeled Equitable, and the overlap between Environmental and Economic is labeled Viable.]
               
               
               
               
               Notice also the areas where two of the three circles overlap. Where
                  environmental and social overlap is called bearable, where social and
                  economic overlap is called equitable, and where environmental and economic
                  overlap is called viable. A bearable initiative is one that satisfies
                  environmental requirements while not being too burdensome of a change to
                  affected stakeholders (e.g., employees can still be productive). An
                  equitable initiative is one in which the social benefits create more value
                  than the cost of the initiative. A viable initiative benefits the
                  environment and is both feasible and cost-effective to implement. A
                  sustainable initiative, or one that finds this “sweet spot,” is bearable,
                  equitable, and viable. 

               
               
               
               The TBL therefore links a company’s ability
                  to keep operating successfully (economic sustainability) with the other two
                  key measures, environmental and social contributions. For a business to be
                  economically viable over time, it must reinvest some of its profits into
                  each of these areas.

               
               
               
               This approach usually requires a company to
                  modify or change its business model so that it factors in all three
                  components. The TBL must be fully integrated into a business model from the
                  start rather than as an afterthought. This involves creating a business plan
                  that reflects the organization’s commitment to conservation and stewardship.
                  Such a plan spells out the company’s mission and its marketing, operations,
                  pricing, and growth strategies and explains how it will integrate
                  environmental and social elements into its business strategy.

               
               
               
               These strategies should cascade into the
                  planning, goal setting, and processes of key functions within the company.
                  Once this occurs, the organization has a truly comprehensive accounting and
                  performance reporting mechanism to measure its progress on multiple
                  levels.

               
               
               
               Let’s look at the three main components of
                  the triple bottom line, starting with the economic component, which is
                  inextricably linked with sustainability in the logistics function.

               
               

            
            
            
            
               
               
               Economic
                  Perspective

               
               
               
               
                  
                  
                  The economic
                     perspective is about profitably staying in business in both the short
                     and long term. Since these concepts are well understood in
                     organizations, a long discussion about this perspective is not needed.
                     However, Grant et al in Sustainable Logistics and Supply Chain
                        Management state that the economic perspective is not
                     limited to just the profits of the organization itself, but should
                     extend to all stakeholders. One way to extend the economic perspective
                     beyond the organization would be to consider that TBL initiatives
                     should improve the economics of the supply chain as a whole. Another
                     part of the economic perspective is to ensure that social or
                     environmental improvement projects will provide benefits that exceed
                     their costs. 

                  
                  
                  
                  From the economic perspective of
                     the TBL, organizations must research their options, weigh the pros and
                     cons and costs of their activities in terms of how they impact
                     environmental and social issues, and then track and document the
                     actual impact on the supply chains and the logistics function.

                  
                  
                  
                  Initiatives may include:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Requiring members of the supply chain to implement technologies
                           and practices that will collectively support the
                           manufacturer’s sustainability and economic goals. This may
                           include use of technologies with significant potential to
                           transform logistics such as 3D printing to fabricate
                           products on demand where they are needed instead of
                           warehousing and shipping them.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Developing a reputation as an eco-friendly firm that is
                           dedicated to efficient use of resources and cost
                           reductions that improve the bottom line for all supply
                           chain partners while attracting like-minded employees who
                           integrate best practices for sustainability in all company
                           projects.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Developing environmental management strategies that
                           include energy conservation in buildings and
                           transportation, carbon footprint reduction, waste
                           reduction, recycling not only of returned products but
                           also office supplies, paper, equipment, etc.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Promoting
                           the company’s dedication to sustainability and “green
                           products” to internal and external customers who share the
                           same concerns for preserving natural resources and
                           protecting the environment as a way of building a stable
                           of loyal, lifetime customers.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Reducing the need for excess packaging during shipping
                           and saving on material costs related to packaging and
                           costs related to detrashing. Detrashing is the removal and
                           disposal of materials used to pack products for shipment;
                           it includes packaging disposal and recycling.

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               Environmental
                  Perspective

               
               
               
               
                  
                  
                  The
                     environmental perspective is a priority for many organizations. They
                     focus on how their supply chains design and leverage environmentally
                     friendly manufacturing processes and use fuel-efficient transportation
                     carriers for moving raw materials and finished products. They take
                     precautionary measures and follow regulations when they must use
                     hazardous materials and toxic substances in their production
                     processes. They devise safety plans in case of accidents and protocols
                     for hazardous waste disposal that meet the appropriate federal and/or
                     local standards.

                  
                  
                  
                  Other factors
                     that impact this perspective include

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        The ISO
                           14000 series of environmental management standards, which
                           have been voluntarily implemented by many
                           countries.

                        
                        

                     
                     
                     
                     	
                        
                        
                        An
                           increasing number of laws, regulations, and treaties that
                           manage pollution and prohibit the release of harmful
                           materials into the environment. In Europe, the EU has
                           issued a Restriction of Hazardous Substances (RoHs)
                           directive for electrical and electronic equipment. The
                           RoHs directive was created in 2002 and updated with
                           additional specifications in 2011 and 2015.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Designing
                           the firm’s supply chain so that

                        
                        
                        
                        
                           
                           
                           	
                              
                              
                              Supply chain partners are
                                 certified in environmentally friendly practices
                                 and processes and have implemented their own
                                 reverse logistics process.

                              
                              

                           
                           
                           
                           	
                              
                              
                              Product design and manufacturing processes minimize the use of
                                 dangerous goods (hazmat) and hazardous waste.

                              
                              

                           
                           
                           
                           	
                              
                              
                              Transportation and warehouses
                                 are energy-efficient and have reduced carbon
                                 footprints.

                              
                              

                           
                           

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               Social
                  Perspective

               
               
               
               
                  
                  
                  From the
                     social perspective (the final component of the triple bottom line),
                     organizations have opportunities to create policies and programs that
                     contribute in meaningful ways to the communities in which they have
                     their headquarters, satellite and foreign offices, warehouses, return
                     centers, etc.

                  
                  
                  
                  Organizations
                     can make progress and demonstrate their social responsibility by
                     promoting human rights and fair labor practices and hosting community
                     activities. Importers in particular want to be reassured that there
                     has been no child labor abuse or human trafficking involved in the
                     making of the goods they purchase. In addition, they are also
                     concerned about potential deforestation or other unsustainable
                     manufacturing methods. They can develop a reputation for being a
                     positive role model for other firms and for being an entrepreneur that
                     is interested in growing the business in socially responsible ways
                     that reflect their values and interest in protecting the environment
                     and the finite resources that we all must share.

                  
                  
                  
                  By taking a comprehensive approach to social
                     responsibility, a company can develop both a local and international
                     reputation as a good corporate entity that treats its employees,
                     stakeholders, and customers well and treats the environment with care
                     and respect. Collectively, these factors will give the organization a
                     significant competitive advantage and make its number-one resource,
                     its employees, proud contributors to these efforts.

                  
                  

               
               

            
            

         
         
         
         
            
            
            United Nations Global Compact and
               Sustainable Development Goals

            
            
            
            

            
            
            
            
               
               
               United Nations Global Compact

               
               
               
               
                  
                  
                  According to
                     the ASCM Supply Chain Dictionary, the
                     United Nations Global Compact (UNGC)
                     is:

                  
                  
                  
                  
                     
                     A voluntary initiative
                           whereby companies embrace, support, and enact, within their sphere of influence, a
                           set of core values in the areas of human rights, labor standards, the environment,
                           and anticorruption.

                     

                  
                  
                  
                  The United Nations created the Global
                     Compact as a means of helping businesses accept social responsibility
                     and voluntarily align their operations and strategies with the 10 key
                     principles shown in Exhibit 8-3.

                  
                  
                  
                  
                     Exhibit 8-3: UN Global Compact 10 Key Principles
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                                       Principles

                                       
                                       
                                    

                                 
                              
                              
                              
                                 
                                 
                                    
                                    	
                                       
                                       
                                       Human rights

                                       
                                       
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          	
                                             
                                             
                                             Principle 1:
                                                Businesses should support and respect the
                                                protection of internationally proclaimed human
                                                rights; and

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Principle 2: make
                                                sure that they are not complicit in human rights
                                                abuse.

                                             
                                             

                                          

                                       
                                       
                                    

                                 
                                 
                                 
                                    
                                    	
                                       
                                       
                                       Labour

                                       
                                       
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          	
                                             
                                             
                                             Principle 3:
                                                Businesses should uphold the freedom of
                                                association and the effective recognition of the
                                                right to collective bargaining;

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Principle 4: the
                                                elimination of all forms of forced and compulsory
                                                labor;

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Principle 5: the
                                                effective abolition of child labour; and

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Principle 6: the
                                                elimination of discrimination in respect of
                                                employment and occupation.

                                             
                                             

                                          

                                       
                                       
                                    

                                 
                                 
                                 
                                    
                                    	
                                       
                                       
                                       Environment

                                       
                                       
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          	
                                             
                                             
                                             Principle 7:
                                                Businesses should support a precautionary approach
                                                to environmental challenges;

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Principle 8:
                                                undertake initiatives to promote greater
                                                environmental responsibility; and

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Principle 9:
                                                encourage the development and diffusion of
                                                environmentally friendly technologies.

                                             
                                             

                                          

                                       
                                       
                                    

                                 
                                 
                                 
                                    
                                    	
                                       
                                       
                                       Anti-corruption

                                       
                                       
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          	
                                             
                                             
                                             Principle 10:
                                                Businesses should work against corruption in all
                                                of its forms, including extortion and bribery.

                                             
                                             

                                          

                                       
                                       
                                    

                                 
                              

                           

                        
                        
                        
                        Source: © United Nations Global Compact,
                              www.unglobalcompact.org.

                        
                        

                     
                  
                  
                  
                  With the increasing speed of
                     globalization, the UNGC can help ensure that markets, commerce,
                     technology, and finance advance in ways that benefit economies and
                     societies everywhere. Many companies, especially those in
                     less-developed regions of the world, recognize the need to collaborate
                     and partner with governments, civil society, labor, and the United
                     Nations. The idea is to leverage the moral authority and convening
                     power of the UN and the resources and solution-finding abilities of
                     organizations. This is accomplished through local Global Compact
                     networks that root these principles into national and cultural
                     contexts, by fostering a continuing dialogue between businesses and
                     stakeholders, and by focusing on specialized areas of concern such as
                     climate change or women’s or children’s rights.

                  
                  
                  
                  With over 9,500 corporate participants
                     and other stakeholders from over 160 countries, the Global Compact is
                     the largest voluntary corporate responsibility initiative in the world
                     and the primary entry point for organizations into the UN system.

                  
                  
                  
                  The Global Compact has two
                     complementary objectives:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Incorporate the 10
                           principles into global business activities.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Catalyze actions in support
                           of the broader United Nations goals.

                        
                        

                     
                     

                  
                  
                  
                  For more information about the UNGC,
                     refer to the Additional Resources.

                  
                  
                  
                  So when it comes to measuring overall
                     sustainability, aside from meeting metrics, how does an organization
                     evaluate its efforts? The Global Compact recommends using the Global
                     Reporting Initiative’s Standards. Prior to determining how and what to
                     report, it is important to understand the organization’s
                     sustainability goals. The organization will set its own goals, but
                     they could reflect a more globally recognized set of goals, such as
                     the UN’s Sustainable Development Goals.

                  
                  

               
               

            
            
            
            
               
               
               United Nations Sustainable Development Goals

               
               
               
               
                  
                  
                  In 2015, the members of the United Nations agreed to a set of Sustainable
                     Development Goals as part of its 2030 agenda for sustainable
                     development. The goals are an urgent call to action by countries and
                     industry. The goals are as follows:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        No poverty. Ending poverty everywhere
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Zero hunger. Ending
                           hunger, achieving food security, improving
                           nutrition, and promoting sustainable
                           agriculture
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           Good health and well-being. Ensuring
                           healthy lives and well-being for people of all
                           ages
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           Quality education. Ensuring
                           education is equitable, inclusive, and promotes
                           lifelong learning
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           Gender equality. Gender
                           equality and empowering women and girls
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Clean water and sanitation. Having water
                           with proper sanitation be available and
                           sustainable
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Affordable and clean energy. Affordable,
                           reliable, sustainable, and modern energy for
                           all
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Decent work and economic growth. Promoting
                           sustained, inclusive, and sustainable economic
                           growth with full and productive employment and
                           decent work for all
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Industry, innovation, and infrastructure. Building
                           resilient infrastructure, promoting inclusive and
                           sustainable industrialization, and fostering
                           innovation
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Reduced inequalities. Reducing
                           inequality within and among countries
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Sustainable cities and communities. Making
                           cities and settlements be inclusive, safe,
                           resilient, and sustainable
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Responsible consumption and production. Ensuring
                           sustainable consumption and production patterns
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Climate action. Taking
                           urgent action to combat climate change and its
                           impacts
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Life below water. Conserving
                           and using marine areas sustainably
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Life on land. Protecting,
                           restoring, and promoting sustainable use of land
                           ecosystems and combating desertification, land
                           degradation, and biodiversity loss
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Peace, justice, and strong institutions. Promoting
                           peaceful and inclusive societies for sustainable
                           development with access to justice for all through
                           effective, accountable, and inclusive
                           institutions
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        Partnerships for the goals. Strengthening how the other goals get implemented
                           and keeping the partnerships vitalized
                           

                        
                        

                     
                     

                  
                  
                  
                  These goals are obviously very ambitious and various governments are
                     doing more in some areas than in others. See
                     www.un.org/sustainabledevelopment/ to get an idea of relative progress
                     in each area. For example, globally about 28 percent of energy for
                     electricity generation is renewable while only four percent of energy
                     for transportation is renewable.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Global Reporting Initiative

            
            
            
            
               
               
               Sustainability reporting has emerged as
                  an important tool in an overall supply chain management strategy. In 2010,
                  the UNGC signed an agreement with the Global Reporting Initiative (GRI) to
                  adopt the GRI Guidelines as the recommended framework for sustainability
                  reporting. According to the ASCM Supply Chain
                     Dictionary, the Global
                     Reporting Initiative (GRI) is:

               
               
               
               
                  
                  
                     A network-based
                        organization that pioneered the world’s most widely used sustainability reporting
                        framework.
                     

                  

               
               
               
               The ASCM Supply
                     Chain Dictionary defines the Global Reporting Initiative (GRI) Reporting
                     Standards as:

               
               
               
               
                  
                  
                     The framework that sets out the principles and performance indicators organizations
                        can use to measure and report their human rights, labor, environment, and anticorruption
                        practices and outcomes.
                     

                  

               
               
               
               The GRI in turn adopted the UNGC’s 10
                  principles into the latest version of its reporting guidelines.

               
               
               
               The GRI is committed to the framework’s
                  continuous improvement and application worldwide. In order to ensure the
                  highest degree of technical quality, credibility, and relevance, the
                  reporting framework was developed through a consensus-seeking process, with
                  participants drawn globally from business, civil society, labor, and
                  professional institutions. In addition to its connection to the UN and the
                  UNGC, the GRI has strategic partnerships with ISO and the Organisation for
                  Economic Co-operation and Development (OECD). In effect, the GRI is helping
                  businesses develop reverse logistics key performance indicators to assess
                  and improve their environmental performance—and is doing so in advance of
                  binding laws and regulations likely to be developed by governments.

               
               

            
            
            
            
               
               
               GRI
                  Standards

               
               
               
               
                  
                  
                  The cornerstone
                     of the GRI framework is the GRI Standards, an internationally
                     recognized format to help in preparing sustainability reports that
                     provide reliable, relevant, and standardized information. By creating
                     a common language to communicate economic, environmental, and social
                     impacts, the GRI Standards allow suppliers to communicate their
                     efforts, performance, and goals, enabling continuous improvement and
                     closer engagement with their buyers. Companies in business or industry
                     associations can use the Standards to improve their sustainability
                     performance, fostering a more stable and profitable climate.

                  
                  
                  
                  The GRI Standards allow the
                     flexibility to revise specific standards or add new ones without
                     requiring an update to the entire program. The 2021 Standards are made
                     up of three parts, as shown in Exhibit 8-4.

                  
                  
                  
                  
                     Exhibit 8-4: GRI Standards[image: This graphic outlines various GRI standards, categorized into universally applicable, topically applicable, and sector standards. Go to long description for more details.]
                  
                     Go to long description.
                     

                  
                  
                  
                  
                  The universal standards are
                     the starting point for using the GRI Standards and are applicable to
                     all organizations. They cover the Standards’ 10 reporting principles
                     and explain how to use the Standards, including how to prepare a
                     report that is in accordance with the Standards, how to select the
                     topics that are most material to the organization, and how to
                     reference the Standards. They also illustrate how to report both
                     contextual information about the specific organization and information
                     about how the organization manages material topics.

                  
                  
                  
                  The sector standards are industry specific that can be used to help
                     determine what to report for the material topics. Examples of three
                     published sector standards are provided in Exhibit 8-4.

                  
                  
                  
                  The topic-specific standards cover topics grouped
                     under three main categories: economic, environmental, and social.
                     These are used in conjunction with the universal standards to explain
                     why each topic is material and where in the organization impacts
                     occur. The topics all have a similar structure, making distinctions
                     between reporting requirements, best practices, and guidance. 

                  
                  
                  
                  The biodiversity
                     standard (GRI 101) was added in 2024. Let’s take a closer look at each
                     of the other three GRI Standards categories.

                  
                  
                  
                  
                     
                     
                     
                        Economic
                        

                     
                     
                     
                     Economic sustainability refers to how the organization impacts
                        stakeholders economically at the local, national, and global
                        levels. This category encompasses the following topics:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Economic performance, which includes direct
                              economic value, the financial implications of
                              climate change, and financial assistance received
                              from the government

                           
                           

                        
                        
                        
                        	
                           
                           
                           Market presence, which includes ratios of the
                              organization’s standard entry-level wage to local
                              minimum wage by gender and the proportion of senior
                              management hired from the local community

                           
                           

                        
                        
                        
                        	
                           
                           
                           Indirect economic impacts, which includes
                              infrastructure investments and other significant
                              indirect impacts

                           
                           

                        
                        
                        
                        	
                           
                           
                           Procurement practices, which includes the
                              proportion of spending on local and minority
                              suppliers

                           
                           

                        
                        
                        
                        	
                           
                           
                           Anti-corruption, which includes risk assessments
                              for corruption, training, and confirmed incidents of
                              corruption and actions taken

                           
                           

                        
                        
                        
                        	
                           
                           
                           Anti-competitive behavior, which includes any legal actions
                              taken against the organization for anti-competitive
                              behavior, anti-trust, or monopoly practices

                           
                           

                        
                        

                     
                     

                  
                  
                  
                     
                     
                     
                        Environmental
                        

                     
                     
                     
                     The environmental
                        sustainability category looks at the organization’s impact on
                        ecosystems from its inputs and outputs. There are multiple
                        topics under environmental reporting:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Materials, which includes material quantity,
                              recycled input, and reclaimed products

                           
                           

                        
                        
                        
                        	
                           
                           
                           Energy, which includes consumption within and
                              outside of the organization, intensity, and
                              reduction of consumption and requirements

                           
                           

                        
                        
                        
                        	
                           
                           
                           Water and effluents, which includes water as a
                              shared resource, water use, and discharge

                           
                           

                        
                        
                        
                        	
                           
                           
                           Biodiversity, which includes proximity to and
                              impact on protected areas or endangered species and
                              protection or restoration efforts

                           
                           

                        
                        
                        
                        	
                           
                           
                           Emissions, which includes multiple classes of
                              greenhouse gases

                           
                           

                        
                        
                        
                        	
                           
                           
                           Waste, which includes waste generation, significant
                              waste-related impacts, and management of these
                              impacts

                           
                           

                        
                        
                        
                        	
                           
                           
                           Supplier environmental assessment, which includes
                              supplier environmental screening and negative
                              environmental impacts in the supply chain

                           
                           

                        
                        

                     
                     

                  
                  
                  
                     
                     
                     
                        Social
                        

                     
                     
                     
                     The social category reflects the impact the
                        organization has on social systems. It is made up of these
                        topics:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Employment, which includes employee turnover,
                              full-time exclusive benefits, and parental
                              leave

                           
                           

                        
                        
                        
                        	
                           
                           
                           Labor/management relations, which includes minimum
                              notice periods for operational changes

                           
                           

                        
                        
                        
                        	
                           
                           
                           Occupational health and safety, which includes
                              hazard identification, worker training, and
                              work-related injuries

                           
                           

                        
                        
                        
                        	
                           
                           
                           Training and education, which includes average
                              hours of training, upgrading employee skills, and
                              career development reviews

                           
                           

                        
                        
                        
                        	
                           
                           
                           Diversity and equal opportunity, which includes
                              diversity of governance bodies and ratio of salary
                              according to gender

                           
                           

                        
                        
                        
                        	
                           
                           
                           Nondiscrimination, which includes incidents and
                              corrective actions taken

                           
                           

                        
                        
                        
                        	
                           
                           
                           Freedom of association and collective bargaining,
                              which includes operations where the right to freedom
                              of association may be at risk

                           
                           

                        
                        
                        
                        	
                           
                           
                           Child labor, which includes operations and
                              suppliers at significant risk for incidents of child
                              labor

                           
                           

                        
                        
                        
                        	
                           
                           
                           Forced or compulsory labor, which includes
                              operations and suppliers at significant risk for
                              incidents of forced labor

                           
                           

                        
                        
                        
                        	
                           
                           
                           Security practices, which includes security
                              personnel trained in human rights policies

                           
                           

                        
                        
                        
                        	
                           
                           
                           Rights of indigenous peoples, which includes
                              incidents of violating the rights of indigenous
                              peoples

                           
                           

                        
                        
                        
                        	
                           
                           
                           Local communities, which includes operations with
                              local community engagement and operations with
                              significant actual and potential negative
                              impact

                           
                           

                        
                        
                        
                        	
                           
                           
                           Supplier social assessment, which includes new
                              suppliers that were screened using social criteria
                              and negative social impacts in the supply chain and
                              actions taken

                           
                           

                        
                        
                        
                        	
                           
                           
                           Public policy, which includes political
                              contributions

                           
                           

                        
                        
                        
                        	
                           
                           
                           Customer health and safety, which includes
                              assessment of health and safety impacts and
                              incidents of noncompliance concerning health and
                              safety

                           
                           

                        
                        
                        
                        	
                           
                           
                           Marketing and labeling, which includes requirements
                              for product labeling and incidents of noncompliance
                              concerning product labeling and marketing

                           
                           

                        
                        
                        
                        	
                           
                           
                           Customer privacy, which includes substantiated
                              complaints concerning breaches of customer privacy
                              and loss of customer data

                           
                           

                        
                        

                     
                     
                     
                     It is wise for the logistics
                        team to be aware of the GRI categories and corresponding aspects
                        as they plan their sustainability initiatives. An organization’s
                        sustainability report presents information relating to just
                        those aspects deemed to be material.

                     
                     
                     
                     Links to more information on the GRI
                        Standards are available in the Additional
                        Resources.

                     
                     

                  

               
               

            
            

         
         
         
         
            
            
            ISO Standards

            
            
            
            
               
               
               The
                  International Organization for Standardization (ISO) is a worldwide
                  federation of the national standards institutes of 163 countries. It is a
                  trusted partner in the global community for the development of globally
                  relevant international standards. The current ISO portfolio includes more
                  than 25,000 standards and other types of documents, which include different
                  certification processes and standards that are available for many types of
                  industries. These range from agriculture and construction, through
                  mechanical engineering and manufacturing and distribution, to transport,
                  medical devices, food technology, environmental protection, oil and gas,
                  ship building, and information and communication technologies. ISO also has
                  standards for good management practices and for services.

               
               
               
               ISO standards are voluntary. ISO has no
                  legal authority to enforce the standards’ implementation. ISO does not
                  perform certification or issue certificates itself. Certification is
                  performed by external certification bodies that have been accredited by ISO.
                  Companies can achieve certification for standards in which a certification
                  is available through an ongoing auditing process by these certification
                  bodies. While all ISO standards are voluntary, some ISO standards (mainly
                  those concerned with health, safety, or the environment) have been adopted
                  by countries as part of their regulatory framework and some voluntary
                  standards may be a de facto market requirement (e.g., ISO 9001, “Quality
                  Management Systems”).

               
               
               
               There are many benefits for organizations to adopt ISO standards even for those
                  standards with no related regulation or market requirement. Benefits may
                  include the following, depending on the standard(s) being adopted:

               
               
               
               
                  
                  
                  	
                     
                     
                     
                        
                           Quality processes and products/services:
                           
                        Better consistency leads to high quality and few
                           defects.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Waste reduction and process efficiency:
                           
                        ISO standards can help identify and eliminate waste and
                           process inefficiencies for significant cost savings. 
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Customer satisfaction and loyalty:
                           
                        ISO standards help organizations meet or exceed customer
                           expectations.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Credibility:
                           
                        Adopting ISO standards helps demonstrate a commitment to
                           professionalism and quality. The worldwide recognition of
                           these standards can provide a competitive advantage when
                           seeking credibility. 
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Market access:
                           
                        Organizations can find new customers who require their
                           suppliers to be ISO certified. International market access
                           can be facilitated by adopting standard terms and methods
                           from ISO standards, especially for quality and safety
                           requirements.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Morale:
                           
                        Adoption of ISO standards can help reduce process
                           inefficiencies and add structure to the work environment,
                           possibly improving morale. Like any regular investment in
                           training and development, training in ISO standards can
                           help create a culture of continuous improvement.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Risk mitigation:
                           
                        Using ISO standards to formally manage risks in general
                           or to manage the risks of a specific industry or process
                           can help avoid costly errors or disruptions and could
                           result in lower insurance premiums.
                        

                     
                     

                  
                  

               
               
               
               Some ISO standards are considered management standards. All of the standards
                  discussed here are management standards: ISO 14001, ISO 26001, ISO 45001,
                  and ISO 50001. Management standards define the requirements necessary in
                  order to manage quality, environmental protection, energy management, or
                  other broadly applicable subjects. The standards do not prescribe the
                  details of how to accomplish these objectives; that is up to each
                  organization to determine and document. Conformance relative to ISO
                  management standards is an affirmative indication or judgment that the
                  management controls are in place, have been documented, and that the product
                  or service conforms to the company’s own requirements as created by the
                  management controls.

               
               

            
            
            
            
               
               
               ISO 14001 for Environmental Management

               
               
               
               
                  
                  
                  According to the ASCM Supply Chain Dictionary, the ISO 14000 family of standards are:

                  
                  
                  
                  
                     
                     
                        A series of generic environmental management standards developed by the International
                           Organization for Standardization (ISO) that provide structure and systems for managing
                           environmental compliance with legislative and regulatory requirements and affect every
                           aspect of a company’s environmental operations.
                        

                     

                  
                  
                  
                  These
                     standards help companies to minimize harmful effects on the
                     environment due to their activities and to continually improve
                     environmental performance. Originally developed as an outcome of the
                     1992 Rio Summit on the environment, they provide a framework for a
                     company to develop an environmental management system as well as an
                     audit program. An environmental management system (EMS) enables an
                     organization to

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Identify
                           and control the impact of its activities, products, and
                           services

                        
                        

                     
                     
                     
                     	
                        
                        
                        Continually enhance its environmental
                           performance

                        
                        

                     
                     
                     
                     	
                        
                        
                        Develop
                           a systematic method for establishing environmental
                           objectives and targets as well as measures of its ability
                           to achieve them.

                        
                        

                     
                     

                  
                  
                  
                  The ISO 14000 family of standards
                     includes the following:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        ISO
                           14001 offers a framework for a strategic, holistic
                           approach to an organization’s environmental policy, plans,
                           and actions. It explains the generic requirements for an
                           EMS to be used by businesses or industry. It requires that
                           an organization be committed to compliance with applicable
                           environmental legislation and regulations and to
                           continuously improving its efforts. Organizations at any
                           level of sustainability implementation will find this
                           useful. The standard also emphasizes incorporating
                           environmental management into strategic planning and
                           leadership and proactive implementation of sustainable
                           practices, helps track performance trends for improvement,
                           focuses on life cycle thinking, and adds a communication
                           methodology.

                        
                        
                        
                        This is the only standard in the series against which it is
                           currently possible to be certified by an external
                           authority. Certification can help an organization meet
                           legal and stakeholder requirements related to
                           environmental performance, help improve public image, and
                           often give an organization a competitive advantage or
                           financial benefit.

                        
                        

                     
                     
                     
                     	
                        
                        
                        ISO 14001 Amendment 1 (Amd 1): Climate action changes is a
                           2024 amendment that is part of a climate action update
                           (ISO 9001 on quality and ISO 45001 on health and safety
                           also got climate action updates) intended to ensure
                           climate change issues are part of assessments of the
                           effectiveness of the given management system. ISO 14001
                           Amendment 1 addresses adapting to climate change and
                           mitigating it as part of operations.

                        
                        

                     
                     
                     
                     	
                        
                        
                        ISO
                           14004 provides guidelines on the specific elements of an
                           EMS and its implementation and explains the main issues
                           involved. It can serve other purposes as well: providing
                           assurance to stakeholders, complying with laws, serving as
                           proof of the organization’s claims about its environmental
                           practices, and illustrating its conformity.

                        
                        

                     
                     

                  
                  
                  
                  Other sections provide
                     information about the principles of environmental auditing; sampling,
                     testing, and analytical methods; qualification criteria for
                     environmental auditors; labeling concerns; and life cycle
                     issues.

                  
                  
                  
                  ISO 14000 has had
                     such an impact on organizations’ business practices and trade that ISO
                     has also developed guidelines and standards for specific industries,
                     groups, and areas of interest:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Automotive

                        
                        

                     
                     
                     
                     	
                        
                        
                        Customer
                           satisfaction

                        
                        

                     
                     
                     
                     	
                        
                        
                        Education

                        
                        

                     
                     
                     
                     	
                        
                        
                        Energy

                        
                        

                     
                     
                     
                     	
                        
                        
                        Food
                           safety

                        
                        

                     
                     
                     
                     	
                        
                        
                        Information security

                        
                        

                     
                     
                     
                     	
                        
                        
                        Health
                           care

                        
                        

                     
                     
                     
                     	
                        
                        
                        Local
                           government

                        
                        

                     
                     
                     
                     	
                        
                        
                        Medical
                           devices

                        
                        

                     
                     
                     
                     	
                        
                        
                        Petroleum and gas

                        
                        

                     
                     
                     
                     	
                        
                        
                        Risk

                        
                        

                     
                     
                     
                     	
                        
                        
                        Ship
                           recycling

                        
                        

                     
                     
                     
                     	
                        
                        
                        Supply
                           chain security

                        
                        

                     
                     

                  
                  
                  
                  A link to the ISO website with
                     industry-specific standards is provided in the Additional
                     Resources.

                  
                  

               
               

            
            
            
            
               
               
               ISO 26000 Guidance for Social
                  Responsibility

               
               
               
               
                  
                  
                  ISO 26000 refers to guidance for
                     social responsibility. According to the ASCM
                        Supply Chain Dictionary, ISO 26000:2010 is:

                  
                  
                  
                  
                     
                     An international standard developed by the International Organization for Standardization
                           (ISO) to assist organizations in contributing to sustainable development beyond legal
                           compliance through a common understanding of social responsibility.

                     

                  
                  
                  
                  ISO 26000 provides a structure for
                     organizations in the private and public sectors to think about how they can
                     act and operate in a socially responsible manner. The underlying goal of
                     social responsibility is to make contributions to sustainable
                     development.

                  
                  
                  
                  ISO 26000 addresses seven primary
                     subjects within its guidelines, including organizational governance, human
                     rights, labor practices, the environment, fair operating practices, consumer
                     issues, and community involvement and development. ISO encourages an
                     organization to first take the time to do two critical things:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Recognize its social
                           responsibility within its sphere of influence

                        
                        

                     
                     
                     
                     	
                        
                        
                        Identify and engage with
                           its stakeholders

                        
                        

                     
                     

                  
                  
                  
                  Once those have been accomplished,
                     the organization is ready to analyze the seven core areas and
                     determine how it will integrate social responsibility into its
                     decisions and activities.

                  
                  

               
               

            
            
            
            
               
               
               ISO 50001 for Energy Management

               
               
               
               
                  
                  
                  According to the ASCM Supply Chain Dictionary,
                     ISO
                        50001 is:

                  
                  
                  
                  
                     
                     
                        An international standard developed by the International Organization for Standardization
                           (ISO) that defines the requirements for designing, implementing, and maintaining an
                           energy management system. It includes documentation, reporting, and procurement guidance.
                        

                     

                  
                  
                  
                  Organizations can use such a system to conform to stated energy
                     policy and continually improve their energy efficiency, energy use,
                     and consumption. The ISO 50001 standard requires that organizations
                     demonstrate that they have improved their energy performance over
                     time. The firm chooses its own quantitative targets and then creates
                     an action plan to reach them.

                  
                  
                  
                  Similar in design to ISO 14001, ISO 50001 uses a
                     plan-do-check-act structure and is made up of seven components: general
                     requirements, management responsibility, energy policy, energy action plan,
                     implementation and operation, performance audits, and management review.

                  
                  
                  
                  By reducing the
                     amount of energy it uses, an organization can

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Reduce
                           the cost of lighting its facilities such as offices,
                           warehouses, return centers, depots, etc.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Meet
                           self-imposed or legislative carbon targets

                        
                        

                     
                     
                     
                     	
                        
                        
                        Become
                           less reliant on nonrenewable fossil fuels

                        
                        

                     
                     
                     
                     	
                        
                        
                        Promote
                           the company’s reputation as being socially
                           responsible.

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               ISO 45001 for Health and Safety

               
               
               
               
                  
                  
                  ISO 45001 addresses occupational health and safety (OH&S) management
                     systems, from setting related objectives and policies to conducting
                     emergency planning and investigating incidents. It can be used to
                     systematically manage OH&S risks, show leadership commitment to
                     worker health and safety, ensure compliance with related regulations,
                     and reduce the incidence of workplace injuries, illnesses, and
                     incidents. Organizations use the standard to create emergency
                     preparedness and response policies and procedures that in turn help
                     strengthen organizational resilience. It uses a plan, do, check,
                     action (PDCA) framework to ensure the process is continually improved. 

                  
                  
                  
                  The standard has an amendment related to climate action changes. It
                     simply adds that organizations should determine whether climate change
                     is a relevant issue to their OH&S activities and that relevant
                     interested parties may have related OH&S requirements.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Social Accountability International SA8000
               Standard

            
            
            
            
               
               
               The ASCM Supply Chain Dictionary defines SA8000 as:

               
               
               
               
                  
                  A widely recognized international standard for
                        managing human rights in the workplace. It provides an auditable framework for
                        assuring that social accountability is being stewarded by an
                        organization.

                  

               
               
               
               The SA8000 standard produced by Social
                  Accountability International is an auditable social certification standard
                  designed to promote decent workplaces in any industrial sector by providing
                  a common language for measuring social performance. It is based on many of
                  the conventions and declarations of the UN (especially the Declaration of
                  Human Rights) and the International Labour Organization and on national
                  laws.

               
               
               
               The standard is built around the idea that
                  continuous review needs to be built in by specifying management systems,
                  structures, and procedures that organizations need to adopt into their
                  normal operations. Thus the organization’s policies and procedures need to
                  reflect the following nine principles of SA8000:

               
               
               
               
                  
                  
                  	
                     
                     
                     Child labor. Neither use nor support child labor, supported by policy
                        and procedure. (A child is a person under 15 years of age
                        unless local laws set the age higher than this. A young
                        worker is a person above the age of a child but under 18
                        years of age.) Young workers are allowed if they don’t
                        work during school hours or at night or for more than 8
                        hours per day or 10 hours including transportation.
                        Provide funds to attend school as needed. Expose no minors
                        to physical or mental hazards.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Forced or compulsory labor. Neither use nor support forced labor including prison
                        labor and human trafficking. Never retain ID papers,
                        require “deposits” to the organization on hire, withhold
                        pay to force labor, or charge employment fees. Employees
                        are free to leave the premises or quit.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Health and safety. Provide a safe and healthy workplace by minimizing risk
                        and eliminating hazards when feasible, protecting new
                        mothers, providing protective equipment, having a health
                        and safety officer and committee with union or worker
                        representation, providing appropriate training, and using
                        documented safety procedures. Facilities shall be clean
                        and sanitary, including bathrooms, water, break spaces,
                        and dormitories. Employees don’t need permission to escape
                        imminent danger.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Freedom of association and right to collective
                           bargaining. Respect the right to form unions through word and deed,
                        unless prohibited by law, in which case employees shall
                        have the right to elect representatives. Avoid
                        discrimination, intimidation, or harassment of union
                        members.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Discrimination. Don’t discriminate in any form of pay or promotion
                        against any class of person, and allow persons to observe
                        tenets or practices of the groups to which they belong.
                        Prohibit threatening or abusive behavior of a verbal,
                        physical, or sexual nature. Never use pregnancy or
                        virginity tests.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Disciplinary practices. Never tolerate corporal punishment, mental or physical
                        coercion, verbal abuse, or harsh or inhumane
                        treatment.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Working hours. Comply with all laws and union agreements on working
                        hours, holidays, and overtime. Give one day off per week
                        unless allowed by law or union work-time averaging
                        agreements exist. Overtime must be voluntary except to
                        meet short-term business demand and never regularly
                        requested.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Remuneration. Pay a living wage and always meet minimum wage laws. Never
                        deduct pay for disciplinary purposes except when permitted
                        by national law and union rules. Never pay in coupons or
                        promissory notes, and make pay promptly available along
                        with clear information on pay and benefits. Pay overtime
                        premium rates. Never use labor-only contracting,
                        consecutive short-term contracts, or false apprenticeships
                        to avoid labor laws.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Management system. Conspicuously display a notice of the voluntary decision
                        to comply with SA8000 and all national and local labor
                        laws. Develop and communicate policies and procedures to
                        implement SA8000. Keep relevant records to demonstrate
                        conformance. Regularly conduct management reviews. Provide
                        policies on request.
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               SA8000 Social Accountability Certification

               
               
               
               
                  
                  
                  SA8000 cuts across multiple
                     industries. The standard is a way for retailers, brand companies,
                     suppliers, and other organizations to maintain just and decent working
                     conditions throughout the supply chain.

                  
                  
                  
                  Certification to the standard is
                     available but needs to be redone for each specific work site.
                     Certification is available for almost any industry but is not
                     currently available for fishing, offshore, or maritime industries.
                     Certification is also not possible in Myanmar (Burma) due to
                     International Labour Organization sanctions. Social Accountability
                     Accreditation Services (SAAS) provides certification bodies with
                     information on the steps that need to be taken to be accredited to
                     perform SA8000 certification audits.

                  
                  

               
               

            
            

         
         
         
         
            
            
            ASCM Enterprise Standards for Sustainability and Other
               Models

            
            
            
            
               
               
               An important aspect of standardizing sustainability is incorporating
                  sustainability metrics into the key metrics of the organization. One ASCM
                  solution for this is SCOR DS, which now features a sustainability category
                  of performance metrics with two subsets: environmental and social. Since
                  SCOR DS is addressed in detail elsewhere, it is not covered here. Here we
                  outline the ASCM Enterprise Standards for Sustainability.

               
               

            
            
            
            
               
               
               ASCM Enterprise Standards
                  for Sustainability

               
               
               
               
                  
                  
                  The
                     ASCM Enterprise Standards for Sustainability is a corporate supply
                     chain standard that can result in a designation (certificate) that
                     measures social responsibility, economic sustainability, and
                     ecological stewardship. This standard is available for free download
                     and can therefore be used to update supply chain strategy, identify
                     sustainability gaps for the supply chain, or validate supplier
                     sustainability even if the organization does not pursue the
                     certificate.

                  
                  
                  
                  Exhibit 8-5 shows how organizations can work for supply
                     chain excellence by performing a comprehensive evaluation of a supply
                     chain using ASCM tools and other enablers. At the center are SCOR DS
                     key supply chain processes (in the exhibit these have been updated to
                     the latest version of the processes) and their results. It is
                     important to focus on results (and measure them) and not allow the
                     process to be a purely academic exercise. In the next layer, note the
                     three Es: ethical, economic, and ecological dimensions. These key
                     processes and sustainability dimensions are enabled by strategy,
                     governance, the workforce, and technology & knowledge. The final
                     part of the evaluation is to ensure that these processes and tools are
                     working to meet the needs of key stakeholders including customers,
                     government, suppliers, and the community.

                  
                  
                  
                  
                     Exhibit 8-5: Incorporating Sustainability into the Enterprise
                     
                     [image: A circular model illustrating the interconnected components of supply chain management, emphasizing results at the center, supported by processes, governance, and broader stakeholder engagement. Go to long description for more details.]
                     
                     
                     
                        Source: Adapted from Association for
                           Supply Chain Management (ASCM). "Enterprise Standards for
                           Sustainability.” Used with permission.
                        

                     
                     
                     
                     
                        Go to long description.
                        

                     
                     
                  
                  
                  
                  Let’s look at the key dimensions of this standard, called the three
                     Es:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Ethical. This area focuses on anti-corruption,
                           anti-trust, codes of conduct, confidentiality, human
                           rights, labor practices, intellectual property, and
                           responsible sales and marketing.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Economic. This area focuses on business integrity,
                           reputation, leadership, governance, risk management,
                           crisis management, responsible tax, supply chain strategy,
                           and more.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Ecological. This area focuses on the circular economy,
                           climate strategy, energy, water, waste, material use, and
                           product lifecycle stewardship.

                        
                        

                     
                     

                  
                  
                  
                  Organizations that choose to
                     pursue this certification may do so because it helps showcase the
                     organization’s supply chain excellence and commitment to transparency,
                     ethics, and a culture of social responsibility. This can occur not
                     only within the organization but also by ensuring that suppliers also
                     align with these values.

                  
                  
                  
                  When organizations pursue
                     certification to this standard, 60 percent of the assessment is on
                     their level of excellence with the three Es of the standard: ethical,
                     ecological, and economic. These categories are applied to supply chain
                     processes such as plan, source, order, etc. The remaining 40 percent
                     of the assessment is for enabling factors (strategy, governance,
                     workforce, and technology and knowledge) and stakeholder factors
                     (customer, supplier, government, and community).

                  
                  
                  
                  The first part, criteria and
                     questions, includes standards and assessments on process excellence
                     planning using a process excellence criteria list to determine areas
                     of process excellence. This includes criteria such as facility master
                     planning, supply network planning, modal optimization, extending
                     inventory planning using collaboration with key suppliers and
                     customers, improving S&OP, supplier research, responsible
                     sourcing, sustainable sourcing, and many more. 

                  
                  
                  
                  For example, for facility master planning, there are standards, evidence
                     to gather, metrics/results to use to assess progress, and key
                     questions to ask. For example, the facility master planning section is
                     reproduced in Exhibit 8-6. (The SCOR DS metrics have been updated.
                     Some minor abbreviations were made.)

                  
                  
                  
                  
                     Exhibit 8-6: ASCM Enterprise Standards for Sustainability; Section A.1, Process Excellence—Deliver
                        [Note: this is now Fulfill]
                     
                     
                     
                     
                        
                        
                        
                        
                           
                           
                              
                              
                                 
                                 
                                 
                              
                              
                                 
                                 
                                    
                                    	
                                       
                                       
                                       A.1.22 Load Vehicle
                                          Optimization and Digital Generation of Shipping
                                          Documents

                                       
                                       
                                    

                                 
                              
                              
                              
                                 
                                 
                                    
                                    	
                                       
                                       
                                       A.1.22.1
                                             Standards

                                       
                                       
                                       
                                       a. The
                                          organization must show compliance with and
                                          optimization of safety, ergonomics, and loading
                                          truck weight distribution and limits

                                       
                                       
                                       
                                       b. The
                                          organization must show how efficiencies have been
                                          gained through the use of technology such as WMS
                                          and TMS

                                       
                                       
                                       
                                       c. The organization must show reductions in
                                          time and waste through the use of auto-ID and
                                          electronic digital transfers on mobile technology
                                          or on vehicle dashboards instead of manual
                                          paper-based systems

                                       
                                       
                                       
                                       d. The organization must generate shipping
                                          documents efficiently and show that it has reduced
                                          waste and documentation rework

                                       
                                       
                                       
                                       e. The organization must adhere to regulatory
                                          and stakeholder requirements for vehicle loading
                                          and shipping document generation

                                       
                                       
                                       
                                       f. The organization must generate all documents
                                          digitally with the ability to print only where
                                          required (i.e., documents should be printed only
                                          as needed and not by default)

                                       
                                       
                                    

                                 
                                 
                                 
                                    
                                    	
                                       
                                       
                                       A.1.22.2
                                             Evidence

                                       
                                       
                                       
                                       
                                          
                                          	
                                             
                                             
                                             Loading
                                                process

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Shipping
                                                documentation generation process

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Online
                                                visibility of shipping documents

                                             
                                             

                                          

                                       
                                       
                                    

                                 
                                 
                                 
                                    
                                    	
                                       
                                       
                                       A.1.22.3
                                             Metrics/Results

                                       
                                       
                                       
                                       
                                          
                                          	
                                             
                                             
                                             Customer
                                                Order Documentation Accuracy (SCOR Metric: RL.2.3)
                                                [There are also related metrics for supplier
                                                orders and return orders.]

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Number of violations for not following normal
                                                regulations or standards

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Load
                                                Product & Generate Shipping Documentation
                                                Cycle Time (SCOR Metric: RS.3.21)

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Volume optimization

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Order consolidation accuracy

                                             
                                             

                                          

                                       
                                       
                                    

                                 
                                 
                                 
                                    
                                    	
                                       
                                       
                                       A.1.22.4 Key
                                             Questions

                                       
                                       
                                       
                                       
                                          
                                          	
                                             
                                             
                                             How much
                                                integration exists between your organization’s
                                                warehouse and transport systems? If there is no
                                                integration, do you have a plan to achieve it?

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Can
                                                documents be accessed (master bill of lading,
                                                delivery note, inventory pack list, ASN, etc.)
                                                from mobile technology?

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Is track
                                                and trace technology used (where appropriate)?

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Can your
                                                organization provide a view of its improvement
                                                initiatives in vehicle loading?

                                             
                                             

                                          
                                          
                                          	
                                             
                                             
                                             Can your organization provide a view of its
                                                improvement initiatives in the generation of
                                                shipping documents?

                                             
                                             

                                          

                                       
                                       
                                    

                                 
                              

                           

                        
                        
                        
                        Source: Adapted from Association for Supply Chain
                              Management (ASCM). "Enterprise Standards for
                              Sustainability.” Used with permission.

                        

                     
                  
                  
                  
                  An example of an enabler is
                     governance. One standard for this area is a requirement that the
                     organization have a documented risk matrix that addresses key risks
                     “inherent across the economic, ecological, and ethical dimensions,”
                     and a key question is “How transparent are decisions in which risk to
                     a stakeholder is considered but not deemed ‘risky enough’ to alter the
                     introduction or ongoing production of a product or service?”

                  
                  
                  
                  An example of stakeholder
                     engagement is customer engagement. One standard in this area is that
                     the organization needs to have a voice of the customer (VOC) process
                     that addresses customer requirement outcomes “in the areas of ecology
                     (e.g., carbon emissions and impact of product), economics (e.g., price
                     and product availability), and ethics (e.g., ethically sourced raw
                     materials).” A related key question is “How is the VOC obtained and
                     used to influence your organization’s product and service
                     offerings?”

                  
                  

               
               

            
            

         
         
   
      
         
         
         
         Support Sustainability in the
            Supply Chain

         
         
         
         
            
            
            This area covers several aspects of
               sustainability in the supply chain. First we’ll look at the carbon footprint
               and carbon offsets. Then we’ll examine several green initiatives, how to
               incorporate sustainability in vendor selection and pricing incentives, how
               to deal with dangerous goods (hazmat), and monitoring and measuring
               sustainability efforts.

            
            

         
         
         
         
         
            
            
            Carbon Footprint Measurements and Offsets

            
            
            
            
               
               
               The current global average concentration of
                  carbon dioxide has increased by almost 50 percent since the start of the
                  Industrial Revolution. For the past 800,000 years, the level of
                  CO2 never increased above 300 parts per million (ppm), but
                  it did so in 1911 and has steadily increased since then. Today it is over
                  420 ppm. There is a link to a NASA chart that shows this in the Additional
                  Resources. Statistics referenced in the Emissions Gap Report 2023 published
                  by the United Nations Environment Programme indicate that, in 2030,
                  greenhouse gas emissions are probably going to be above the level needed for
                  the planet to cap temperature increases of 2 degrees Celsius. Unless
                  governments, companies, and individuals around the globe do more to reduce
                  their carbon footprint, sea levels will continue to rise, land ice will keep
                  melting, wildfires will remain common, deserts will form or expand, and our
                  oceans will continue to acidify.

               
               
               
               Logistics is a large part of two economic
                  sectors that account for a large portion of greenhouse gas
                  emissions—transportation and industry. According to the United States
                  Environmental Protection Agency, transportation accounts for 29 percent of
                  greenhouse gas emissions, industry accounts for 30 percent, residential and
                  commercial is 31 percent, and agriculture accounts for 10 percent when
                  electricity generation indirect emissions are applied to these four
                  categories rather than being its own category (60 percent of electricity
                  generation is from fossil fuels). Logistics emissions are not just due to
                  fuel consumption but also to the energy used in warehouses and packaging.
                  Because material and product sourcing has a significant emissions impact,
                  there may be net carbon savings by sourcing from a low-carbon production
                  source and transporting the goods internationally over sourcing locally from
                  a higher carbon emitter. This is often the case with perishable produce that
                  can be ripened with ethylene, for example. In other words, looking at net
                  emissions is more important than focusing just on transportation
                  emissions.

               
               
               
               According to the ASCM Supply Chain Dictionary, the carbon
                     footprint is: “The amount of carbon dioxide and other greenhouse gases (GHGs) released into the environment
                     by the activities performed by a person, organization, or operation during a given
                     time period. See: carbon handprint.” Each of these entities, whether it be a single person or an entire
                  company, generates a measurable amount of carbon. A footprint can be
                  calculated at the level of an individual product or service. It is also
                  possible to determine the carbon footprint for an entire supply chain. This
                  would entail measuring the outputs from suppliers and end users throughout
                  the life of the product or service as well as calculating any one-off
                  emissions related to things such as construction. This is a daunting but
                  doable task. What else can be done? One thing that can be done is to add it
                  as a criterion for transportation mode selection such as by factoring in the
                  general CO2e cost of each given mode, perhaps as a rule of thumb
                  rather than needing exact data. For example, Exhibit 8-7 shows estimated
                  averages for CO2e emissions per tonne kilometer by transport
                  mode.

               
               
               
               
                  Exhibit 8-7: Carbon Dioxide Per Tonne Kilometer by Mode[image: A bar graph comparing various transportation modes (short-haul air, long-haul air, last mile road, long haul road, rail, and water) by some quantitative metric, with short-haul air showing the highest value. Go to long description for more details.]
               
                  Source: Adapted from Grant et al, Sustainable Logistics and
                        Supply Chain Management, third edition.
                  

               
                  Go to long description.
                  

               
               
               
               
               Organizations can apply continuous improvement to improve the fuel efficiency
                  of their fleets, but even if transportation is outsourced, organizations can
                  make improvements such as by following the principle of “don’t ship air or
                  water” to make their products lighter or their packaging more compact.
                  Another option is to consider emissions credit projects. These projects,
                  also called carbon offset credits, reduce or possibly eliminate net
                  emissions and may be less expensive, more convenient, or more feasible than
                  reducing fuel consumption beyond what other continuous improvements can
                  make.

               
               
               
               The ASCM Supply
                     Chain Dictionary defines an emissions
                     credit as:

               
               
               
               
                  
                  
                     Compensation to an organization for either reducing greenhouse gas (GHG) emissions
                        or for funding projects intended to improve the environment, such as renewable energy
                        or forest conservation. This funding can be in the form of credits purchased on an
                        exchange to meet compliance legislation, cap and trade systems, or as a voluntary
                        effort. Also known as carbon offset credit.
                     

                  

               
               
               
               Examples of renewable energy sources are
                  hydroelectric dams, wind turbine farms, solar farms, and biomass energy.
                  Biofuels are another example, and these are increasingly being made using
                  agricultural by-products/food waste to avoid competing directly with the
                  food chain.

               
               

            
            

         
         
         
         
            
            
            Sustainability Initiatives

            
            
            
            
               
               
               For the
                  logistics function, sustainability initiatives (also known as green
                  initiatives or green logistics) are programs that minimize the impact of
                  logistics activities including by reducing energy use in facilities and
                  transportation, materials use in products and packaging, and companies’
                  carbon footprints. According to the ASCM
                     Supply Chain Dictionary,
                  green logistics is:

               
               
               
               
                  
                  
                     Any business practice that minimizes the
                        environmental impact of logistics activities. This is sometimes referred to as
                        sustainable logistics.
                     

                  

               
               
               
               Companies around the globe are undertaking a
                  variety of green initiatives that are yielding measurable results. 

               
               
               
               Green initiatives can be undertaken in the areas
                  of products, packaging, warehousing, materials handling, transportation, and
                  fuel consumption.

               
               

            
            
            
            
               
               
               Products

               
               
               
               
                  
                  
                  Often certain products are officially banned from being
                     disposed of in landfills because they contain parts or substances that
                     present health risks. Other items such as batteries, petroleum
                     products (for example, motor oil), and pharmaceuticals are prohibited
                     because they can corrode or leach into the ground water in a landfill.
                     In another example, the EU is working with the UN to promote banning
                     certain single-use plastics, and the EU passed a ban on single-use
                     plastics that have sustainable alternatives for a number of common
                     items such as beverage cups and plastic utensils. This is part of
                     their “life below water” goal to help clean up the ocean and
                     beaches.

                  
                  

               
               

            
            
            
            
               
               
               Packaging

               
               
               
               
                  
                  
                  Key packaging strategies that support sustainability include
                     reduce, reuse, recycle, and return. With landfills becoming less
                     available and with their fees on the increase, the reduction of waste,
                     packaging materials, and product packing materials is becoming more
                     critical. For example, Staples, the office product store, partnered
                     with Packsize to generate right-sized packaging on demand, saving 10
                     percent of its corrugated use per carton and achieving a 71 percent
                     reduction in total weight of plastic materials used. In another
                     example, Ikea is working to become a circular supply chain such as by
                     exploring furniture leasing or buy-back programs and has 2030 goals of
                     having fully circular products that use entirely renewable or recycled
                     materials along with actively promoting and partnering with others to
                     make the circular economy a reality. 

                  
                  
                  
                  A purchasing firm has the responsibility to properly
                     recycle/dispose of packaging supplies received with items ordered.
                     Examples of common forms of packaging that can cause problems
                     include

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Certain kinds of printing inks applied to cardboard that
                           become carcinogenic when burned

                        
                        

                     
                     
                     
                     	
                        
                        
                        Plastic wrapping that is difficult to recycle and not
                           biodegradable

                        
                        

                     
                     
                     
                     	
                        
                        
                        Wooden pallets that may transport beetle infestations
                           across international borders (the supplier, not the
                           purchaser, is responsible for compliance with
                           phyto-sanitary requirements).

                        
                        

                     
                     

                  
                  
                  
                  Of course, many firms have used
                     reusable or returnable packaging for years. This can include metal
                     containers and metal steel drums as well as pallets.

                  
                  

               
               

            
            
            
            
               
               
               Warehousing

               
               
               
               
                  
                  
                  The design, layout, and location of a warehouse are the most
                     important factors in its sustainability. The layout needs to be such
                     that vehicle movement is reduced as much as possible as vehicles
                     travel between receiving docks and picking and shipping areas. Often
                     products that are typically sold together are moved next to each other
                     in the picking areas, and popular items can be placed near the
                     dispatch area. In other words, in a warehouse, low waste and high
                     efficiency equate to high sustainability.

                  
                  
                  
                  A warehouse that is in close
                     proximity to customers, transportation hubs, and ports contributes to
                     reduced fuel consumption by carriers. It’s also important for
                     warehouse lighting and heating/cooling, the two largest consumers of
                     energy, to be efficient and ideally updated to use less costly
                     alternatives such as solar panels, skylights, and high-efficiency
                     light bulbs.

                  
                  
                  
                  Logistics and
                     warehouse personnel can contribute to green efforts in several
                     ways:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Turn off
                           lights when areas are unoccupied or when there’s
                           sufficient daylight or install automatic lighting controls
                           that detect movement.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Replace
                           older light fixtures with more energy-efficient ones, add
                           reflectors above the light source, and add
                           skylights.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Replace old heating or cooling systems with more
                           energy-efficient ones like zone and time-controlled
                           thermostats, and use large ceiling fans.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Provide
                           dynamic air flow.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Recycle
                           business papers and supplies when possible.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Conserve water inputs and reuse grey water (rainwater or used
                           water that is not sewage) for non-potable water purposes,
                           such as collecting and storing rain water from large
                           rooftops.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Control oil and fluid runoff to prevent pollution of
                           ground water.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Invest in facility maintenance to keep them energy efficient.
                           For example, cold chain facilities will flex more than
                           other facilities as temperatures change, so regular review
                           of sources of heat ingress is important.

                        
                        

                     
                     

                  
                  
                  
                  As these types of changes are implemented, companies will
                     witness their facilities moving from what had been cost centers to
                     become sources of competitive differentiation for their supply chains.
                     Some internationally recognized energy efficiency standards—for
                     example, LEED (U.S.), European Energy Performance for Buildings
                     Directive (EPBD) (EU), BREEAM (U.K.), CASBEE (Japan), and GBCA
                     (Australia)—can help with green warehouse improvements and can
                     directly impact the valuation of the facility. 

                  
                  
                  
                  Leadership in Energy and Environmental Design (LEED), for example, is a
                     voluntary, globally implementable program that assesses the following
                     areas: indoor environment quality (including lighting), construction
                     sustainability, energy sources and uses, sustainable building sites,
                     and water use efficiency. Rating levels are certified, silver, gold,
                     and platinum. As of 2023, there were over 100,000 LEED-certified
                     facilities worldwide, with over 6,600 of them achieving platinum
                     certification. For example, REI built a 400,000 square foot LEED
                     Platinum distribution center in Goodyear, Arizona, which features a
                     2.2-megawatt solar system with a 5-year payback period, a water-saving
                     nonevaporative cooling system fueled by the solar system, conveyors
                     and lights that automatically power down when not needed, skylights,
                     drought-tolerant landscaping, and recycling of plastic,
                     paper/cardboard, and wood.

                  
                  
                  
                  Highly energy-efficient logistics facilities, also called green
                     warehousing, minimize their ecological footprint by implementing
                     strategies that reduce energy consumption, decrease waste generation,
                     and promote overall environmental responsibility. However, green
                     warehouse facilities are not able to earn higher rental or lease
                     revenues than otherwise similar traditional warehouses, especially as
                     the trend is for shorter-term leaseholds that would not benefit from
                     long-term savings initiatives. Currently, organizations that will own
                     and operate their own facilities are the primary ones investing in
                     green warehousing, as is the case with the REI example above. 

                  
                  

               
               

            
            
            
            
               
               
               Materials
                  Handling

               
               
               
               
                  
                  
                  There are
                     numerous ways to improve sustainability in materials-handling
                     processes, beginning with a shift away from paper documents (packing
                     lists, shipping documents, invoices) to digital and electronic
                     versions and handheld devices.

                  
                  
                  
                  Both gravity conveyors and automated storage devices are now used by
                     many companies to decrease carbon emissions. Smart warehouse systems
                     can turn off conveyors when they are not being used.

                  
                  
                  
                  Another switch is from forklift
                     trucks with combustion engines to electric lift trucks, which improve
                     indoor air quality in warehouses and depots. If the electricity that
                     powers them comes from solar or wind power, then the electric versions
                     are considered emissions-free. Since they use no hazardous materials
                     like engine oil or radiator or transmission fluids, they don’t have
                     those associated disposal issues or costs. Forklift manufacturers are
                     continually improving their environmentally friendly features, such as
                     with Toyota’s EPA- and CARB-certified compressed natural gas–powered
                     forklifts. Other companies make lifts that are powered with
                     replaceable hydrogen fuel cells that are much faster to switch out
                     compared to replacement of a depleted battery.

                  
                  
                  
                  Use of expensive and cumbersome pallets can be
                     reduced or supplemented with the use of lightweight and less costly
                     slip sheets and corrugated trays. There are also recycled pallets,
                     which are exempt from waste regulations, and plastic pallets, which
                     are recyclable.

                  
                  
                  
                  Other firms
                     are replacing cardboard packaging with sturdier plastic totes that are
                     embedded with RFID tags for easy tracking. Banding is a more
                     environmentally friendly option that is replacing the shrink-wrap used
                     to control products on a pallet.

                  
                  

               
               

            
            
            
            
               
               
               Transportation

               
               
               
               
                  
                  
                  Most
                     evidence supports that railways, barges, and maritime transport are
                     the most environmentally friendly modes for moving goods. Companies
                     are encouraged to use these modes more frequently, but this has met
                     with mixed enthusiasm depending upon a particular country’s history
                     and geography.

                  
                  
                  
                  An organization can also explore using green shipping corridors. Green
                     shipping corridors are maritime routes over which zero-emission
                     shipping has been demonstrated. These initiatives may rely on
                     carbon-neutral fuels, other technologies, regulatory initiatives, and
                     commercial initiatives. The Global Maritime Forum publishes an Annual
                     Progress Report on Green Shipping Corridors. There were at least 44
                     such initiatives as of 2023.

                  
                  
                  
                  Indeed, it is a balancing act involving many variables when
                     trying to determine the best alternative mode if the first choice is
                     not available. Remember that choice of mode is dependent upon
                     accessibility, capacity, transit time, reliability, safety, and cost.
                     According to Coyle in Managing Supply
                        Chains: A Logistics Approach, only two or three of the
                     transportation modes are actually an option based on the product and
                     shipment traits.

                  
                  

               
               

            
            
            
            
               
               
               Fuel
                  Consumption

               
               
               
               
                  
                  
                  The U.S. Environmental Protection Agency’s SmartWay program has
                     a goal of helping firms that ship goods to improve their efficiency by
                     measuring, benchmarking, and streamlining their shipping operations.
                     It provides tips about advanced technologies that use less energy and
                     produce lower emissions. Users of this program include Coca Cola,
                     Target, Procter and Gamble (P&G), and others. 3PL Penske Logistics
                     was named as a High Performer in the program in 2022.

                  
                  
                  
                  Companies are equipping their trucks with navigational
                     applications to help their drivers and shippers find the most
                     efficient routes between origin and destination. Software like this
                     can monitor the trucker’s driving (for example, idling, accelerating,
                     decelerating), identify different truck attributes, including weight
                     and height restrictions, and offer more truck combination options for
                     carrying a variety of shipments to different destinations. Some
                     companies are doing piggybacking along with multimodal shipments,
                     which helps them reduce service times up to one or two days. Another
                     concept is to focus on off-peak delivery such as nighttime deliveries,
                     which help avoid traffic jams and idling. For idling in particular,
                     some organizations require use of auxiliary power units (or use of
                     external electric supply) to provide electricity while the driver is
                     resting, which can save 0.5 to 0.7 gallons of diesel fuel per
                     hour.

                  
                  
                  
                  When Staples Europe switched to a new packaging
                     technology, it eliminated unnecessary space in every box, which
                     reduced the box cube size for a customer order up to 30 percent and
                     resulted in needing fewer vehicles to make deliveries. Freight
                     consolidation reduces the number of trucks on the roads, thereby also
                     reducing gas used, emissions, and road congestion.

                  
                  
                  
                  Though companies may feel less urgency to reduce mileage when
                     fuel costs are lower, many are still committed to practices such as
                     the use of hybrid vehicles and consolidating loads when possible.
                     Aerodynamic truck add-ons promote fuel efficiency in trucks that are
                     already deployed. Other companies are choosing to use alternative
                     fuels like liquefied or compressed natural gas, liquefied petroleum
                     gas, dimethyl ether, hydrogen fuel cells, ammonia, or electric power.
                     For example, PepsiCo has a large fleet of compressed natural gas
                     vehicles. 

                  
                  
                  
                  Electric trucks are one emerging technology that has the potential to
                     greatly reduce or eliminate fuel costs. BYD (China), Mercedes-Benz
                     (Germany), Volvo (Sweden), Ford (US), and Rivian (US) are the key
                     players in the electric truck market. China and the EU have strong
                     markets for electric trucks. China’s heavy truck market had over
                     10,000 new-energy heavy truck sales in 2021 (62 percent electric, 31
                     percent swappable battery electric, and 7 percent fuel cell vehicles).
                     While these numbers are still low, the technologies are now
                     operational and are likely to scale soon.

                  
                  
                  
                  As of December 2023, Tesla had almost 100 vehicles on the road, all of
                     which were delivered to PepsiCo. Per an article by Hope King in Axios,
                     as of 2023, Amazon had a fleet of 10,000 Rivian electric delivery vans
                     with a range of 150 miles and plans to slowly retire the remaining
                     100,000 gas-powered delivery vans in its fleet. 

                  
                  
                  
                  The total cost of ownership (TCO) impacts whether electric trucks make
                     commercial sense over diesel trucks. Per a 2022 article by Thomas
                     Frey, using 2022 fuel prices, a diesel truck costs $170 to move
                     freight 200 miles while the electricity cost of the same trip is $28,
                     an 84 percent savings, which results in a two-year payback period.
                     Electric trucks also have fewer moving parts, which may reduce
                     maintenance costs. Some things that are keeping TCO in favor of diesel
                     trucks include that the weight of electric trucks tends to be higher,
                     which increases vehicle taxes. The cost of the battery pack is another
                     strong influencer on an electric truck’s TCO, and according to an
                     article in Forbes, the falling cost of these packs plus greater
                     regulations on diesel trucks are predicted to make these vehicles have
                     a lower TCO than diesel trucks by 2030. 

                  
                  
                  
                  Here are examples of how other transportation modes are improving fuel
                     economies:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Railroads such as Canadian Pacific are field testing hydrogen
                           fuel cell freight locomotives for line haul.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Some ocean shipping fleets are using liquified natural gas
                           (LNG) fuels (251 vessels were in operation in 2021). This
                           includes fleets operating in the Baltic Sea. This is an
                           alternative to using bunker fuel (residual fuel oil),
                           which is not environmentally friendly.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Airlines are transitioning to planes that are 15 to 20
                           percent more fuel efficient than the prior generation of
                           fleets.

                        
                        

                     
                     

                  
                  

               
               

            
            

         
         
         
         
            
            
            Supplier Selection and Pricing Incentives

            
            
            
            
               
               
               By selecting suppliers and other supply
                  chain partners that demonstrate social responsibility and sustainable
                  practices, a company can extend its ability to reduce its carbon footprint.
                  Since customers often hold whole supply chains accountable, if the overall
                  supply chain can become more sustainable, it can become a point of
                  differentiation versus competing supply chains. A reliable chain of custody,
                  such as one coupled with blockchain, is needed. For instance, Staples has a
                  sustainable paper procurement policy that requires its paper suppliers to
                  protect forest resources and reduce the demand for virgin wood fiber
                  (meaning that they can use recycled paper materials). The company uses an
                  online tool to trace the origins of papers from its suppliers to verify that
                  the paper has been responsibly sourced. 

               
               

            
            
            
            
               
               
               Pricing Incentives

               
               
               
               
                  
                  
                  Pricing incentives can be used to promote
                     sustainability. For example, some manufacturers give incentives to
                     their organic cotton suppliers that use sustainable farming practices.
                     This provides the manufacturer with a reliable, steady stream for its
                     products, and, if they seek certification by an independent third
                     party, they can then label their products as “certified
                     environmentally friendly.”

                  
                  

               
               

            
            

         
         
         
         
            
            
            Handling Dangerous Goods (Hazmat), Environmental Issues,
               and Hazardous Waste

            
            
            
            
               
               
               Reporting of material content is part of a
                  larger movement toward sustainable trade practices that promote a clean,
                  safe, and healthy environment, including reuse, recycling, and recovery of
                  industrial materials and responsible handling of products at the end of
                  their useful life. There are national laws regarding the handling of
                  dangerous goods (hazmat), and there is a movement to support more thorough
                  documentation and disclosure of potentially problematic material content of
                  goods exchanged in trade. The European Chemical Agency, the U.S. EPA, and
                  others maintain lists of restricted or regulated substances. Many
                  organizations also maintain their own lists of banned or restricted
                  materials and of preferred materials.

               
               
               
               Many governments require organizations to
                  have contingency and disaster preparation plans in place to mitigate both
                  the environmental and economic consequences of a disaster.

               
               
               
               As options for hazardous materials disposal
                  decline and the disposal of nonsalvageable materials becomes more
                  challenging, companies are being forced to identify ways to reduce the use
                  of these types of materials in their production processes. Another option is
                  to create a recovery program, such as for refrigerant.

               
               

            
            
            
            
               
               
               Environmental
                  Issues

               
               
               
               
                  
                  
                  Internationally, the Organisation for Economic Co-operation and
                     Development (OECD) plays a role in providing evidence-based research
                     for national policy setting for environmental issues related to
                     transportation. The organization promotes a rules-based multilateral
                     trading system to combat the triple threat of climate change,
                     pollution, and biodiversity loss. They study things such as the impact
                     of trade agreements on sustainable transportation policies.

                  
                  
                  
                  In the EU, policy research such as this has resulted in some types of
                     plastic waste being banned, meaning you cannot import such plastics. 

                  
                  
                  
                  In another example, the U.S.
                     Environmental Protection Agency has been proactive when it comes to
                     protecting the environment from unhealthy and potentially
                     life-threatening pollution. The EPA requires reporting to the U.S.
                     Department of Transportation’s National Response Center of any release
                     of “hazardous substances” (a term specific to the EPA) if the release
                     is equal to or greater than its reportable quantity. The EPA governs
                     contributors to both noise and air pollution, which may include
                     railroad locomotives and truck tractors. It has instituted stringent
                     emission standards for heavy-duty truck engines.

                  
                  

               
               

            
            
            
            
               
               
               Hazardous Waste

               
               
               
               
                  
                  
                  As defined in the ASCM
                        Supply Chain Dictionary,
                     hazardous waste is: “Waste, such as chemicals, nuclear materials, or toxic substances, that is hazardous
                        to humans, animals, or the environment and requires special handling and disposal
                        procedures.” Another category of hazardous waste is biological waste. Hazardous waste
                     stored at warehouses must be either treated or disposed of by personnel
                     authorized to do so with an environmental permit or an exemption.
                     Precautions must be taken to

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Prevent the material from
                           escaping from the container while in storage

                        
                        

                     
                     
                     
                     	
                        
                        
                        Allow its transfer only to
                           an authorized or licensed party

                        
                        

                     
                     
                     
                     	
                        
                        
                        Include written information
                           with the container that identifies and describes the waste
                           being transferred.

                        
                        

                     
                     

                  
                  

               
               

            
            

         
         
         
         
            
            
            Monitoring and Measurement

            
            
            
            
               
               
               Over the last several years,
                  many organizations have started taking the results of their sustainability
                  reports and presenting them in the form of a sustainability scorecard. Using
                  a scorecard format allows a quick view to compare year-over-year results on
                  key performance metrics.

               
               
               
               These scorecards enable organizations to target and
                  track the best opportunities for improvements in energy, water, pollution,
                  and waste reduction targets across their supply chain. They also demonstrate
                  continuous progress toward implementing sustainability plans. These
                  initiatives have become so widespread that there are many third-party
                  inspection companies and consultants now that will go on site at
                  manufacturing locations, ports, and terminals to monitor and measure
                  metrics. They typically offer a variety of services, including assessments
                  of social and environmental responsibility adherence as well as supply chain
                  security and quality audits.

               
               
               
               While formats vary across organizations, some
                  examples exist in open format for review and use. In 2010, P&G launched
                  its sustainability scorecard and rating process to measure the environmental
                  performance of its key suppliers. They followed that up with its annual
                  Supplier Citizenship Scorecard, which incorporates focus areas on ethics and
                  corporate responsibility, community impact, diversity and inclusion, gender
                  equality, and environmental sustainability. The 2022 version indicates they
                  are doing quite well per their 2030 goals: 99 percent renewable electricity
                  globally (2030 goal is 100 percent) and reduction of Scope 1 and 2 GHG
                  emissions by 57 percent (2030 goal is 50 percent of 2009/10 levels). Their
                  scorecard is available for any organization to use to help in determining
                  common supply chain evaluation processes across all industries. It focuses
                  on year-on-year improvement regardless of the current stage of a supplier’s
                  sustainability program. Other companies use ISO standards or the GRI
                  Standards to track and monitor their progress. Some firms publish
                  sustainability reports that are available to the public and that describe
                  and quantify the results of their efforts. For more information, check the
                  Additional Resources.

               
               

            
            
            
            
               
               
               Key Performance
                  Indicators

               
               
               
               
                  
                  
                  Let’s look at some
                     common key performance indicators for sustainability initiatives for
                     warehouses, transportation, and the overall firm.

                  
                  
                  
                  Typically warehouses use several key measures to rate their
                     sustainability efforts:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Carbon
                           dioxide emission equivalents in tonnes per unit (likely to
                           be very low in a warehouse as opposed to a
                           factory)

                        
                        

                     
                     
                     
                     	
                        
                        
                        Volatile
                           organic compounds in kilograms or pounds per unit

                        
                        

                     
                     
                     
                     	
                        
                        
                        Waste-to-landfill materials in kilograms or pounds per
                           unit

                        
                        

                     
                     

                  
                  
                  
                  The following are often used to
                     measure the performance of road transportation:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Percentage of fleet using less-polluting fuel types
                           (alternative fuels)

                        
                        

                     
                     
                     
                     	
                        
                        
                        Percentage of truck fleet in Euro 1-6 emission
                           regulations bands

                        
                        

                     
                     
                     
                     	
                        
                        
                        Miles per
                           gallon or liters per kilometer of fuel used

                        
                        

                     
                     
                     
                     	
                        
                        
                        Percentage of empty vehicle miles or kilometers run by
                           vehicles

                        
                        

                     
                     
                     
                     	
                        
                        
                        Utilization of vehicle load space as a
                           percentage

                        
                        

                     
                     
                     
                     	
                        
                        
                        Average
                           life of tires expressed in miles or kilometers

                        
                        

                     
                     
                     
                     	
                        
                        
                        Percentage of tires retreaded or remoulded

                        
                        

                     
                     
                     
                     	
                        
                        
                        Amount of
                           waste lubrication oils generated by the operation

                        
                        

                     
                     
                     
                     	
                        
                        
                        Targets
                           for reducing noise levels

                        
                        

                     
                     
                     
                     	
                        
                        
                        Targets
                           for reducing waste packaging

                        
                        

                     
                     

                  
                  
                  
                  These are strategic environmental SCOR
                     DS metrics that organizations use:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        
                           
                              Materials:
                              
                           Materials
                              used in total weight or volume (with renewable
                              versus nonrenewable subsets)
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Energy:
                              
                           Energy
                              consumed in joules or multiples (with renewable
                              versus nonrenewable subsets)
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Water:
                              
                           Water
                              consumed in megaliters (with withdrawal and
                              discharge subsets)
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              GHG:
                              
                           Greenhouse
                              gas (GHG) emissions in metric tons CO2 equivalence
                              (with subsets for direct, energy indirect, and
                              indirect other)
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Waste:
                              
                           Waste
                              generated in metric tons (with subsets for diverted
                              from and diverted to disposal)
                           

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               Auditing

               
               
               
               
                  
                  
                  As companies, international
                     organizations, and governments around the globe work toward reducing
                     their greenhouse gas emissions, many are participating in carbon
                     audits that measure their current emissions and compare them to the
                     desired reduction targets.

                  
                  

               
               

            
            

         
         
   
      
         
         
         
         Section B: Incorporate Reverse
            Logistics

         
         
         
         
            
            
            
               After completing this section, students will be able
                  to
               

            
            
            
            
               
               
               	
                  
                  
                  Describe the current state of reverse
                     logistics practices

                  
                  

               
               
               
               	
                  
                  
                  List key factors influencing a reverse
                     logistics strategy and implementation of the related processes, including
                     desirability, feasibility, viability, and ethicality

                  
                  

               
               
               
               	
                  
                  
                  Describe the reverse logistics hierarchy of
                     environmental impact

                  
                  

               
               
               
               	
                  
                  
                  Identify the activities that are integral to
                     reverse logistics

                  
                  

               
               
               
               	
                  
                  
                  Differentiate a closed-loop supply chain from
                     the reverse logistics process

                  
                  

               
               
               
               	
                  
                  
                  Explain the various strategies for optimizing
                     reverse logistics.

                  
                  

               
               

            
            
            
            Here we examine reverse logistics strategy and
               related product factors, the basics of reverse logistics, why products are returned,
               the
               importance of product disposition to recovering value, closed loop supply chains,
               and
               the methods to optimize reverse logistics functions.

            
            

         
         
         
         
   
      
         
         
         
         Facilitate Reverse Logistics and Returns Handling 

         
         
         
         
            
            
            Reverse logistics needs to be initialized at the strategic level. The effects of
               strategic-level reverse logistics decisions impact all other tactical and
               operational decisions.

            
            
            
            Here we’ll discuss the basic concept of reverse
               logistics and examine a number of considerations related to handling returns: key
               product factors and reasons for returns. Different return processes may correlate
               with different levels of the reverse logistics hierarchy, which ranks various
               methods of disposing of and conserving materials in terms of their environmental
               impact.

            
            

         
         
         
         
         
            
            
            Reverse Logistics

            
            
            
            
               
               
               Logistics is often thought about as a method to get
                  products from manufacturing to customers, but what happens to products that need to
                  be returned to a prior echelon, and how is logistics involved in this reverse flow?
                  According to the ASCM Supply Chain Dictionary, the
                  process is called reverse logistics, and it is:

               
               
               
               
                  
                  
                     A complete supply chain dedicated to
                        the reverse flow of products and materials for the purpose of returns, repair,
                        remanufacture, and/or recycling.
                     

                  

               
               
               
               Across three industries with a high proportion of
                  returned goods (automotive, consumer electronic, medical devices), only 20 percent
                  of firms have implemented a logistics strategy for systematically and effectively
                  managing the reverse flow of products—despite nearly 50 percent managing their own
                  logistics program. In essence, some firms have not acknowledged the existence of
                  their reverse supply chain.

               
               
               
               According to the ASCM Supply Chain Dictionary, the reverse supply chain
                  includes:

               
               
               
               
                  
                  
                     The planning and controlling of the
                        processes of moving goods from the point of consumption back to the point of origin
                        for repair, reclamation, recycling, or disposal. See: reverse
                        logistics.
                     

                  

               
               
               
               Reverse logistics occurs not only as customers
                  return products that were purchased but also as retailers and distributors return
                  products that failed to sell. This can happen if the products were held on
                  consignment or as vendor-managed inventory. There might also have been contractual
                  agreements to take back unsold inventory for a percentage refund or rebate.
                  Additionally, customers purchasing industrial products may return them for
                  recalibration or scheduled upgrades. Product recalls and end-of-life collections
                  require significant reverse supply chain efforts.

               
               
               
               Many companies have discovered firsthand that
                  they can make positive contributions to their profit and loss statements by managing
                  their product return processes. Instead of viewing product returns as expensive and
                  necessary charges that diminish sales revenue, these companies reclaim significant
                  revenues by leveraging the repair, reuse, remanufacturing, reconditioning, and
                  recycling processes using those same products and their component pieces. For
                  example, the remanufactured auto parts industry brought in US$61.8 billion in 2023
                  globally.

               
               

            
            

         
         
         
         
            
            
            Key Product Factors

            
            
            
            
               
               
               A 2019 book by Bland and Osterwalder called Testing Business Ideas: A Field Guide
                     for Rapid Experimentation, builds upon the methodology of using a business
                  model canvas to test out potential business models. The book introduced three key
                  product factors: desirability, feasibility, and viability. These are categories of
                  ways to test business ideas for their soundness. The brief concept is that for any
                  business idea, you should be able to describe these essential elements: what makes
                  it desirable to customers, feasible for you to implement and manage, and financially
                  viable in terms of cash flows and profitability. Like any business process, a
                  reverse logistics process can be subjected to various tests in these categories to
                  help forecast whether the process will be successful. 

               
               
               
               In the following discussion, ethicality is also considered, meaning that the process
                  or other business idea should be able to be operated acceptably in a sustainable
                  society. Since reverse logistics is often an important part of a circular supply
                  chain, ethics is an important test.

               
               

            
            
            
            
               
               
               Desirability

               
               
               
               
                  
                  
                  Desirability from a customer standpoint is about whether the process will delight
                     the customer. This could include testing whether the reverse logistics process
                     encourages confidence in purchasing or becomes a hindrance to sales. Another
                     example is having a program to sell used or refurbished products at a discount.
                     Desirability can also be influenced by the organization’s return material
                     authorization policies as well as the degree to which the returns process is
                     seamless and streamlined. 

                  
                  
                  
                  For consumer retail, a 2021 survey by PowerReviews indicated that free returns
                     were important to 79 percent of respondents, topped only by free shipping at 96
                     percent. Note that free returns are also an ethical consideration since this
                     tends to promote extra carbon emissions by encouraging more returns, which
                     result in unnecessary movements of products. Therefore, some e-commerce
                     providers are starting to charge for returns. Clothing, shoes, and electronics
                     were the most returned consumer retail categories. Many such organizations are
                     making things like sizing charts more intuitive to reduce return rates.
                     According to the U.S. National Retail Federation’s The State of Returns
                        Report 2024, US consumers returned more than $743 billion worth of
                     retail merchandise in 2023, and average return rates for e-commerce were as high
                     as 17.6%. This is almost as high as the U.S. defense budget for 2023 ($773
                     billion). About 3.8 billion kilograms (8.4 billion pounds) of returns ended up
                     in landfills in 2023. The report indicated that 83 percent of retailers indicate
                     that returns are a profitability risk since the average processing cost for a
                     return of $100 in merchandise is $26.50. One option to improve profitability is
                     to offer seamless exchanges instead of refunds.

                  
                  
                  
                  From a sustainability perspective, many customers believe that environmental
                     stewardship in product design, forward logistics, and reverse logistics is
                     socially desirable. Does the product’s nature lend itself to sales of
                     refurbished or remanufactured products? If a circular supply chain is a
                     requirement in the organization’s operating region (e.g., EU) or industry or is
                     otherwise a strategic goal, what incentives prompt customers to make a return at
                     the end of the product’s life? 

                  
                  
                  
                  From an organizational perspective, the returns process has a lot of undesirable
                     features such as uncertainty as to return product quality, condition, packaging,
                     saleability, and timing of returns. Returns inspection, sorting, and processing
                     are labor intensive. Also, returns are in small lots that have no economies of
                     scale, underutilize warehouse bays, and can get in the way of forward supply
                     chain activities. Many organizations outsource returns and/or sell acceptable
                     returned goods to third parties.

                  
                  

               
               

            
            
            
            
               
               
               Feasibility

               
               
               
               
                  
                  
                  Feasibility refers to the technical capability of the returns process to process
                     returns to their final dispositions at the expected volume levels while
                     remaining efficient and effective enough to retain acceptable profits and while
                     remaining in compliance with other regulations or internal mandates such as for
                     greenhouse gas emission levels. According to the U.S. National Retail Federation
                     (NRF), in 2023, online sales experienced a return rate of 17.6 percent and
                     brick-and-mortar returns had a 10.02 percent return rate. 

                  
                  
                  
                  Feasibility is part of the decision process when determining whether a product
                     should be allowed to be returned at all or if other arrangements should be made.
                     Some products might be designed for recycling or composting or to be safe to
                     dispose of in landfills. Products from overseas locations are often
                     cost-prohibitive to return (a local return and resale/disposition site might be
                     needed to make it feasible). Value and weight density are feasibility factors
                     (heavy and/or bulky items of low value or items of low value in general, like
                     magazines, may not be feasible to return). Perishability is a factor. 

                  
                  
                  
                  The feasibility of recovering rare or valuable materials from products is
                     influenced by whether products were designed for disassembly. Returns of
                     hazardous materials have transportation and handling feasibility
                     considerations.

                  
                  

               
               

            
            
            
            
               
               
               Viability

               
               
               
               
                  
                  
                  A liberal returns policy can increase sales, but the marginal increase in sales
                     plus the marginal increase in returns expenses needs to be sufficiently
                     profitable. Increasing the efficiency of the returns process can make liberal
                     returns policies viable. 

                  
                  
                  
                  Also, how viable are any sustainability measures built into product design and/or
                     the returns process? Can refurbished or remanufactured products add competitive
                     advantage and be profitable? Can recycled content or alternative materials
                     (e.g., plant-based) be used as product inputs while retaining necessary product
                     quality, grade, and price?

                  
                  

               
               

            
            
            
            
               
               
               Ethicality

               
               
               
               
                  
                  
                   Ethicality includes the ethics of designing (80 percent of product environmental
                     impact is determined in the design stage) and producing desirable products that
                     have desirable, feasible, and viable greenhouse gas emissions levels and
                     end-of-life. Returned items sent to landfills are responsible for significant
                     CO2 emissions annually. What is the impact on future generations,
                     and is this acceptable? Large consumer appliance manufacturers have a system to
                     accept end-of-life refrigerators and so on because these products have valuable
                     parts to recover but also because not providing a convenient recovery process
                     would become a social problem since they are difficult to dispose of. 

                  
                  
                  
                  Another ethical subject is fraudulent returns. Per the NRF report, in 2023, 13.7
                     percent of retail returns were estimated to be fraudulent (49 percent due to
                     wardrobing, or using and returning an item; 44 percent from shoplifted returns).
                     Fraud related to claims and appeasements, such as supposed late or missed
                     deliveries, is the fastest-growing category of returns fraud. The ethics here
                     involve finding ways to efficiently deter and minimize returns fraud (e.g., same
                     credit card needed for return) while keeping returns policies acceptable to
                     honest consumers.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Reasons for Reverse Flows

            
            
            
            
               
               
               The ASCM Supply Chain
                     Dictionary defines returns as:

               
               
               
               
                  
                  
                     A step in the reverse logistics process when a
                        customer sends a product back for any of several possible reasons including the
                        product being defective, damaged, out of season, or outdated (end-of-life); because
                        it failed to meet expectations; or because it represented excess
                        inventory.
                     

                  

               
               
               
               Some industries have higher rates of returns than
                  others, like the publishing sector (with high returns on unsold copies), retailers,
                  and computers. Purchases on the internet are often made sight unseen, and the rate
                  of returns on web sales is approximately double that of traditional brick-and-mortar
                  stores. As e-commerce sales continue to grow, so will the number of product returns.
                  

               
               
               
               Types of reverse flows include product recalls, defective
                  goods, distressed goods (damaged and expired), excess goods (overstocks and
                  obsolete), customer preference change or misunderstanding, packaging/labeling
                  issues, repairs, and end-of-life.

               
               
               
               
                  
                  
                  	
                     
                     
                     Recalls.
                        Product recalls can happen for a number of reasons, for example, safety
                        problems or quality issues. According to the ASCM Supply Chain Dictionary,
                        recalls are:

                     
                     
                     
                     
                        
                        A step in the reverse logistics process when
                              parts or products are requested to be returned because of a product defect or
                              potential hazard resulting from government regulations or liability
                              concerns.

                        

                     
                     
                     
                     Recalls are always based on product safety
                        regulations or liability concerns and are most common in heavily regulated
                        industries such as food, medicines, tobacco, or transportation. A producer
                        may need to recall an item if it violates laws or regulations because it has
                        a defective design or parts that pose harm to human life or does not perform
                        as advertised. The producer may also have received numerous customer
                        complaints. A recall can pose a serious financial obligation for a company,
                        depending upon the severity of the issue, the harm that has been done
                        (deaths or serious injuries), and the number of customers or others impacted
                        by the product’s use. Tracing down to serial or batch numbers is vital to
                        limit the scope of the recall.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Defective goods. Defective goods are goods that were damaged or
                        improperly assembled during production or have defective parts. Quality
                        assurance and control are key preventive measures.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Consumer preference changes or misunderstandings returns. In B2C
                        settings that allow for non-defective returns, the customer may change his
                        or her mind about the purchase after the product is delivered. Customers may
                        have ordered the wrong size or the product description was considered
                        misleading. Technical solutions such as virtual try-ons might help.
                        Packaging and labeling may also be misleading. For instance, when
                        bread-making machines were first introduced, more than 50 percent were
                        returned shortly after purchase. The manufacturer discovered that the
                        underlying cause was not that the product was defective but that it produced
                        a round loaf, not, as consumers expected, the rectangular loaf pictured on
                        the box. After recalling the goods and applying new labels, sales were
                        considered a big success for the holiday season.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Distressed Goods. The ASCM
                           Supply Chain Dictionary defines these as: “Products that are damaged or close to their expiration date and cannot be sold at
                           full price. See: deterioration.” This includes functional products with only cosmetic damage.

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Damaged goods. Damaged goods are those that are damaged during
                              transportation or during materials handling at various echelons such
                              as warehousing or retail. Packaging can be redesigned if damage is
                              due to this cause. 

                           
                           

                        
                        
                        
                        	
                           
                           
                           Products near their expiration date. Expiring perishable
                              products such as foods or pharmaceuticals are returnable in B2B
                              settings if allowed in the return policy. Expired B2C items should
                              be segregated prior to allowing their sale. Return policies might
                              only allow the return if it was expired at the time of purchase.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Functional Products with Cosmetic Damage. Products with only
                              minor cosmetic damage might be sold at a significant discount or
                              sold to a third party for resale.

                           
                           

                        
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Excess inventory. Excess inventory, also called O&O for overstocks
                        and obsolete, is only accepted for return if there is a B2B contractual
                        agreement to that effect with the supplier. Organizations can cut their
                        losses from goods that are not selling. 

                     
                     
                     
                     
                        
                        	
                           
                           
                           Overstocks or Out of Season. Returns from retailers may
                              occur due to overstocks, a supply or quantity of inventory in excess
                              of demand or requirements. Seasonal goods may be overstocked for
                              that season. The retailer returns the overstock to the manufacturer.
                              The customer may also have intentionally bought more than was needed
                              and is relying on negotiated return privileges. (An example of this
                              is bookstores’ return of unsold monthly magazines.) 

                           
                           

                        
                        
                        	
                           
                           
                           Obsolete
                                 inventory. The ASCM
                                 Supply Chain Dictionary defines this as:

                           
                           
                           
                           
                              
                              Inventory items that have met the obsolescence criteria established by the organization,
                                    such as inventory that has been superseded by a new model or otherwise has a lack
                                    of demand. Obsolete inventory will never be used or sold at full value. Disposing
                                    of the inventory may reduce a company’s profit.

                              

                           
                           
                           
                           Given contractual authorization, a retailer may return obsolete or
                              old products that are nearing the end of their product life cycle to
                              the manufacturer. The manufacturer might then try to resell these
                              products to another country where they would not be considered
                              obsolete, as is the case with cell phones and accessories such as
                              headphones. In another example, farming equipment that has been
                              replaced by new versions in the United States may still be
                              improvements upon currently available technology in developing
                              countries.

                           
                           

                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Repairs (and spare parts). For products with an expected long life,
                        repairs and spare parts can extend their value and contribute to
                        environmental sustainability. The organization needs to factor in how the
                        products will get to the repair service (or if field service is needed), how
                        they will get back to the customer, acceptable turnaround times, what to do
                        about unrepairable products, and how to make this process profitable or at
                        least an acceptable expense. Sometimes the repairs are done by certified,
                        independent third parties like auto repair shops or a contracted repairer.
                        They may also be done internally if the manufacturer has an internal repair
                        department.

                     
                     

                  
                  
                  
                  	
                     
                     
                     End-of-life returns. Some products have regulatory requirements that
                        manufacturers must accept the products back at their end of life.
                        Regulations may enforce circular supply chain concepts by requiring that
                        end-of-life products be collected and delivered to a facility for waste
                        processing and/or recovery. Organizations may also accept end-of-life
                        returns voluntarily. Remanufacturing is an example.

                     
                     

                  
                  

               
               
               
               Note that while fraud is not a valid reason for a return, it is still a common cause
                  of returns. Consumers may take advantage of loopholes in returns policies to perform
                  fraudulent returns. The National Retail Federation estimates that about US$101
                  billion worth of returned products in 2023 (13.7 percent of returns) were due to
                  returns abuse and fraud. To reduce returns abuse for B2C organizations, some
                  organizations such as Best Buy and J.C. Penney have enlisted a third-party
                  organization to develop a risk score for each consumer to help flag abuses of
                  returns policies. Improving traceability technologies and related processes is also
                  vital.

               
               

            
            

         
         
         
         
            
            
            Reverse Logistics Hierarchy

            
            
            
            
               
               
               Another way of looking
                  at how to handle returns is to consider the reverse logistics hierarchy (waste
                  hierarchy), which ranks activities in terms of how environmentally friendly they
                  are.

               
               
               
               The ASCM Supply Chain
                     Dictionary defines waste and waste hierarchy as follows:

               
               
               
               
                  
                  Waste:
                     1) Any activity that does not add value to the good
                        or service in the eyes of the consumer. 2) A by-product of a process or task with
                        unique characteristics requiring special management control. Waste production can
                        usually be planned and somewhat controlled. Scrap is typically not planned and may
                        result from the same production run as waste. See: hazardous waste.

                  
                  Waste hierarchy:
                     A process that ranks waste management
                        options according to what is most environmentally sound, giving top priority to
                        preventing waste. The hierarchy from top to bottom is reduce, reuse, recycle,
                        recovery, and disposal.

                  

               
               
               
               As shown in Exhibit 8-8, the reverse logistics
                  hierarchy ranks options from the least environmental impact (best) to the most
                  (worst).

               
               
               
               
                  Exhibit 8-8: Waste (Reverse Logistics) Hierarchy[image: The graphic illustrates an upside-down pyramid depicting the environmental impact of waste management strategies. From least to most environmental impact, the levels are: Reduce, Reuse, Recycle, Recover energy during disposal, and Dispose in responsible landfill. The graphic emphasizes that reducing waste has the least environmental impact, while responsible landfill disposal has the most.]
               
                  Source: Adapted
                     from APICS CSCP Learning System, 2024
                     Edition.
                  

               
               
               
               
               Note that the ASCM
                     Supply Chain Dictionary terms for recovery and asset recovery refer to this
                  general process of using the waste hierarchy to improve efficiency and meet
                  sustainability strategy. They do not refer to the “recover energy during disposal”
                  step.

               
               
               
               
                  
                  Recovery: A reverse logistics strategy for the activities
                        involved in the collection of used and discarded products, components, and
                        materials. It focuses on reuse, repair, refurbishment, remanufacturing, recycling,
                        or disposal. The objective is to recover as much of the economic value as possible,
                        reduce waste, and minimize environmental impacts.

                  
                  Asset recovery:
                     The classification and disposition of
                        surplus, obsolete, scrap, waste, and excess material products and other assets in
                        a
                        way that maximizes returns to the owner while minimizing costs and liabilities
                        associated with the dispositions. This is also referred to as investment
                        recovery.

                  

               
               
               
               Note also that Exhibit 8-8 is a simplification of the many options that are available. A more
                  robust set of options follows.

               
               

            
            
            
            
               
               
               Refuse (Not Use), Rethink, Redesign 

               
               
               
               
                  
                  
                  Refusing involves not using the material in the
                     first place. While this might be considered to be part of “reduce” per Exhibit 8-8, avoiding unnecessary consumption is more thorough and is
                     fundamental to creating a zero-waste hierarchy. Refusing to use certain raw
                     materials, components, packaging, and so on typically requires rethinking or
                     redesigning a product or service to be simpler or entirely different. It can involve
                     refusing to use dangerous goods (hazmat) or materials that have problematic sourcing
                     or life cycles for other reasons. Refuse plus reduce, reuse, and recycle are the
                     most important methods for implementing a circular supply chain. 

                  
                  

               
               

            
            
            
            
               
               
               Reduce

               
               
               
               
                  
                  
                  Reducing the use of resources is the most responsible option
                     in the waste hierarchy for goods or materials that cannot be refused (not used).
                     It is a preventive measure that may be implemented as part of a continuous
                     improvement initiative (unlike the refuse option which may require
                     reengineering). Reducing the use of virgin material (material extracted from
                     nature without processing) is a key initiative in many organizations (e.g.,
                     replacing with recycled material).

                  
                  

               
               

            
            
            
            
               
               
               Reuse, Refill, Restock, Repackage, Repurpose, Repair,
                  Remanufacture, Refurbish

               
               
               
               
                  
                  
                  Reusable shipping assets are an important
                     example of reuse. Many firms reuse assets that are involved in shipping their
                     products to customers—like various types of pallets, containers, cartons, roll
                     cages, kegs, barrels, bins, trays, and totes. This can contribute significantly
                     to cost savings if it’s done on a regular basis. There needs to be a process in
                     place to ensure these assets are returned efficiently and in a timely manner,
                     such as being part of a return journey after a delivery. There may be a pallet
                     pool that the organization can use for the reuse, exchange, repair, and
                     recycling of pallets. For example, the European Pallet Association e.V. (EPAL)
                     is a nonprofit that organizes the EPAL Euro pallet pool, which has over 650
                     million EPAL Euro pallets and about 20 million EPAL Box pallets in circulation.
                     Companies such as CHEP and LPR offer similar pallet pools, and links to these
                     organizations are in the Additional Resources. Reusable shipping assets may also
                     need maintenance. For example, XPO Logistics, a 3PL, repairs and services all of
                     Tesco’s roll cages (over a million of these) and other reusable shipping and
                     handling assets.

                  
                  
                  
                  Returned items that can be resold as new per relevant regulations and inspections
                     should be restocked as quickly as possible so they can be resold. Get these back
                     out to the pick slots in the warehouse or onto retail shelves rather than
                     leaving them in longer-term storage. Some returned goods that can be resold as
                     new may need to be repackaged as needed so they do not appear to be used items.
                     Other returned items must be resold as used to comply with regulations and
                     internal disposition results, and these need to be labeled and sold as used.

                  
                  
                  
                  Occasionally just packaging issues may cause
                     items to be sent to the reverse logistics center. For instance, items such as
                     beer or chocolate may feature holiday-specific packaging. If the company has not
                     sold through the holiday-branded stock by the end of the holiday, it may be
                     returned and repackaged in standard packaging for sale.

                  
                  
                  
                  Another option is to repurpose products or components. The ASCM Supply Chain
                        Dictionary defines repurpose as:

                  
                  
                  
                  
                     
                     To take something and use it for something else
                           not originally intended. The materials may be repaired, reconditioned, and
                           repackaged for resale or used in a different manner through remanufacturing,
                           recycling, or salvage.

                     

                  
                  
                  
                  Repurposing can use
                     components of a product in different ways. Unlike recycling, repurposing has
                     less reprocessing. For example, glass recovered from a product might be reused
                     for a different application such as by cutting it to size, rather than grinding
                     down the glass to powder as would be done in recycling.

                  
                  
                  
                  Examples of refilling include printer cartridges that
                     are returned to the manufacturer and then refilled with fresh ink or toner and
                     resold.

                  
                  
                  
                  Sometimes reverse logistics collects products
                     needing repair that are still under warranty. In other cases, it takes back used
                     products to enable remanufacturing. The following definition of remanufacturing
                     makes the difference between repair and remanufacturing clear. According to the ASCM Supply Chain Dictionary,
                     remanufacturing is:

                  
                  
                  
                  
                     
                     1) An industrial process in which
                           worn-out products are restored to like-new condition. In contrast, a repaired
                           product normally retains its identity, and only those parts that have failed or are
                           badly worn are replaced or serviced. 2) The manufacturing environment where worn-out
                           products are restored to like-new condition.

                     

                  
                  
                  
                  The remanufactured products can then be made
                     available for sale. The remanufacturing process is particularly useful for
                     breathing new life into automobile engines, machine tools, and industrial
                     equipment. 

                  
                  
                  
                  Refurbishing refers to processes used to bring a product to a specified quality
                     or grade level rather than like new. Refurbishment starts with inspection,
                     disassembly if needed, inspection of components, reassembly of approved
                     components plus replacement parts as needed, cleaning (e.g., cleaning and
                     pressing clothing), reassembly as needed, and bench testing the product or
                     component to ensure it passes quality and functionality requirements. While the
                     remanufacturing process is very similar, refurbishment may be the best term due
                     to the nature of the product: clothing, mobile phones, computers, electrical
                     equipment, and even houses are refurbished before being resold, while a
                     Caterpillar bulldozer would be remanufactured. 

                  
                  

               
               

            
            
            
            
               
               
               Recycling

               
               
               
               
                  
                  
                  The ASCM
                        Supply Chain Dictionary defines recycle as follows.

                  
                  
                  
                  
                     
                     1) The reintroduction of partially processed
                           product or carrier solvents from one operation or task into a previous operation.
                           2)
                           A recirculation process.

                     

                  
                  
                  
                  Recycling involves using post-consumer material, industrial materials such as
                     scrap from manufacturing, or other waste as an input to a manufacturing process
                     after the material has been processed to make it into a suitable raw material
                     for the same product, a similar product, or a different product. While reuse
                     involves material use without structural changes to the materials, recycling
                     involves structural changes to the materials. Paper and cardboard are reduced to
                     pulp for paper manufacturing, PET bottles are processed to make PET fabric for
                     textiles, and glass is ground to powder, which is used to make more glass.
                     Often, when recycling old products, like auto tires, an entirely new product,
                     like flooring material or door mats, can be produced. One outdoor yard furniture
                     manufacturer in Minnesota, By the Yard, uses recycled material from plastic milk
                     cartons as the primary input into its durable and washable outdoor furniture.
                     Not only is recycling good for the environment by reducing inputs into
                     landfills; it reduces disposal costs as well. Compared to virgin material,
                     recycled material may be cheaper in some cases and its use may use less energy
                     even after additional processing is factored in.

                  
                  
                  
                  According to its website, Best Buy has
                     collected more than 1 billion pounds of used appliances and electronics as part
                     of its responsible recycling program and is continuing to work toward the goal
                     of recycling 2 billion pounds. The qualified third-party recycling partners that
                     Best Buy uses implement recovery processes that extract ozone-depleting
                     chemicals and other waste from refrigerators and freezers. Using various
                     technologies, their recyclers disassemble the units, separating out the
                     commodities like metals, plastics, and glass to be recycled.

                  
                  

               
               

            
            
            
            
               
               
               Scrap, Salvage

               
               
               
               
                  
                  
                  Some companies are able to find buyers for their scrap
                     and salvage items, often producers or suppliers in less-developed countries.

                  
                  
                  
                  The ASCM Supply
                        Chain Dictionary differentiates these two disposal terms as follows:

                  
                  
                  
                  
                     
                     Scrap:
                        Material outside of specifications and possessing
                           characteristics that make rework impractical.

                     
                     Salvage:
                        Property that, because of its worn, damaged,
                           deteriorated, or incomplete condition or specialized nature, has no reasonable
                           prospect of sale or use as serviceable property without major repairs or alterations
                           but that has some value in excess of its scrap value.

                     

                  
                  
                  
                  Scrap is often sold to an organization that specializes in recycling the
                     materials, such as selling metal items to a metal processing organization.

                  
                  
                  
                  Salvage is used to save some good components of an item that is otherwise at the
                     end of its life cycle. Salvage has some value either internally or on the market
                     greater than its scrap value by definition. For example, an individual might
                     pull automotive parts from a junkyard vehicle, giving a second life to the
                     components. An organization might also use salvage for internal purposes such as
                     using an architectural component of a facility being demolished in a new
                     facility. Note that salvage differs from refurbishment because salvage by
                     definition does not go through a refurbishment process and therefore there is no
                     way to provide any guarantee as to the item’s quality or reliability. If salvage
                     is refurbished, it becomes a refurbished item. 

                  
                  

               
               

            
            
            
            
               
               
               Recovery of Energy During Disposal

               
               
               
               
                  
                  
                  Municipal waste processing centers often have waste-to-energy incinerators for
                     electricity generation. These facilities may also recover metals after burning
                     the waste, which is an example of the circular economy. However, in the EU, the
                     European Commission’s Circular Economy Action Plan (CEAP) is aiming to move
                     toward far more plastics being recyclable, which will reduce the need for waste
                     incineration and will reduce the amount of burnable material that ends up in
                     trash. Agricultural waste can also be used to generate energy such as by
                     capturing the gasses emitted during decomposition or by processing agricultural
                     by-products into fuel. Manufacturing organizations may also process some
                     portions of their own waste by establishing an internal waste-to-energy process. 

                  
                  

               
               

            
            
            
            
               
               
               Donations

               
               
               
               
                  
                  
                  Many times companies decide to donate their returned
                     products to specific charities that are in need of particular items. For
                     instance, in the United Kingdom, Computer Aid International receives and
                     refurbishes high-quality computers that have been decommissioned in the U.K. and
                     provides them to education, health, and not-for-profit organizations in more
                     than 100 developing countries.

                  
                  

               
               

            
            
            
            
               
               
               Disposal in a Responsible Landfill or Other Acceptable Disposal
                  Method

               
               
               
               
                  
                  
                  Items that cannot have one of the prior dispositions discussed should be disposed
                     of in a responsible landfill, meaning a landfill that is in compliance with all
                     relevant regulations and is appropriate for the types of waste being disposed
                     of. For example, hazardous waste would not be disposed of in a landfill not
                     specifically permitted to accept the given type of waste. 

                  
                  
                  
                  Landfills can be general purpose or be specially engineered such as to have
                     discrete lined cells. There are many other methods for responsible disposal,
                     including land treatment (incorporation of biodegraded material into soil),
                     containment in pools or naturally occurring repositories, release into a body of
                     water that is not a sea/ocean (if permissible), release into seas/oceans (if
                     permissible), or permanent storage.

                  
                  
                  
                  Note that controlled inventories of hazardous materials must be reprocessed under
                     strict scrutiny of the applicable regulatory agency representatives to ensure
                     there is no improper disposal. Some hazardous waste will need to be incinerated.
                     Other hazardous waste may need to be rendered less hazardous for responsible
                     disposal by blending, mixing, or applying chemical treatments. Some hazardous
                     waste must be stored for long periods and kept segregated from other waste.

                  
                  

               
               

            
            

         
         
   
      
         
         
         
         Develop and Execute a Reverse
            Logistics Process

         
         
         
         
            
            
            Reverse logistics processes must work to
               transfer returned products to the correct location for processing, which is key to
               recovering value with the reverse logistics activity. We also discuss closed loop
               supply chains and how they are different from regular reverse logistics operations.
               We conclude with return policies, best practices, and whether to handle returns
               internally or to outsource.

            
            

         
         
         
         
         
            
            
            Appropriate Options for Received Items and Disposition of
               Returns

            
            
            
            
               
               
               After identifying the leading causes of product returns, a
                  company must create documentation to capture those findings. This will help in
                  maximizing the value of the returned products.

               
               
               
               As noted above, returned products are first centralized
                  in a single location. Then disposition, the process of determining the appropriate
                  category for each returned item, takes place, as seen in Exhibit 8-9.

               
               
               
               
                  Exhibit 8-9: Disposition of Returned Products[image: This flowchart illustrates the process of handling returned products, from customer returns to inspection, repair, and the final disposition, which includes various options such as returning to stock, recycling, or disposal. Go to long description for more details.]
               
                  Adapted from ©
                     “Reverse Logistics Process Flow,” Greve-Davis. Used with
                     permission.
                  

               
                  Go to long description.
                  

               
               
               
               
               The underlying processes involved include  

               
               
               
               
                  
                  
                  	
                     
                     
                     Collection, which is critical because it enables consolidation of returns for
                        centralized inspection and sorting for processing on site, or after
                        consolidating like goods for efficient transport, transporting the returns
                        to a different location or a third-party processor.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Inspection and sorting can be done in stages, such as a triage step followed
                        by more detailed inspections and sorting by specialists.

                     
                     

                  
                  
                  
                  	
                     
                     
                     There may be a need for preprocessing.

                     
                     

                  
                  

               
               
               
               The disposition of each item is an important
                  decision, since about 80 percent of the value of the reverse logistics process
                  depends on matching the product with the best disposition option. The exhibit shows
                  a number of options for how a returned item can be handled:

               
               
               
               
                  
                  
                  	
                     
                     
                     
                        
                           Repair process:
                           
                        Return a
                           product to working condition for return to its owner or to prepare it so
                           it can be returned to stock, to the manufacturer, liquidated, or
                           donated.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Recover:
                           
                        Get parts or
                           components ready for other disposition options.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Return to stock:
                           
                        Restock an
                           unsold item still in its original package or repackage and then restock
                           a sold item that is unused but has unacceptable packaging.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Return to manufacturer:
                           
                        Return
                           product to upstream echelon for remanufacture; for reuse such as
                           refillable bottles or packing crates; or other disposition.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Liquidate:
                           
                        Sell returned
                           products or salvage to a secondary seller or market (e.g., overseas
                           market).
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Donate:
                           
                        Give returned
                           products to a charitable organization as a tax write-off.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Recycle:
                           
                        Recycle
                           product or scrap from production.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Dispose:
                           
                        Dispose of
                           products in a responsible landfill or other responsible disposal
                           method.
                        

                     
                     

                  
                  

               
               
               
               This is not an exhaustive list of options for disposition. Other examples of
                  disposition options include recovering energy during disposal (discussed elsewhere),
                  destroying in the field, and dekitting.

               
               
               
               If the firm decides to establish a zero returns
                  policy that gives retailer customers an allowance for returns and/or discounts, it
                  should make that clear to its retailers when they first begin a working
                  relationship. If, as part of that policy, the retailers will need to destroy product
                  in the field, they must be trained how to do that safely and ensure that there is
                  no
                  pilferage.

               
               
               
               When products are returned, dekitting may be
                  necessary. The ASCM Supply Chain Dictionary
                  defines dekitting as:

               
               
               
               
                  
                  The removal of accessories or parts kits from a
                        product and returning either the kit or the main product without the kit to the
                        store. Dekitting may also refer to the allowance of the resale of kits or products
                        without
                        their parts kits.

                  

               
               
               
               Organizations must decide when to use this
                  process (for example, when will it add value through cost savings or sales of
                  dekitted products) and where in the supply chain should occur.

               
               

            
            

         
         
         
         
            
            
            Forward and Reverse Flow and Steps of Product Return
               Process

            
            
            
            
               
               
               The forward flow of the supply chain has been
                  illustrated elsewhere. The flow of the reverse logistics process is its opposite,
                  as
                  shown in Exhibit 8-10.

               
               
               
               
                  Exhibit 8-10: Reverse Logistics[image: This graphic illustrates the reverse logistics process. Go to long description for more details.]
               
                  Source: APICS CSCP Learning System, 2024
                     Edition.
                  

               
                  Go to long description.
                  

               
               
               
               
               Regardless of the industry, there are some standard
                  steps an organization can take to implement a reverse logistics process. Gathering
                  products from various retailers, customers, or other supply chain members in a
                  central location is the first step. The second step involves determining the
                  disposition of each item and then sorting the products into those respective groups.
                  Any paperwork that may accompany a product is reviewed and compared to the item and
                  forwarded to the next step if needed. Items that are deemed as returnable to stock
                  or store are returned to inventory. Those items needing repair, refurbishment,
                  diagnostics, remanufacturing, or repackaging move on to their respective areas for
                  completion. For example, clothing is often cleaned and pressed prior to restocking.
                  The key is to get returns back to inventory and sold again in the minimum amount of
                  time (cycle times to get items back to inventory for average performers might be
                  more than a week, while top performers might do this in three days or less).
                  Therefore, the ideal return location is to a forward pick location in a warehouse.
                  

               
               
               
               There are certain advantages to having a dedicated
                  location or locations for processing returns—faster disposition times, consistent
                  disposition decisions, and ability to identify trends in returns. Retailers
                  appreciate this value-added service because it does not require them to allocate
                  space for holding returns nor does it require their personnel to do sorting of
                  returned products. Furthermore, it makes it easier for retailers to return unwanted
                  or unsold products via the empty manufacturer’s trucks after the retailer’s
                  deliveries are unloaded. In the early 1980s, Walmart was the first major company
                  aside from grocery stores to centralize product returns to lower operating costs.
                  A
                  centralized accumulation point for returns enables industrial organizations to
                  identify returned product versions correctly. This is a crucial step in
                  remanufacturing, as the returned product may require an upgrade to the latest
                  revision prior to being remanufactured.

               
               

            
            

         
         
         
         
            
            
            Closed Loop (Circular) Supply
               Chains

            
            
            
            
               
               
               There’s an important distinction to be made between
                  reverse logistics and closed-loop supply chains (also called circular supply chains
                  or green supply chains), and sometimes these terms are mistakenly used
                  interchangeably. What’s distinct about a closed-loop supply chain is that it is
                  designed to manage both the forward and reverse flows, with the manufacturer driving
                  both processes to capture the value of the returned products and to reduce
                  costs.

               
               
               
               In regard to reverse logistics specifically, closed-loop supply chains are defined in the ASCM Supply Chain Dictionary as follows:

               
               
               
               
                  
                  A supply chain that incorporates reverse logistics for the return flow of products
                        for reuse, asset recovery, or recycling in a way that is cost-effective and maximizes
                        benefits.

                  

               
               
               
               This type of supply chain is designed for the circular
                     economy, which is defined by the ASCM Supply Chain Dictionary as follows:

               
               
               
               
                  
                  An economic system intended to minimize waste and maximize the use of resources through
                        a regenerative process achieved through long-lasting design, maintenance, repair,
                        reuse, remanufacturing, refurbishing, recycling, and upcycling. Ant.: linear economy.

                  

               
               
               
               The ISO also defines a circular economy. A “circular economy is an economic system
                  that uses a systematic approach to maintain a circular flow of resources, by
                  regenerating, retaining or adding to their value, while contributing to sustainable
                  development.”

               
               
               
               ISO standards on circularity are part of the 59000 family of standards:

               
               
               
               
                  
                  
                  	
                     
                     
                     ISO 59004 Circular economy—Vocabulary, principles, and guidance for
                        implementation

                     
                     

                  
                  
                  
                  	
                     
                     
                     ISO 59010 Circular economy—Guidance on the transition of business models and
                        value networks

                     
                     

                  
                  
                  
                  	
                     
                     
                     ISO 59020 Circular economy—Measuring and assessing circularity
                        performance

                     
                     

                  
                  

               
               
               
               These standards help organizations to follow a structured approach to circular
                  economy principles, including by providing common terminology, and to measure their
                  progress when shifting their business models to be more circular. 

               
               
               
               Exhibit 8-11 shows an illustration of how all supply chain processes need to be
                  intentionally designed and interconnected for sustainability to become a closed-loop
                  process.

               
               
               
               
                  Exhibit 8-11: Circular Supply Chain[image: This diagram represents a sustainability-focused supply chain model. Go to long description for more details.]
               
                  Go to long description.
                  

               
               
               
               
               An example of sustainability by design is to
                  engage in environmentally responsible purchasing to reduce/eliminate hazardous
                  material inputs. The waste hierarchy (avoid, reduce, reuse, recycle, recover, and
                  dispose, from most to least sustainable) can serve as a design ideal. Such
                  strategies are more economical in the long run. For example, the organization will
                  get the most benefit possible from the raw materials it purchases.

               
               
               
               Note how return is described as a key enabler.
                  Many organizations use their reverse supply chains to reduce empty backhauls,
                  collect cardboard or packing material for reuse, or redistribute inventory to stores
                  with faster turnover. Many organizations go further since the objective of a
                  circular supply chain is no waste at all. Two ways to do this are to reprocess
                  (reuse, recycle, etc.) every component of the returned product and/or to transform
                  some materials into useful biochemicals or biofuels. 

               
               
               
               A circular supply chain depends on collecting products at the end of their lives so
                  they can be reprocessed or transformed. Some organizations lease out their assets
                  and use asset recovery programs to get them back at the end of the lease. Most
                  airplanes are leased by the airlines that use them, for example. The manufacturer
                  will need a product recovery program and manufacturing capabilities for
                  reprocessing. Xerox plants, for example, are designed to both build new products and
                  remanufacture used ones. 

               
               
               
               The North American paper industry plants
                  approximately twice as many trees as it cuts down (there are 20 percent more trees
                  than there were 50 years ago) and uses bark and leaves to fuel the process. Paper
                  can be recycled five to seven times and then can be composted. Here are several more
                  examples of closed-loop or circular supply chains:

               
               
               
               
                  
                  
                  	
                     
                     
                     Plastic pallet supplies can be rented rather than an organization needing a
                        pool of pallets for itself. The organization can rent the exact number of
                        pallets needed and the service collects the pallets after their use. At the
                        end of their lives, the pallets are recycled and reformed into new
                        pallets.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Beer kegs, which are full of beer when sold,
                        can be returned and refilled for a price.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Incentivized return plans can help promote end-of-life returns, for example,
                        cell phone trade-in value rebates on new phones. The traded-in phones may be
                        harvested for parts and other components are recycled.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Printer ink cartridges, which, when empty,
                        are sent via prepaid mailers back to the company for cleaning, inspection,
                        and refilling

                     
                     

                  
                  
                  
                  	
                     
                     
                     Commercial tire casings can be sent to a
                        tire retreader who adds new treads.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Product-as-a-service models can help producers maintain control of their
                        products for their lifespans. An example is Signify, which partnered with
                        the City of Washington, D.C. to replace 13,000 lights with LED lights at no
                        upfront cost to the city. Signify receives payment from the annual savings
                        in electricity costs to the city.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Donated items that are cleaned and in good shape can be reused. Nike has a
                        reuse-a-shoe program to do this.

                     
                     

                  
                  
                  
                  	
                     
                     
                     First Solar is a solar panel technology company that designs its panels with
                        recycling in mind and they recover 90 percent of the materials from their
                        systems. They also use mining by-products as a manufacturing input.

                     
                     

                  
                  

               
               
               
               The final product of replacement parts and recycled
                  material appears to be brand new to the purchaser, and the process will repeat
                  itself.

               
               
               
               There are several advantages to these forward and
                  reverse flow closed loops:

               
               
               
               
                  
                  
                  	
                     
                     
                     They capture a significant portion of the
                        product’s original value.

                     
                     

                  
                  
                  
                  	
                     
                     
                     The used products are recycled and
                        therefore do not become part of landfills.

                     
                     

                  
                  
                  
                  	
                     
                     
                     It’s easier for the manufacturer to balance
                        supply and demand.

                     
                     

                  
                  

               
               

            
            

         
         
         
         
            
            
            Return Policies

            
            
            
            
               
               
               Organizations need to set policies for how and when returns
                  will be accepted and communicate these policies to all customers. Many firms
                  actually print their return policy on the reverse side of their sales receipts or
                  invoices so that customer expectations are set from the start.

               
               
               
               Some companies make a deliberate decision to not
                  accept returns from customers, commonly referred to as a zero returns policy.
                  Instead they may offer a return rate allowance and specific discount offers. Another
                  approach might be to accept only defective returns. On the other hand, many retail
                  organizations promote liberal returns policies, for example, allowing returns of any
                  unbroken item with no reason needed, given just a receipt or the credit card used
                  to
                  make the purchase. This is a strategic decision to prioritize customer service and
                  thus encourage customer loyalty. The costs and benefits of these policies need to
                  be
                  measured over time.

               
               
               
               For business-to-business returns, a lot-size return
                  policy might make sense. This requires corporate customers to hold returns until
                  full truckload quantities can be sent, to make transportation more economical.
                  However, it must be noted that holding returns until they are lot-size may cause
                  operational issues at the receiving organization, requiring excessive amounts of
                  space and labor to unload and sort the bulk returns when they come in.

               
               
               
               In a business-to-consumer example, Dell allows products
                  to be returned only after the customer speaks directly with a customer service
                  representative, called a gatekeeper. The ASCM Supply
                     Chain Dictionary partially defines gatekeeping as:

               
               
               
               
                  
                  The vetting of return materials and issuing of return material
                     authorizations in accordance with the organization’s returns policy. The intent
                     is to minimize returns and return costs while managing customer interactions and
                     expectations to maintain intended customer service levels.

                  

               
               
               
               While there is a cost for this direct support, the
                  representative is given the opportunity to provide instructions on how to properly
                  set up the device, upsell support devices or exchanges for more expensive models,
                  or
                  otherwise talk the customer out of the return. This is cost-effective for Dell,
                  because it results in a 5 percent level of returns.

               
               
               
               Another part of a return policy is who has
                  responsibility for the costs that are involved. According to Greve and Davis,
                  authors of An Executive’s Guide to Reverse
                     Logistics, several factors influence which party pays for the shipping of
                  product returns. It may depend upon what was specified in the original terms of sale
                  between the parties. When a product that is recalled can be repaired or restored to
                  proper working condition, the manufacturer absorbs the repair costs. If it’s a
                  product that is not working properly (but is not a recalled item) and it is still
                  under warranty, once again the manufacturer pays the costs. If it’s not a recalled
                  product and the product is not under warranty, the customer typically pays the
                  repair costs. (Note that warranties are often verified by checking the serial number
                  on the product against the serial number recorded on the product’s terms of
                  sale.)

               
               

            
            

         
         
         
         
            
            
            Best Practices

            
            
            
            
               
               
               ASCM’s SCOR DS (discussed in detail elsewhere) has a number of best practices (BP)
                  that apply to returns, including:

               
               
               
               
                  
                  
                  	
                     
                     
                     BP.025 Self-Service Warranty Claim Submittal. This allows customers to use
                        the internet for warranty claims submissions to reduce the administration
                        cost and to enable analytics.

                     
                     

                  
                  
                  
                  	
                     
                     
                     BP.072 Inbound Return Material Authorization (RMA)-Enabled Processing.
                        Organizations can require RMA submission and signature authorization for any
                        good with an RMA number.

                     
                     

                  
                  
                  
                  	
                     
                     
                     BP.077 Prepaid Return Shipping Label. Customers can use these labels for
                        returns or reusable items in which the return freight cost has been
                        pre-negotiated along with the original shipping package. The tracking number
                        on the return label helps with visibility.

                     
                     

                  
                  
                  
                  	
                     
                     
                     BP.078 Return Tracking. This allows the customer with visibility and allows
                        the receiving organization or RMA department to plan for the return.

                     
                     

                  
                  
                  
                  	
                     
                     
                     BP.108 Return Policy Conformance Integration. This uses standard procedures
                        and enabling technology to ensure return policy conformance plus data
                        sharing with groups responsible for repairs, life cycle management, and
                        production planning.

                     
                     

                  
                  
                  
                  	
                     
                     
                     BP.123 Return Load Optimization. Returns can be centralized to optimize
                        transportation. In the technology industry, services are often also provided
                        at the time of returns pickup.

                     
                     

                  
                  
                  
                  	
                     
                     
                     BP.128 Return Cost Recovery. If a return was due to a defect from a supplier,
                        this process is used to recover the cost from the supplier. It also should
                        involve collaborating on prevention.

                     
                     

                  
                  
                  
                  	
                     
                     
                     BP.129 Return Policy Included with Shipping Document. Including this helps
                        B2C customers to be informed of their rights and limitations.

                     
                     

                  
                  
                  
                  	
                     
                     
                     BP.135 Return Authorization. The last known holder or the designated return
                        center receives return requests from the customer and determine if it should
                        be accepted or rejected based on policy. Reasons for rejection should be
                        provided.

                     
                     

                  
                  
                  
                  	
                     
                     
                     BP.143 Preventive Returns. Preventive returns include recalls but also
                        voluntary requests for the return of goods that may have defects or damage
                        to help protect the organization’s reputation.

                     
                     

                  
                  

               
               
               
               The following are other best practices regarding product
                  returns:

               
               
               
               
                  
                  
                  	
                     
                     
                     Retailers usually
                        deduct charges for returned products and processing and freight costs for
                        shipping returned items from the outstanding payables they have with the
                        manufacturer.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Manufacturers do not
                        accept or credit in any way product returns from retailers that do not
                        comply with the terms and conditions of their sales agreements.

                     
                     

                  
                  
                  
                  	
                     
                     
                     For defective or
                        recalled products, the manufacturer typically pays the freight directly or
                        indirectly.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Leading manufacturers
                        of high tech products are often more strict about the conditions and terms
                        of accepting returns and often do not pay handling or consolidation fees
                        (processing costs not including transportation) for returns.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Secondary market buyers
                        like liquidators often provide their own transportation carriers or pay the
                        costs of hiring a third-party shipper.

                     
                     

                  
                  

               
               

            
            

         
         
         
         
            
            
            Internal or Outsourced?

            
            
            
            
               
               
               An organization will need to
                  decide whether its reverse logistics process should be managed internally or
                  outsourced to a third party. There should be a serious assessment of whether another
                  firm that specializes in processing returns would do a better job and enable the
                  manufacturer to stay focused on its core mission and strengths. Several trade
                  publications for logistics professionals publish annual lists of third-party firms
                  that specialize in reverse logistics services and software. The availability of
                  space, resources, and trained personnel needs to be considered in this decision.

               
               
               
               When a company decides to develop core competencies
                  around the reverse logistics system, it does so because

               
               
               
               
                  
                  
                  	
                     
                     
                     This will provide the
                        firm with a competitive advantage by making returns easier for customers and
                        by promoting its reputation.

                     
                     

                  
                  
                  
                  	
                     
                     
                     The firm can monetize
                        at least some of its efforts by tracking and documenting its income from
                        various methods of handling returns (reuse, recycling, etc.).

                     
                     

                  
                  
                  
                  	
                     
                     
                     There is increasing
                        demand from customers, shareholders, and governments for products that are
                        recyclable, reusable, and less likely to end up in landfills or incinerated,
                        both viewed as unfriendly to the environment.

                     
                     

                  
                  

               
               

            
            

         
         
   
      
         
         
         
         Optimize Reverse Logistics

         
         
         
         
            
            
            Here we examine the importance of optimizing reverse
               logistics, to turn it into an opportunity to enhance profits. Organizations must consider
               the management elements, key technologies, costs, benefits, and challenges when working
               to
               optimize reverse logistics processes.

            
            

         
         
         
         
         
            
            
            Creating Value Through Reverse Logistics

            
            
            
            
               
               
               There are firms that don’t want to deal with product
                  returns. This is termed an “avoidance strategy.” With increased competition from online
                  retailers, it is more difficult to find firms that publicly publish return policies
                  that are
                  of this nature. However, some companies will not accept product returns and instead
                  offer
                  other options, such as a discount on a future purchase or store credit. Other firms
                  focus on
                  producing such high-quality products that most customers don’t need to make returns.
                  Some
                  companies (such as those that produce high tech products that have a steep learning
                  curve)
                  provide one-on-one instruction, free group classes, or educational materials to help
                  new
                  customers become better acquainted with and adept at using their products. Others,
                  like the
                  Geek Squad, a partner of Best Buy, offer product delivery and setup services (often
                  for a
                  fee) to help get the customer started. Some manufacturers provide multiple service
                  options
                  for new customers that range from telephone support, to web-based instant messaging
                  and
                  in-person consultations, to less timely modes such as email and letter correspondence
                  via
                  U.S. mail.

               
               
               
               Instead of seeing the reverse logistics process as a drain on
                  resources and a fruitless but necessary activity, companies can embrace the inevitable
                  product returns and view them as an opportunity to enhance the firm’s profits. However,
                  this
                  requires carefully conceived product return policies that will not only minimize returns
                  but
                  also foster goodwill and ongoing relationships with customers, who, although initially
                  disappointed by having to make a return, will find the cash, store credit, or product
                  replacement options a satisfactory conclusion to their transaction.

               
               
               
               Once a company has mastered its reverse flows processes or
                  has hired a third party that is managing them successfully, reverse logistics flows
                  will act
                  as a value stream rather than a waste stream and will increase the bottom line for
                  the
                  company.

               
               

            
            

         
         
         
         
            
            
            Key Management Elements and Reverse Logistics

            
            
            
            
               
               
               There are many ways in which a firm can be proactive in designing and
                  managing its reverse logistics.

               
               
               
               It can start by weighing the pros and cons of
                  establishing its own returns center or using a third party to handle and provide ongoing
                  coordination of the entire operation, including personnel and training, infrastructure,
                  and
                  capital needed. Senior management must have buy-in to the chosen strategy and be prepared
                  to
                  make it a long-term commitment. Both high-level finance and IT directors should be
                  involved
                  in the selection and development of effective information systems that will reduce
                  uncertainty, increase product visibility, and maximize economies of scale. Guidelines
                  and
                  financial procedures must be developed and documented so that the financial team knows
                  how
                  to accurately handle charges against sales and other related costs that will occur
                  during
                  the reverse logistics process.

               
               
               
               Since many products lose value during the reverse
                  logistics process, reducing reverse cycle times is crucial. A checking and screening
                  process
                  needs to be put in place at the point when product returns enter the process. Organizations
                  will benefit from understanding what goods are entering the reverse logistics chain
                  and
                  where they are coming from so that they can control where specific items are sent.
                  This
                  requires elements of demand management. To be successful, organizations must be able
                  to
                  forecast the quantity of product being returned (and the probability that each component
                  in
                  the return is reusable) to ensure that it is economical to return them and that spare
                  parts
                  can be sourced. Additionally, organizations must be able to forecast logistic capacity
                  and
                  timing to successfully move the materials.

               
               
               
               It is important to set goals for efficiency and effectiveness to enable assessing
                  against
                  goals and to determine if gaps exist and improvements are needed. Metrics can measure
                  cycle
                  times for reverse logistics processes (for resalable goods this cycle should end when
                  the
                  goods are back in inventory for resale) as well as the percentage of returned items
                  in
                  various disposition categories such as returned to supplier, refurbished and returned
                  to
                  inventory, disassembled and used for component parts, defective, damaged,
                  destroyed/landfilled, returned due to internal or echelon error, returned due to customer
                  error, or returned and given to charity. 

               
               
               
               Here are examples of SCOR DS metrics related to return processes grouped by various
                  SCOR DS
                  performance attributes:

               
               
               
               
                  
                  
                  	
                     
                     
                     
                        
                           Reliability metrics:
                           
                        RL.1.3 Perfect Return
                           Order Fulfillment, RL.3.29 Percentage of Excess Product Returns Delivered Complete
                           to
                           the Designated Return Center, RL.3.31 Percentage of Maintenance, Repair and Overhaul
                           (MRO) Returns Delivered to the Correct Service Provider Location, RL.3.49 Number of
                           Occurrences When Excessive Inventory Is Returned and Followed
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Responsiveness metrics:
                           
                        RS.2.5 Return Cycle Time,
                           RS.3.43 Current Customer Return Order Cycle Time, RS.3.46 Current Supplier Return
                           Order Cycle Time, RS.3.112 Source Return Cycle Time
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Agility metrics:
                           
                        AG.2.5 Return Agility,
                           AG.3.4 Additional Fulfill Return Volume, AG.3.7 Current Fulfill Return Volume, AG.3.11
                           Current Source Return Volume, AG.3.13 Customer Return Order Cycle Time Reestablished
                           and Sustained in 30 Days
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Assets metrics:
                           
                        AM.1.1 Cash-to-Cash Cycle
                           Time, AM.3.3 Percentage of Defective Inventory, AM.3.4 Percentage of Excess Inventory
                           AM.3.11, Average Age of Excess Inventory, AM.3.13 Fulfill Return Cycle Time, AM.3.17
                           Rebuild or Recycle Rate, AM.3.19 Return for Recycle Rate, AM.3.20 Return Rate
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Environmental metrics:
                           
                        EV.1.4 GHG Emissions,
                           EV.1.5 Waste Generated, EV.2.1 Renewable Materials, Used EV.2.2 Nonrenewable Materials
                           Used, EV.2.10 Generated Waste Diverted from Disposal, EV.2.11 Generated Waste Directed
                           to Disposal, EV.3.1 Reclaimed products and their packaging materials, EV.3.2 Recycled
                           input materials used, EV.3.3 Virgin (Non-recycled) input materials used
                        

                     
                     

                  
                  

               
               
               
               Definitions for these and other supply chain metrics can be found at
                  www.ascm.org/corporate-solutions/standards-tools/scor-ds/ and scrolling down to click
                  on
                  Explore SCOR DS. SCOR DS and its performance attributes are discussed in more detail
                  elsewhere.

               
               
               
               As the firm gains more experience in managing reverse logistics, strategic-level metrics
                  can also be compiled, including:

               
               
               
               
                  
                  
                  	
                     
                     
                     Specific reasons for returns to identify trends and
                        sources of problems

                     
                     

                  
                  
                  
                  	
                     
                     
                     Total cost of ownership of reverse logistics
                        function

                     
                     

                  
                  
                  
                  	
                     
                     
                     Percentage of cost recovered

                     
                     

                  
                  
                  
                  	
                     
                     
                     Energy used in handling returns

                     
                     

                  
                  
                  
                  	
                     
                     
                     Product amounts reclaimed and resold

                     
                     

                  
                  
                  
                  	
                     
                     
                     Percent of material recycled

                     
                     

                  
                  
                  
                  	
                     
                     
                     Amount of waste recycled.

                     
                     

                  
                  

               
               
               
               Disposition of returns needs to be done consistently
                  so that items are forwarded into the appropriate subprocesses. Some function needs
                  to be
                  responsible for negotiating the best prices for goods being returned and resold. If
                  there
                  are products that will be remanufactured or refurbished, a closed-loop supply chain
                  should
                  be created.

               
               
               
               This is a tall order for any firm, so leveraging key
                  technologies will make the process flow more smoothly and efficiently.

               
               

            
            

         
         
         
         
            
            
            Key Technologies for Reverse Logistics

            
            
            
            
               
               
               Technology plays a crucial role in optimizing reverse
                  logistics.

               
               
               
               
                  
                  
                  	
                     
                     
                     The internet. The internet facilitates timely communication between customers and
                        manufacturers regarding product orders and status updates in the forward flow of goods.
                        It can also assist in the reverse flow by simplifying communication between the customer
                        and the manufacturer or collection center regarding product repairs or replacement.
                        The
                        consumer can ask questions about the length of the repair process and if there are
                        any
                        costs that may be incurred. Any issues or problems can be resolved rapidly, thereby
                        increasing satisfaction.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Enterprise resource planning. An enterprise resource planning system can be
                        configured to track a plethora of data, including internal and external returns, returns
                        receipt processing, refurbishment processes, customer-paid returns, warranty claim
                        processing, product serial ID tracking, credit and debit memos, and cycle time.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Electronic data interchange. Electronic data interchange can provide enhanced
                        tracking of returned products, and organizations can analyze data on customer returns
                        to
                        help reduce returns in the future.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Internet of things. The
                        internet of things (IOT) consists of devices connected to the internet and sharing
                        data
                        to enhance processes. According to Bowersox in Supply
                           Chain Logistics Management, the IOT “offers opportunities throughout the supply
                        chain to monitor production equipment, transportation equipment, demand, and inventory
                        level without requiring labor time and expertise.”

                     
                     

                  
                  
                  
                  	
                     
                     
                     Radio frequency identification. If returned products are tagged with radio
                        frequency identification (RFID) capabilities, then each item can be traced back to
                        the
                        customer who bought it and tracked as it moves through the reverse logistics flow.
                        The
                        RFID tags themselves can later be returned to the manufacturer, producer, or
                        point-of-sale location to be reused.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Returns management system. According to Greve and Davis, a returns management
                        system (RMS) can assist in receiving returned products, sorting, processing, disposition
                        decisions, and repair. A state-of-the-art system will also be able to help with
                        financial transactions, reconciliation, quality assurance processes, and visibility
                        requirements.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Reverse payments process.
                        There is a trigger mechanism in an RMS, called a cut-off criterion, that indicates
                        that
                        the various groupings of products by disposition are ready to be shipped. For instance,
                        it may be decided that once the group of products to be sent for liquidation reaches
                        a
                        value of US$7,500, then a return authorization (RA) is processed. A return authorization
                        is acknowledgment from the company receiving the products and includes the list of
                        items
                        and quantities that it will receive in the shipment. Once the shipment is sent, then
                        an
                        invoice is sent to the receiving party.

                     
                     
                     
                     The cutoff criterion in conjunction with
                        the shipping process impacts how many times a collection center can turn its inventory.
                        According to Greve and Davis, 20 to 30 inventory turns a year is a good benchmark.
                        Achieving that rate requires visibility tools to monitor receiving, inventory, cutoffs,
                        RAs, and timely shipping capabilities.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Track and trace,
                           blockchain. Track and trace technology is vital with or without it incorporating
                        blockchain. A superior traceability system can play a key role in reverse logistics.
                        Blockchain can be used to better track and trace returns and help communicate secure
                        and
                        reliable information in reverse logistics (such as ensuring that a returned product
                        is
                        not counterfeit) and to communicate data on the full life cycle of products to
                        manufacturers. Blockchain also is being tested for use during recalls, particularly
                        in
                        food and drug industries (in the EU, traceability is compulsory for these industries).
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     AI, Machine Learning, and Customer Relationship Management. Artificial
                        intelligence and machine learning are being integrated into various technologies.
                        A
                        reverse supply chain use case is to monitor for red flags of fraud. If the organization’s
                        customer relationship software is integrated with such tools, specific customers can
                        be
                        tracked for their potential to be bad actors.

                     
                     

                  
                  

               
               
               
               The true value of these and other
                  technologies can only be unlocked by investing in integration. An organization that
                  can
                  first define the strategic capabilities it needs to serve its customers, then determine
                  what
                  enabling technologies are needed, and then determine how to integrate them will be
                  in a
                  position to develop a fully automated, end-to-end reverse logistics (or other) process.
                  The
                  definition of Industry 4.0, also called digital transformation, illustrates how integration
                  needs to involve value chain, process, and technology layers of integration. Industry 4.0 is
                  defined by the ASCM Supply Chain Dictionary as:

               
               
               
               
                  
                  Also known as the Fourth Industrial Revolution, the technological changes, value chain
                        integrations, and new business models development of the 21st century. The changes
                        are driven by customer needs and mass customization requirements and enabled by innovation
                        technologies, connectivity, and information technology (IT) integration.

                  

               
               

            
            

         
         
         
         
            
            
            Reverse Logistics Costs

            
            
            
            
               
               
               It’s not a simple process for any organization to determine the total
                  costs associated with return flow processes. Here are some calculation methods:

               
               
               
               
                  
                  
                  	
                     
                     
                     Forward flow analyses and costs plus handling charges. This method uses detailed
                        costs for transportation and the averages of historical ton-mile costs and adds them
                        to
                        all handling expenses such as sorting, packaging, and managing random sizes and
                        shapes.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Formulaic version. The following formula can be used to determine the net cost or
                        net benefit:

                     
                     

                  
                  

               
               
               
               
                  Exhibit 8-12: Total Cost of Reverse Logistics
                  
                  
                  
                  
                     
                     
                     
                     
                        
                        
                           
                           
                              
                              
                              
                              
                              
                           
                           
                              
                              
                              
                                 
                                 
                                 	 
                                 
                                 
                                 
                                 	 
                                 
                                 

                              
                              
                           
                           
                           
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    +

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Returned product liquidation revenue

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    +

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Recycling revenue

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    +

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Repair revenue

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    +

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Restocking charges and warranty/service program fees

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    +

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Increase in sales from warranties, remanufacturing programs, environmental
                                       reputation, etc.

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    +

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Capture of tax savings or incentive program benefits

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    –

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Returned product cost of goods sold

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    –

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Inventory carrying costs

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    –

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Transportation costs

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    –

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Repair and spare parts costs

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    –

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Warranty expenses and returns credits

                                    
                                    
                                 
                                 

                              
                              
                           

                        

                     
                     

                  
               
               
               
               Regardless of which method a company uses, the annual
                  total costs can be tracked over time and used for benchmarking purposes.

               
               
               
               It’s important to remember that the transportation expense
                  usually makes up 25 percent or more of the total cost. Using transportation management
                  software can lessen the time and distance involved by designing better routes and
                  schedules
                  of pickups and deliveries as well as consolidating loads of returned products throughout
                  the
                  reverse logistics process.

               
               
               
               And faster and more efficient transportation will
                  positively impact a product’s total life cycle. Products that are time-sensitive,
                  such as
                  computers and printers, lose value during every delay or when there is inefficient
                  activity
                  within the reverse flow process. According to Coyle in Managing Supply Chains—A Logistics Approach, a new printer can lose nearly a fifth of
                  its value while a disposition is being determined. Just by reducing time delays in
                  that
                  process, value can be added to the printer. This concept is often referred to as the
                  product’s time value function.

               
               

            
            

         
         
         
         
            
            
            Benefits and Challenges of Reverse Logistics

            
            
            
            

            
            
            
            
               
               
               Benefits of Reverse Logistics

               
               
               
               
                  
                  
                  Reverse logistics has a wide array of benefits for many stakeholder
                     groups—including customers, shareholders, members of the local community in which
                     the
                     items are resold, employees hired to coordinate the process, etc. People who live
                     near
                     landfills also benefit from less waste and fewer trucks hauling waste into their
                     communities.

                  
                  
                  
                  Some of the benefits of reverse logistics include the
                     following:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Customer satisfaction
                              and brand protection. Customers want to do business with companies that care
                           about the environment and want products that are safe, easy to use, and recyclable.
                           That demonstrates social responsibility and being eco-friendly, which are valued by
                           customers. These actions contribute to the company’s reputation as being a good
                           steward. Collectively the positive sentiments held by customers translate into a
                           strong affinity for the company’s brand and promote loyal buying behavior over the
                           long term.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Tracking and cost
                              recovery. By gathering data about customer returns, a database can be created
                           and used for further analysis. This critical information can also be used by the
                           manufacturer’s product development and marketing teams as they conduct research and
                           development for potential new products and features. 

                        
                        

                     
                     

                  
                  
                  
                  Other notable advantages associated with reverse
                     logistics include:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Creation of new jobs and environmental
                           positions

                        
                        

                     
                     
                     
                     	
                        
                        
                        Decreased use of landfills and incinerators

                        
                        

                     
                     
                     
                     	
                        
                        
                        Recovery of valuable raw materials that can be used
                           by other industrial users

                        
                        

                     
                     
                     
                     	
                        
                        
                        Potentially lucrative extended warranties and
                           customer service contracts to manage products at the end of their life cycle.

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               Challenges of Reverse Logistics

               
               
               
               
                  
                  
                  The reverse flow of products carries with it a large number of
                     unknowns that the logistics team must be prepared to handle. The longer a reverse
                     logistics strategy and process has been in place, the more data the team will have
                     to use
                     in predicting future influxes of products and the more likely they will be able to
                     shorten
                     the cycle time. Over time, the team will become more effective and efficient at managing
                     the entire reverse logistics process.

                  
                  
                  
                  Challenges of reverse logistics include the
                     following:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        
                           
                              Forecasting volumes.
                              
                            Research has shown
                              that the majority of consumer product returns occur around and after the holidays,
                              usually from late December through March. The largest number of returns of
                              large-screen televisions comes shortly after a major sporting event is played. Such
                              scenarios may exacerbate the common problem of returns arriving at a faster pace
                              than they can be processed, which leads to the next challenge: storage.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Storage.
                              
                           A large volume of
                              returns leads to large amounts of product return items needing to be stored in the
                              central collection location. Ideally, this area is kept separate from new
                              merchandise (if it’s located within an existing warehouse) so that they don’t become
                              commingled. Storage may be further complicated by the fact that items need to be
                              segregated according to disposition—whether they’re going back to stock once
                              remanufactured, to the manufacturer, to liquidation, to be donated to charity, to
                              be
                              recycled, or to be disposed of.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Cost.
                              
                           Until companies have
                              sufficient experience working within their reverse logistics processes, the costs
                              will be less concrete. Time and subsequent data collection will help build more
                              finite figures in terms of profits recouped, process costs, labor, storage,
                              etc.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Traceability.
                              
                            Unless returned
                              products have barcodes, serial numbers, or RFID tags still intact, it’s difficult
                              to
                              track the chain of custody in terms of who owned them, the cause for the return, and
                              through what retailer they were returned. A strong focus on traceability is needed
                              not only to track returns but also to help prevent returns fraud. 
                           

                        
                        

                     
                     

                  
                  

               
               

            
            

         
         
   
      
         
         
         
         Section C: Incorporate Risk Management Principles

         
         
         
         
            
            
            
               After completing this section, students will be able
                  to
               

            
            
            
            
               
               
               	
                  
                  
                  List some common logistics risks along with
                     how to minimize them using transportation and warehouse policy

                  
                  

               
               
               
               	
                  
                  
                  Understand security risks and responses

                  
                  

               
               
               
               	
                  
                  
                  Use packaging effectively to minimize the
                     risk of damage to goods in transit

                  
                  

               
               
               
               	
                  
                  
                  Follow a risk management process that helps
                     prioritize risks and determine appropriate and cost-effective responses to
                     them

                  
                  

               
               
               
               	
                  
                  
                  Describe the different approaches to
                     insurance related to logistics

                  
                  

               
               
               
               	
                  
                  
                  Develop a business continuity plan to
                     minimize the risk of disruption and get the network back up and running following
                     an incident.

                  
                  

               
               

            
            
            
            Risk and security are part of the expanding scope
               of duties for logistics professionals. While demand and order cycle uncertainty are
               two
               types of risk that have traditionally been managed by logistics, modern risk management
               is an organization-wide effort, and logistics needs to determine responses for a wider
               array of risks. Risk management is important because both customers and the
               organization’s owners (e.g., shareholders) place a high value on minimizing uncertainty.
               Organizations that reduce variability from risks will have lower uncertainty and thus
               be
               more attractive to investors and customers.

            
            
            
            All persons and areas of the organization need to
               do their part to identify risks and appropriate responses to them. Logistics
               professionals need to address risk at strategic, tactical, and operational levels.
               This
               section addresses all levels of risk management, including an overview of the risk
               management process that needs to be sustained through regular meetings.

            
            
            
            Let’s start by identifying some common forms of
               risk related to logistics.

            
            

         
         
         
         
   
      
         
         
         
         Consider Strategic Risk
            Management

         
         
         
         
            
            
            This area provides a basic overview of supply chain
               risk and then risk management strategy before addressing strategic risk tools. 

            
            

         
         
         
         
         
            
            
            Supply Chain Risk Road Map

            
            
            
            
               
               
               Supply chain disruptions from global conflicts and wars to extreme weather and price
                  volatility have continued to create significant headwinds for organizations.
                  Organizations that can manage these and other supply chain risks will have better
                  business continuity and resilience.

               
               
               
               Risk is often defined only from a negative
                  perspective, such as in the ASCM Supply Chain
                     Dictionary definition of supply chain risk
                  as:

               
               
               
               
                  
                  
                     The variety of possible events and
                        their outcomes that could have a negative effect on the flow of goods, services,
                        funds, or information resulting in some level of quantitative or qualitative loss
                        for the supply chain.
                     

                  

               
               
               
               Another name for a negative risk is a threat.
                  However, uncertain events that could have a positive result are also often
                  considered risks because the time and money invested in them may not pay off.
                  Positive risks may be called opportunities. By other definitions, any risk could
                  have a positive or negative outcome.

               
               
               
               Risk management needs to be addressed at organizational
                  and logistics strategy levels because taking time to identify risks and develop a
                  plan for addressing them increases the likelihood that the organization will be able
                  to fulfill its goals and objectives. The organization’s owners and investors put a
                  high premium on minimizing uncertainty and would rather invest in proper risk
                  management than expose the organization to vast expenses, delays, and service and
                  reputation failures.

               
               
               
               At the strategic level, risk is inevitable. New
                  competitive strategies, market areas, product lines, and other business ventures are
                  often very risky. Organizations carefully measure both the risks and opportunities
                  of a strategy prior to making new investments, because higher risks require higher
                  rewards. Exhibit 8-13 shows how a comparison of risk versus reward creates four quadrants,
                  one of which is high risk and low reward. This area is to be avoided. Even an area
                  of equal risk and reward (the diagonal line) is not good enough. The efficient
                  frontier describes the payoff profile that businesses seek: high enough reward for
                  low enough risk. Note that some organizations will have more tolerance to risk than
                  others (e.g., being risk-tolerant vs. being risk-averse). This policy is set at the
                  organizational strategy level, and logistics managers need to set their own
                  strategies accordingly.

               
               
               
               
                  Exhibit 8-13: Risk versus Reward[image: This graph illustrates the relationship between risk and reward. Go to long description for more details.]
               
                  Go to long description.
                  

               
               
               
               
               Briefly, the risk philosophy is the organization’s strategy related to risk
                  management and its risk appetite is whether the organization tends to be
                  risk-seeking (when there is enough reward potential), risk-averse, or points
                  between. These choices might differ by risk area, such as having a higher appetite
                  for risk when it comes to new ways of collaborating with external partners but a
                  lower appetite for risks related to meeting transaction-related customer logistics
                  service requirements. 

               
               

            
            

         
         
         
         
            
            
            Types of Risk

            
            
            
            
               
               
               Strategic risks can come from internal or external sources.
                  Examples of logistics risks include the following:

               
               
               
               
                  
                  
                  	
                     
                     
                     Demand risks

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           There could be
                              low demand for a product or loss of market share to competitors.
                              

                           
                           

                        
                        
                        
                        	
                           
                           
                           Demand could exist but at a lower
                              price than expected.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Demand could be substantially higher than anticipated.

                           
                           

                        
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Supply risks

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Lower demand than anticipated can create warehouse capacity/storage
                              issues.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Higher demand than anticipated can create warehouse throughput issues
                              and capacity issues with transportation.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Costs of
                              material or labor could be higher than expected.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Recalls or
                              strikes could occur.

                           
                           

                        
                        
                        
                        	
                           
                           
                           External
                              relationships could fail to deliver promised benefits, or the
                              unethical actions of those organizations could damage your
                              reputation.

                           
                           

                        
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Process risks

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Service
                              failures or capacity constraints could threaten strategy
                              execution.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Organizations
                              could fail to correct dysfunctional internal structures such as
                              silos, adversarial cultures, or disjointed information
                              systems.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Your or another
                              organization could fail to communicate strategic plans or demand
                              data due to oversight or deliberate mistrust.

                           
                           

                        
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Financial risks

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Your
                              organization or a key partner could experience financial
                              failure.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Currency
                              exchange, the economy, or credit availability could become
                              issues.

                           
                           

                        
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     Environmental
                        risks

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           There could be
                              supply chain disruptions due to disasters, war, or
                              terrorism.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Government
                              regulations, interference, failure to invest in infrastructure, or
                              instability could make a strategy costly or impossible.

                           
                           

                        
                        

                     
                     

                  
                  

               
               
               
               Since certain areas of the world are hotspots for
                  certain components or materials, a regional disruption such as a tsunami can create
                  problems for multiple supply chains at once. For example, Thailand produces a large
                  number of hard drives. Flooding in that area in 2011 indicated a risk of a reduction
                  in supply by up to 30 percent, which prompted some organizations to buy up all
                  available hard drives as a risk response. This created shortages for others and
                  raised prices over the long term for all.

               
               
               
               In addition to the need to plan for things the
                  organization cannot control, any strategy will generate some risks in the form of
                  tradeoffs. Exhibit 8-14 explores
                  risks generated by a few of these tradeoffs.

               
               
               
               
                  Exhibit 8-14: Accepting Tradeoffs Involves Taking on Risk
                  
                  
                  
                  
                     
                     
                     
                     
                        
                        
                           
                           
                              
                              
                              
                              
                              
                              
                              
                           
                           
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    Strategy

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Opportunities

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Risks

                                    
                                    
                                 
                                 

                              
                              
                           
                           
                           
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    
                                       Lean
                                       

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    There is less waste and less buffer
                                       inventory for better turnover.

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    No buffers increases risk of stockouts or
                                       line stoppage after a disruption.

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    
                                       Fewer
                                          suppliers
                                       

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Lean works more closely with a few
                                       long-term suppliers to gain economies of scale and for less
                                       need for control.

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Fewer suppliers increases supply risk due
                                       to disaster or financial failure. Quality nonconformance
                                       could result in wide recalls. Replacing a key supplier takes
                                       time.

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    
                                       Low-cost country
                                          sourcing
                                       

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Low-labor-cost sourcing creates a cost
                                       advantage.

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    There are longer lead times and a risk of
                                       intellectual property theft or government
                                       appropriation.

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    
                                       Contracting
                                       

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    There is an opportunity to focus on core
                                       competencies and cut costs.

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Operations are less visible and harder to
                                       coordinate and are outside direct control. You lose
                                       expertise in the core competency.

                                    
                                    
                                 
                                 

                              
                              
                           

                        

                     
                     

                  
               
               
               
               Let’s look more closely at three additional types of risk:
                  supply chain security, compliance, and social mandates.

               
               

            
            
            
            
               
               
               Supply Chain
                  Security

               
               
               
               
                  
                  
                  Supply chain security needs to be
                     addressed at a strategic level because it requires a proactive response in the
                     form of planning, policies and procedures, equipment, technology, staffing, and
                     training.

                  
                  
                  
                  For example, hijacking is a
                     major risk in logistics. While in-yard theft can be prevented by proper security
                     measures, over-the-road theft could still occur, and organizations need to
                     understand in which countries it is more prevalent and other details so they can
                     mitigate or avoid these risks. For example, they could load trucks onto railcars
                     as they pass through high-risk countries or areas. Insurance transfers some of
                     this risk.

                  
                  
                  
                  Areas that require thorough
                     security policies and investments include:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Warehouse pilferage. Grant no
                           exceptions for warehouse yard access. Use a single gate to control
                           access. Rotate work assignments, and use separation of duties for
                           movements and approvals. Perform total case counts and audit compete
                           line items on occasion. Invest in secure storage as needed.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Truck hijacking. Instruct staff to
                           hand over keys and avoid risking their lives. Avoid high-risk routes.
                           Invest in tracking technology.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Damage. Enforce pallet-stacking
                           limits and limits on the amount of goods on a lift truck, supervising
                           these activities. Separate items in loads to prevent
                           cross-contamination. Invest in proper packaging.

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               Compliance

               
               
               
               
                  
                  
                  Proof of compliance with
                     regulations helps mitigate the risk that the organization will be denied the
                     right to operate in a given region. Each country will have its own regulations
                     for transportation, not to mention for import and export, taxation, and funds
                     transfers. Organizations are responsible for understanding and complying with
                     all applicable laws and regulations in the areas (international, national,
                     regional/state, and city) in which they operate.

                  
                  
                  
                  Regulations can be grouped into the following
                     categories.

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Customs regulations. Customs duties
                           require classifying goods properly and paying for the fair value of the
                           goods. There are regulations to ensure correct markings and labeling.
                           Import/export regulations exist to collect taxes, ban illegal or
                           substandard goods, and prevent trade dumping (selling at less than cost
                           to gain market share).

                        
                        

                     
                     
                     
                     	
                        
                        
                        Prohibited goods. Certain goods may
                           be prohibited from import or export between countries due to national
                           interest or security concerns. An import or export license may be
                           needed.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Country-of-origin tracking. These
                           regulations help organizations qualify for beneficial product labeling
                           (e.g., “Made in...”) and trade agreement tax discounts.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Air freight regulations.
                           International air freight is regulated by the International Air
                           Transport Association (IATA) and the International Civil Aviation
                           Organization (ICAO). Countries can restrict the number of flights to and
                           from their air space and can favor their airlines, but open-skies
                           agreements deregulate this between countries.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Trucking regulations. Although
                           deregulation is common now, there are still restrictions in place to
                           limit noise at night, to limit driver time, for safety, or to ban trucks
                           in certain areas. For example, Switzerland requires that all trucks be
                           hauled on freight trains between certain destinations.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Rail and other modal regulations.
                           Rail regulators might regulate rates, service issues, line sales, line
                           construction, mergers and acquisitions, line abandonments,
                           classifications, facilities, and interchange of traffic among carriers.
                           Key regulations for pipelines involve approval for right of way and
                           environmental compliance. In the U.S., the Surface Transportation Board
                           regulates the rail concerns just mentioned and also pipeline carriers,
                           moving van companies, trucking companies involved in collective
                           activities, and water carriers engaged in non-contiguous state domestic
                           trade. It has exemption authority from certain federal, state, and local
                           laws to suit regulations to current transportation needs.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Safety regulations. For example, in
                           the U.S., the Federal Motor Carrier Safety Administration (FMCSA)
                           regulates motor carrier safety (another body administers the safety
                           features of vehicles, however), while the U.S. Coast Guard regulates
                           maritime safety. Each state has its own police force, and traffic laws
                           will vary. In addition, federal laws exist for vehicle weight and
                           trailer length on interstate highways.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Anti-terrorism regulations. In many
                           locations, additional port screening is needed, and many countries have
                           public-private partnership programs for easier clearance. In the
                           European Union, this is the Authorized Economic Operator (AEO) program.
                           This and similar programs such as CTPAT are discussed elsewhere,
                           including mutual recognition agreements between certain
                           countries.

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               Social Mandates

               
               
               
               
                  
                  
                  Social mandates take the form of
                     the laws and regulations described above as well as voluntary initiatives and
                     consumer pressure. It is often the case that something starts out as social
                     pressure but becomes a regulation as it becomes better accepted as the right way
                     to do things.

                  
                  
                  
                  A number of international
                     organizations support voluntary compliance with concerns such as labor rights.
                     For example, the United Nations has issued declarations that support human
                     rights, labor organization, economic rights, and prevention of discrimination
                     against women.

                  
                  
                  
                  When social pressures
                     take the form of customer requirements (for example, labor rights, environmental
                     protections, community reinvestment, treatment of local populations), voluntary
                     compliance becomes necessary for the organization to be an order qualifier.
                     Failure to comply can result in a poor reputation and lack of sales. Compliance
                     in these cases can take the form of advertising or a voluntary reporting
                     framework such as that of the Global Reporting Initiative.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Strategic Risk Tools

            
            
            
            
               
               
               Risk must be understood at
                  the strategic level so that a response can be formulated. A process for identifying
                  and managing exceptions can help.

               
               

            
            
            
            
               
               
               Identifying and Managing
                  Exceptions

               
               
               
               
                  
                  
                  At a strategic
                     level, the process of identifying and managing exceptions involves determining
                     the gaps that exist between desired and actual strategy and then determining how
                     to close those gaps. Note that at a tactical or operational level, exception
                     management often takes the form of variance analysis (comparison of actual
                     versus plan or forecast).

                  
                  
                  
                  Strategic gaps
                     can be caused by internal or external forces. Internally, this might be a sudden
                     change in business direction, a new merger or acquisition, internal resistance
                     to a process improvement initiative, a computer system that is off schedule and
                     over budget, or unexpected complexity due to global culture differences.
                     External examples include a disruptive technology, an unanticipated change in
                     the market, or a faster change in a product’s life cycle than expected.

                  
                  
                  
                  Critics are just the sort of persons who are
                     needed to point out when a strategy has misalignments or gaps. These gaps will
                     eventually become so obvious that everyone will recognize that they exist, but,
                     by then, the impact on market share and so on will likely be difficult or
                     impossible to repair. Becoming an organization with a culture that rewards
                     critics for speaking up may take significant change management. Organizations
                     can start by using tools such as anonymous surveys or brainstorming meetings
                     where everyone is asked, for example, to give five reasons why a given strategy
                     might fail. Another method of identifying exceptions is to have someone on staff
                     whose role is to look at larger trends, the external environment, competitor
                     actions, and long-term strategy.

                  
                  
                  
                  Resolving misalignments or gaps in strategy can also take the form of allowing
                     decision makers to use some common sense. While a policy of always shipping in
                     full truckloads makes sense, there are times when the priority of a shipment to
                     the customer is more important. A low-cost strategy might want to eliminate all
                     redundancy, but there may be ways to customize and do a little of both. For
                     example, an organization that wants to minimize cost but be more responsive
                     could prioritize low cost for commodities while adding capacity flexibility for
                     products with short life cycles. It can then buy on the market for commodities
                     when there is a constraint.

                  
                  
                  
                  A final
                     point about managing exceptions to strategy is that you need to determine if all
                     system complexity is really necessary. Challenge assumptions regularly. A
                     logistics network should be only as complex as it needs to be. Complex systems
                     take more time and money to establish and are harder to change as strategy
                     changes. While different networks may be needed for retail replenishment versus
                     direct delivery, in markets with lower overall demand it may be better to have
                     one facility serve both functions. Finding ways to reduce one’s asset footprint
                     and outsourcing things that are too complex for the organization’s current level
                     of supply chain maturity are other options. An example of the latter is
                     outsourcing imports and customs clearance.

                  
                  
                  
                  At an organizational level, limiting
                     complexity is often facilitated by having fewer product varieties. Each new
                     product or SKU adds a layer of logistical and inventory cost that must be
                     supported. As described in “Managing Operational Performance in Volatile Times”
                     (an APICS/PwC report), research by the Performance Measurement Group, an
                     internal PwC organization, indicates that best-in-class supply chains have a
                     similar number of customers and production and distribution assets as their
                     average peer group but have roughly 50 percent fewer distinct items for sale
                     (fewer SKU groups). Maintaining only variety that is actually in demand
                     increases flexibility and lowers the risk of unsold inventory and stockouts.
                     Often the error is that the variety is created to satisfy a demand but this
                     demand is insufficient to justify the variety. Smaller markets are better guided
                     to existing product options.

                  
                  

               
               

            
            

         
         
   
      
         
         
         
         Identify Types of Risk

         
         
         
         
            
            
            Here we discuss the use of a risk breakdown structure to
               help organize broad categories of risk: internal versus external risks, human-induced
               versus
               natural risks, as well as transportation, warehousing, environmental, supplier,
               cost-related, and visibility-related risks, along with some common responses used
               to
               mitigate risk in logistics. Each organization will define categories of risks in such
               a way
               that it helps the organization cluster planned risk responses, perhaps finding actions
               that
               can address more than one risk simultaneously.

            
            

         
         
         
         
         
            
            
            Risk Breakdown Structure

            
            
            
            
               
               
               A risk breakdown structure (RBS) is a project management
                  tool that forms the backbone of a project’s risk management plan, but this tool can
                  also be
                  applied to operational risks. It is defined in the ASCM Supply Chain Dictionary as
                  follows.

               
               
               
               
                  
                  A tool that helps identify
                        potential project risks, which are organized by risk categories and
                        subcategories.

                  

               
               
               
               An RBS is a hierarchical representation of risks that breaks various risks down into
                  manageable components much like a bill of materials (BOM) or work-breakdown structure
                  (WBS)
                  does. It is structured in a way to enable taking a systematic and organized approach
                  to risk
                  management. The goal of an RBS is to provide a clear and granular visualization of
                  potential
                  risks.

               
               
               
               When considering what risks to include in an organization’s risk breakdown structure,
                  it
                  may be helpful to think about the various supply chain flows discussed elsewhere:
                  flows of
                  goods/services, flows of information, flows of strategic requirements from customers,
                  flows
                  of money, and flows of returns. Error-prone, poorly secured, or otherwise unreliable
                  processes or supporting systems in these areas will disrupt the supply chain and need
                  to be
                  considered.

               
               
               
               Exhibit 8-15 shows an
                  example of a risk breakdown structure using the categories that are discussed in this
                  area.

               
               
               
               
                  Exhibit 8-15: Risk Breakdown Structure[image: This image is a risk breakdown structure (RBS) for logistics, showing various categories of risks faced in logistics management. It includes main categories like transportation, warehousing, environmental, supplier, cost-related, and visibility risks, with each category listing specific types of risks. Go to long description for more details.]
               
                  Go to long description.
                  

               
               
               
               
               Note the subclassifications of internal versus external and human-induced versus natural.
                  These are ways to further classify risks that are in each of the categories above,
                  such as
                  transportation or warehousing risks. For example, Exhibit 8-16 shows how the risk
                  subclassifications of internal, external, and natural tend to have different levels
                  of
                  probability and impact, which results in different types of recommended responses.
                  Note that
                  risk responses are addressed elsewhere.

               
               
               
               
                  Exhibit 8-16: Overview of Risk Types and Responses by Probability and Impact[image: This graphic illustrates the relationship between the probability and impact of supply chain disruptions, based on their sources, ranging from internal to external and natural disruptions. It provides recommended mitigation strategies for each type of disruption. Go to long description for more details.]
               
                  Go to long description.
                  

               
               
               

            
            

         
         
         
         
            
            
            Internal versus External Risks

            
            
            
            
               
               
               One way to classify risks is to consider whether they are internal
                  versus external to the organization or supply chain. The strategic analysis tool SWOT
                  (strengths, weaknesses, opportunities, threats) has an internal strengths and weaknesses
                  component and an external opportunities and threats component, for example. 

               
               
               
               Internal risks are likely to be things the organization can directly control, perhaps
                  by
                  influencing the supply chain. External risks are generally outside of the organization’s
                  control, but may still be subject to some degree of organizational influence. The
                  risks
                  related to supply chain partner relationships, after all, are partly related to one’s
                  own
                  actions, reliability, and trustworthiness. Other risks, such as wars, are clearly
                  outside of
                  the organization’s influence, and in such cases, the task is to understand and account
                  for
                  them (e.g., adapt or avoid) since they cannot be controlled. 

               
               
               
               All risks can be categorized as either internal risks
                  or external risks, so this may be a good way to subdivide other risk categories. Exhibit 8-17 lists
                  examples of each.

               
               
               
               
                  Exhibit 8-17: Internal and External Supply Chain Risks
                  
                  
                  
                  
                     
                     
                     
                     
                        
                        
                           
                           
                              
                              
                              
                              
                              
                           
                           
                              
                              
                                 
                                 	
                                    
                                    
                                    Internal Risks to Supply Chain

                                    
                                    
                                 
                                 
                                 	
                                    
                                    
                                    External Risks to Supply Chain

                                    
                                    
                                 

                              
                           
                           
                           
                              
                              
                                 
                                 	
                                    
                                    
                                    
                                       
                                       	
                                          
                                          
                                          Poor quality

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Unreliable suppliers (lead time,
                                             capacity)

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Supply shortages

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Equipment breakdowns, lack of
                                             equipment

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Incompatible/inflexible technology or
                                             technology disruptions

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Uncertain demand or poor
                                             forecasting

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          SKU (stock keeping unit)
                                             proliferation

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Too frequent production schedule
                                             changes (system “nervousness”)

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Communication across different
                                             cultures

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Service failures

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Compliance risks

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Poor labor relations, work slowdowns,
                                             or strikes

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Poorly trained labor, high labor
                                             turnover or illness, or morale issues

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Security breaches or IT breakdowns

                                          
                                          

                                       

                                    
                                    
                                 
                                 
                                 	
                                    
                                    
                                    
                                       
                                       	
                                          
                                          
                                          Labor shortages

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Political instability (e.g., riots,
                                             government business appropriation)

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Transportation delays due to weather,
                                             etc.

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Financial risks from currency
                                             instability/fluctuations

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Natural disasters, wars, or
                                             terrorism

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Poor infrastructure in developing
                                             countries (e.g., unreliable electricity)

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Large variability in demand caused by
                                             economy, competitor actions, etc.

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Legal/regulatory changes

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Taxation changes

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Customs risks

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Customer or consumer pressures

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Crime levels (e.g., hijacking and piracy)

                                          
                                          

                                       
                                       
                                       	
                                          
                                          
                                          Social responsibility and sustainability risks created by partners but
                                             affecting the organization’s reputation

                                          
                                          

                                       

                                    
                                    
                                 

                              
                           

                        

                     
                     

                  
               
               

            
            
            
            
               
               
               Internal Risks

               
               
               
               
                  
                  
                  Internal risk relates to the risks inherent in strategic, tactical, and operational
                     planning and execution. Indicating a risk is internal implies that there is more potential
                     for the organization to make structural changes or continuous improvements to reduce
                     the
                     probability or impact of these risks. These risks are more in the organization’s control
                     because they can alter processes, procedures, policies, technologies, staffing, and
                     so on
                     to address or eliminate a risk. 

                  
                  
                  
                  Internal risks can be broken down into the following subcategories:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        
                           
                              Expected, minor operations risks:
                              
                           Internal risks that
                              relate to normal operations and that are low impact but high in probability need a
                              supply chain that is designed to minimize the disruptiveness of such events so they
                              can have a limited or very temporary effect on operations. Lean operations with low
                              inventory levels will have a greater chance of these disruptions requiring a longer
                              recovery time and so need additional risk management planning and responses such as
                              strategically placed buffers or alternative suppliers.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Anticipated, moderate disruption risks:
                              
                           Internal risks that
                              are medium in impact and probability often relate to projects or continuous
                              improvements that have unintended consequences or unforeseen difficulties. These
                              risks can be anticipated by investing more in deliberate planning. 
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Difficult-to-predict major disruption risks:
                              
                           Internal risks that
                              are low in probability but would create a major disruption can relate to digital
                              transformation initiatives for the supply chain or other major changes. In many
                              cases, an external risk or risk event such as the failure of a supplier can result
                              in a related internal risk: doing nothing when some response is needed, making the
                              wrong strategic or tactical decisions in response to the risk or event, or
                              responding too slowly. Again, deliberate planning, including contingency planning
                              with preplanned responses, are ways to address such internal risks. 
                           

                        
                        

                     
                     

                  
                  
                  
                  Internal risks include strategic and tactical risks. 

                  
                  
                  
                  Strategic risks have strong potential to impact business continuity, brand image,
                     reputation, and market share. How robust and well considered are the organization’s
                     risk
                     philosophy, risk appetite, ethics, integrity, and risk process? Ethics and integrity
                     also
                     relate to internal risk because organizations that have strong governance cultures
                     will
                     expose themselves to fewer risks.

                  
                  
                  
                  An example of a tactical internal
                     risk is forecast error, which is a type of demand risk. Forecast error is a critical
                     demand risk since so many decisions, including decisions on logistics capacity, are
                     based
                     on the forecast. Forecasting is an internal process that the organization can monitor,
                     control, and improve. Forecast methods need to include error threshold levels that
                     trigger
                     review and revision if surpassed. Another response is to follow forecasting best practices
                     such as risk pooling (forecasting at the aggregate level). Errors can also come from
                     bad
                     models or bad data, so models and data need to be checked carefully.

                  
                  
                  
                  Performance risks could be strategic, tactical, or operational in nature. Performance
                     risks include failure to

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Innovate

                        
                        

                     
                     
                     
                     	
                        
                        
                        Achieve the needed level of excellence or supply chain maturity relative to the
                           market

                        
                        

                     
                     
                     
                     	
                        
                        
                        Adjust capacity in a timely manner

                        
                        

                     
                     
                     
                     	
                        
                        
                        Perform perfect order fulfillment at the targeted level

                        
                        

                     
                     
                     
                     	
                        
                        
                        Improve or comply given unfavorable audit results

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               External Risks

               
               
               
               
                  
                  
                  External risks relate to risks of supply chain disruptions from sources outside the
                     direct control of the organization. Important categories of external risks include:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        The economy. The economy can impact demand for the organization’s products or
                           services and demand for supply chain capacity. Choices made during times of growth
                           may
                           need to be revisited in times of contraction. This can relate to
                           insourcing/outsourcing, adding or reducing capacity, and other resource-intensive
                           decisions.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Competitors. Competitor actions can include new product introductions,
                           contracting with or removing suppliers, price changes, demand generation, entry into
                           new markets, or competition over natural resources or labor talent. Organizations
                           need
                           to use the information they can gather to anticipate likely actions and respond
                           appropriately.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Technology. Technology can resolve some risks but it often creates new risks.
                           The need to regularly invest in new technologies creates a financial risk and risk
                           of
                           project delay, cost overrun, or failure. Technology changes can create supply chain
                           disruption as new processes and tools need to be learned and adopted into regular
                           operations without allowing workarounds.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Outsourcing. Outsourcing risks include less flexibility, loss of control,
                           shift in power to suppliers, loss of skills, missed opportunity to develop a core
                           competency, poor partner selection, poor outsourcing contracts, unrealized savings,
                           or
                           hidden costs.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Governments, laws, and regulations. Federations such as the EU, national
                           governments, and regional governments can change labor laws, tax laws, safety
                           regulations, environmental regulations, and so on. These changes can create new
                           incentives such as a tax break for investing in zero-carbon vehicles but they often
                           also add new costs such as needing to pay for employee health care insurance or to
                           change and document waste disposal and recycling methods. Organizations can track
                           trends, lobby, and prepare in advance for likely new regulations and laws.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Society. Cultural differences exist between countries and within countries.
                           Generational differences also can result in changing tastes for products and services.
                           Organizations not only need to continue reviewing their product and logistics service
                           offerings, but also where their products will be available for sale: brick-and-mortar,
                           e-commerce, and so on. Supply chains need to be prepared to satisfy new types of
                           demand from new channels.

                        
                        

                     
                     

                  
                  

               
               

            
            

         
         
         
         
            
            
            Human-Induced versus Natural Risks

            
            
            
            
               
               
               Another way to classify risks is to determine whether the root cause is human-induced
                  or if
                  it is a natural consequence of the variability and chaos in the world. Making this
                  distinction for risks helps because, like internal risks, human-induced risks are
                  subject to
                  more control than natural risks, and different approaches to managing these types
                  of risks
                  can be formulated.

               
               

            
            
            
            
               
               
               Human-Induced Risks

               
               
               
               
                  
                  
                  Human-induced risks can result from deliberate human actions (corruption, crime,
                     malfeasance, greed, poor-faith dealing), inactions (failure to follow a prescribed
                     process
                     or provide required notifications), good-faith actions that are following a poor process,
                     good-faith actions of persons without sufficient skill or knowledge, or inadvertent
                     human
                     errors. An example is forecasting bias (consistently either too high or too low a
                     forecast), which is preventable but commonly occurs because people are overly optimistic
                     or because they follow a process that creates incentives to set less challenging goals
                     and
                     then exceed them. This is a type of process risk, which is discussed more next because
                     poor or overly complex processes are a common root cause of many human-induced risks.

                  
                  
                  
                  
                     
                     Process Risks

                     
                     
                     
                     Process risks arise from poor
                        information systems or a lack of efficient or effective logistics planning or execution.
                        These are internal risks that are generally controllable by improving management
                        practices or making other investments in policy, procedure, incentives, technology,
                        change management, or resources.

                     
                     
                     
                     Process risks include too much reliance on particular
                        facilities, equipment, or persons; capacity constraints; poor inventory planning or
                        control; labor unrest or need for union or other contract renegotiation; inadequate
                        training; infrastructure failures; or loss of intellectual property (IP) from supplier
                        misappropriation or poor controls. Some amount of redundancy or excess capacity is
                        often
                        needed to address facility or equipment risk. Negotiating in good faith and starting
                        negotiations far in advance of contract deadlines are good responses to labor risks.
                        While organizational infrastructure can be kept well maintained and things like
                        generators can be obtained for power outage risk, external infrastructure risks might
                        be
                        addressed by threatening to relocate or actually relocating. Loss of IP related to
                        suppliers can be addressed by having different suppliers make different subcomponents
                        and not sharing the whole design with any of them. Loss of IP related to poor
                        controls—especially controls in countries with poor IP protections—may require better
                        IT
                        security protocols, filing international patents, or choosing to avoid certain
                        markets.

                     
                     

                  

               
               

            
            
            
            
               
               
               Natural Risks

               
               
               
               
                  
                  
                  Natural risks include natural disasters and extreme weather. People, assets, or other
                     values are at risk. The results of natural disasters can include damaged transportation
                     infrastructure or equipment/vehicles, delayed deliveries, requirements to reroute,
                     cargo
                     spoilage/destruction, and inability to use certain transportation modes, ports, or
                     terminals. COVID-19 and the governmental responses to it are good examples of natural
                     risk. Factories and warehouses had shutdowns and then restarts that created a perfect
                     storm of a bullwhip effect. Also, commodity prices and container transport had even
                     bigger
                     swings on top of already volatile prices. 

                  
                  
                  
                  Other examples relate to drought. For example, Panama Canal’s Gatun Lake reached historic
                     new low water levels in 2024. This resulted in the canal reducing traffic at a cost
                     of
                     $100 million in toll revenues per month. In another example, the Caspian Sea, the
                     world’s
                     largest enclosed body of water, is shrinking due to climate change and is expected
                     to fall
                     by 19 meters before the year 2100. This sea is one of the largest resources for oil
                     and
                     gas and for transportation not only among its direct border states of Azerbaijan,
                     Iran,
                     Kazakhstan, Russia, and Turkmenistan, but for global transportation such as for the
                     New
                     Silk Road. 

                  
                  
                  
                  Natural risks may include equipment failure to some degree. A good example is the
                     2024
                     collapse of the Francis Scott Key Bridge which fell after being struck by a container
                     ship
                     carrying 4,700 containers. The ship lost power and drifted into a pier and the resulting
                     wreckage blocked all port traffic to the Port of Baltimore for some time. At the time
                     of
                     this writing, the initial evidence did not point to deliberate human causes, but instead
                     to an untimely loss of power and steering. Having tugs on standby or having previously
                     taken steps to protect the bridge supports with groups of pilings (called dolphins)
                     could
                     have been preventive measures.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Transportation Risks

            
            
            
            
               
               
               Common transportation risks include product loss or damage, accidents,
                  liability, delivery delays, supply chain disruptions, capacity risks, and poor carrier
                  selection.

               
               

            
            
            
            
               
               
               Product Loss or Damage

               
               
               
               
                  
                  
                  Transportation risks include
                     product loss or damage. This could be from pilferage during product handling, truck
                     hijacking, damage in transit, or a hazard such as a container falling off of an ocean
                     carrier or its contents being destroyed by water damage. Product theft can be organized,
                     employee-based, or opportunistic. Cargo jettison can occur, and the master of the
                     ship has
                     this absolute right if deemed necessary. Damage can occur in materials handling, and
                     products could become contaminated due to improper segregation of freight or improper
                     cleaning of a vehicle payload before being used for a different purpose. Cargo can
                     suffer
                     climate control failures or even be deliberately tampered with. Transportation security
                     is
                     also a risk that requires better access control and visibility to resolve, but this
                     subject is addressed more where we discuss physical security.

                  
                  
                  
                  Who bears the risk of loss during the transfer of goods is not ruled by who currently
                     holds the title to those goods. Incoterms® 2020
                     outline that the risk of loss of or damage to the goods passes from the seller to
                     the
                     buyer where and when the seller “delivers” the goods. Various Incoterms® outline exactly when this obligation is complete.
                     When domestic trade terms are used, organizations will need to clearly understand
                     at what
                     point the risk of loss transfers from seller to buyer under the given terms. Organizations
                     need to arrange terms that make sense and insure their portion of the trip at a level
                     of
                     coverage that is appropriate to the risk. For the water modality, it is vital to get
                     the
                     right level of marine insurance, which may need to be higher than what the given
                     Incoterm® specifies as a minimum
                     requirement.

                  
                  

               
               

            
            
            
            
               
               
               Accidents and Liability

               
               
               
               
                  
                  
                  Accidents create a risk of product damage, plus risks of equipment damage and legal
                     liability. Accidents related to driver negligence or other at-fault behavior are
                     particularly critical risks. If a fatality or other extreme result was involved, many
                     carriers have been faced with what are termed “nuclear verdicts” from juries, meaning
                     that
                     the damages are so large as to potentially put the carrier out of business.

                  
                  

               
               

            
            
            
            
               
               
               Delivery Delays and Supply Chain Disruptions

               
               
               
               
                  
                  
                  Delivery delays and supply chain disruptions could have a negligible effect or be
                     catastrophic, such as requiring a production line to halt in need of parts. Delays
                     and
                     disruptions can be related to normal operations or be the result of larger events.
                     

                  
                  
                  
                  During normal operations, congestion can cause delays for almost any mode of transport.
                     While road traffic congestion is significant and obvious (causing over 1.2 billion
                     hours
                     of lost productivity in the U.S. alone according to Novack et al. in
                     Transportation), rail switching yards and shipping ports also face significant
                     congestion. Weather events and disasters such as wildfires can also cause delays or
                     disruptions regionally. Vehicles, vessels, or freight handling equipment can also
                     suffer
                     breakdowns or extended repair times waiting for parts.

                  
                  
                  
                  Disruptions of transportation can also be due to external risks such as labor strikes
                     or
                     capacity shortages. Too few trucks, trailers, or drivers can result in soaring road
                     transport costs or delays. Similarly, capacity shortages of container berths or containers
                     can result in either delays or unacceptable shipping costs.

                  
                  

               
               

            
            
            
            
               
               
               Capacity Risk

               
               
               
               
                  
                  
                  Events such as recessions can create capacity
                     limitations because a reduction in trade will also reduce the number of containers
                     and so
                     on available for backhauls. Bottlenecks can also occur in ports or other areas due
                     to
                     capacity issues. The net result of scarce supply will be an increase in rates. Port
                     strikes slow or stop port traffic and can cause major delays. In the short run, some
                     industries might need to use expensive modes of transport, such as air, to keep their
                     plants running. In the long run, they can result in transportation rate hikes. In
                     some
                     cases, ships might be able to be rerouted to alternate ports, in which case logistics
                     professionals need to find alternative carriers and routes.

                  
                  
                  
                  Other disruptions can occur, such as the 2021 blockage
                     of the Suez Canal by the Ever Given for six days, which cost the global economy
                     about $416 million per hour based on the value of the trade that flows through that
                     canal.
                     As many as 400 ships were blocked. It also took years for claims related to losses
                     from
                     the event to be settled.

                  
                  
                  
                  Transportation rate variability is a major concern for
                     organizations. Excess supply drives down prices and capacity constraints raise prices.
                     In
                     the coming years, a predicted severe shortage in truck drivers will likely result
                     in
                     higher trucking rates, for example. Fuel price volatility is another reason for
                     variability. Organizations can use financial instruments or long-term contracts to
                     hedge
                     some of this volatility, but most carriers will have fuel price surcharges built into
                     contracts to pass on high fuel costs.

                  
                  

               
               

            
            
            
            
               
               
               Carrier Selection

               
               
               
               
                  
                  
                  Some carriers specialize in certain types of
                     transportation or geographic regions, and a risk is that a carrier will be used for
                     services that it is not especially suited to, which could mean that the trip is
                     inefficient or costly. Since there are a large number of carriers (depending on mode)
                     and
                     carriers need to be selected frequently, finding the best carrier may not be easy.
                     Use of
                     preferred providers can help, but an organization’s list of these carriers needs to
                     be
                     reviewed periodically to ensure that it still identifies the best providers. It should
                     also be updated after carrier performance evaluations.

                  
                  
                  
                  Carrier rates are generally market-driven, so there may
                     not be much difference in price between most carriers. Therefore, the main risks involved
                     in choice of carrier include those related to service, such as total transit time,
                     lead
                     time variability, or damage to goods. For carrier lead time variability, it is important
                     to check on the frequency of breakdowns in vehicles. If this is too high, then the
                     carrier
                     needs to invest in regular maintenance. Other possible problems could be customs clearing
                     issues or hazards, which can signal a need to invest in their own risk management
                     (e.g.,
                     better customs process, backup trucks). Damage to goods can be addressed by packaging.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Warehousing Risks

            
            
            
            
               
               
               Warehousing risks include strategy risks, warehouse
                  property risks, inventory risks, regulatory risks (building code, labor, environment,
                  and
                  health and safety), and security risks. Note that warehouse security is discussed
                  elsewhere
                  as part of physical security.

               
               
               
               Poor selection of warehouse locations can result in a
                  number of strategic risks to service levels or profitability. Once it is determined
                  that a
                  poor location is being used, some factors may be mitigated with capital improvements,
                  but,
                  in many cases, the issue will be resolved only by relocation. Taking sufficient time
                  to vet
                  any replacement location is a good way of minimizing this risk in the future. Another
                  issue
                  is facility design risk, which involves an inability to cost-effectively modify a
                  warehouse
                  to suit new requirements. For example, if mobile racking is now desired in a cold
                  chain
                  facility, it will be cost-prohibitive to later add steel runners set flush into the
                  insulated floor surface that can take the weight of the racking plus inventory.

               
               
               
               Warehouse property risks include fire, explosion, loss of power or utilities, flooding,
                  or
                  other inability to access or fully use the site for other reasons such as civil unrest.
                  These are examples of risks to business continuity and so business continuity insurance
                  might be one response in addition to wise site selection (e.g., not in a flood zone)
                  and
                  compliance with fire and other building codes. If the organization has only one warehouse,
                  business continuity risk is especially high.

               
               
               
               Inventory risks include product spoilage, contamination, or damage. Cold storage warehouses
                  have temperature range requirements that could fail to be upheld. Other specialized
                  warehouse inventory risks include placement of inventory in a warehouse without proper
                  import/export authorizations or improper storage/segregation, handling, or documentation
                  of
                  dangerous goods. Dangerous goods mishandling could result in fires, explosions, toxic
                  gas
                  emissions, poisoning, environmental damage, and so on.

               
               
               
               The warehouse also needs to comply with building code regulations, labor regulations,
                  environmental regulations, health and safety regulations, and more. This compliance
                  risk can
                  result in fines or worse.

               
               
               
               Health and safety are subject to numerous regulations, but this is also a general
                  source of
                  liability, and keeping workers healthy and safe is an ethical obligation. In fact,
                  health
                  and safety are often at the top of mind for warehouse managers in terms of risk. Accidents
                  can be quite costly in terms of regulatory fines, higher insurance premiums, lost
                  productivity, and equipment damage. Trends for poor compliance in health and safety
                  can also
                  result in poor worker morale and high turnover.

               
               
               
               Data compiled from the U.S. Occupational Safety and Health Administration (OSHA) and
                  the
                  U.K. Health and Safety Executive (HSE), as cited in Warehouse Management by Richards,
                  indicates that common warehouse health and safety risks include:

               
               
               
               
                  
                  
                  	
                     
                     
                     Slips or trips, which in the U.K. are the cause of about 25 percent of major
                        injuries

                     
                     

                  
                  
                  
                  	
                     
                     
                     Manual handling, which in the U.K. is the cause of about 45 percent of injuries that
                        require missing three or more days from work

                     
                     

                  
                  
                  
                  	
                     
                     
                     Forklifts being used unsafely or being struck by a moving vehicle

                     
                     

                  
                  
                  
                  	
                     
                     
                     Poor pallet or product stacking

                     
                     

                  
                  
                  
                  	
                     
                     
                     Failure to use personal protective equipment (PPE)

                     
                     

                  
                  
                  
                  	
                     
                     
                     Falls from height

                     
                     

                  
                  
                  
                  	
                     
                     
                     Being struck by a falling, moving object

                     
                     

                  
                  
                  
                  	
                     
                     
                     Collision with a fixed or stationary object

                     
                     

                  
                  
                  
                  	
                     
                     
                     Failure to follow proper lockout/tagout procedures, which are related to cutting power
                        to a breaker and then working on the circuits with the power off, but someone turning
                        the power back on due to no tag or lock to prevent this

                     
                     

                  
                  
                  
                  	
                     
                     
                     Inadequate fire safety provisions

                     
                     

                  
                  
                  
                  	
                     
                     
                     Repetitive motion injuries

                     
                     

                  
                  

               
               
               
               Organizations set preventive procedures such as closing an aisle in use by forklifts,
                  policies such as PPE use requirements, and use equipment or technology with safety
                  features.
                  Organizations also need to track and report workplace injuries, illnesses, and deaths
                  to the
                  relevant health and safety agencies, insurers, and possibly the police. For example,
                  OSHA
                  requires reporting any death or any illness or injury that results in a loss of
                  consciousness, a work restriction, a permanent job transfer, or any form of medical
                  treatment other than first aid. The organization may be required to retain records
                  on such
                  injuries (small organizations may be exempt from this being a regulatory requirement
                  in some
                  jurisdictions, but all organizations are wise to retain such records). These agencies
                  track
                  accident and death incidence rates, and the organization should internally track such
                  data
                  as well for improvement purposes.

               
               

            
            

         
         
         
         
            
            
            Environmental Risks

            
            
            
            
               
               
               Environmental risks include regulatory compliance risks, trade barriers,
                  trade wars, duties/tariffs, weather, natural disasters, fires, pandemics, geo-political
                  risks (political turmoil, appropriation, labor disruptions, economic downturns, wars),
                  terrorism, product tampering, and vandalism risks.

               
               

            
            
            
            
               
               
               Regulatory Compliance Risks

               
               
               
               
                  
                  
                  Organizations must comply with all applicable
                     international, national, regional, and local regulations and be able to prove compliance.
                     Regulations exist to protect consumers, workers, community economies, investors, the
                     environment, fair competition, and the general public. These regulations may limit
                     the
                     scope of activities that can be performed. They may require the use of safety or
                     environmental protection equipment in facilities or vehicles. They may require an
                     organization to track certain materials (e.g., conflict minerals) back to their source
                     and
                     forward to customers and to report on the materials’ use. Compliance failures create
                     a
                     risk of fines, jail time for employees, or facility shutdowns. Some regulations exist
                     to
                     encourage certain behavior rather than deter it, and there is also a risk of failing
                     to
                     take advantage of these incentives.

                  
                  
                  
                  Categories of compliance risk include compliance with supplier codes of conduct, supplier
                     high-risk audits, restricted materials, and raw material certifications. Supplier
                     codes of
                     conduct have contractual requirements for both the supplier and the buyer. This includes
                     compliance with human rights, such as those expressed in Social Accountability Standard
                     SA8000. Supplier high-risk audits are used to ensure suppliers use proper health and
                     safety practices. Restricted material compliance can relate to government restrictions
                     on
                     use of scarce, hazardous, dual-use, or materials sourced using human rights violations.
                     Raw material certifications can relate to product claims or documentation requirements
                     such as organic, genetically modified, or compliant with product purity
                     certifications.

                  
                  
                  
                  Common responses to regulatory risks include reviews of
                     regulations at all levels prior to developing a new facility location or entering
                     a new
                     market. When several locations are being considered, the advantages or disadvantages
                     these
                     create can be used as part of the site selection criteria. Organizations also need
                     to
                     monitor their own and their suppliers’ regulatory compliance by using compliance audits.
                     Proper record keeping is a primary control. Some activities like hazardous waste
                     incineration need to be monitored by a third party to help prove compliance.

                  
                  

               
               

            
            
            
            
               
               
               Trade Barrier, Trade War, and Duty/Tariff Risks

               
               
               
               
                  
                  
                  Trade barriers and trade wars can result in trade with some nations becoming unprofitable
                     due to onerous duties, tariffs, or non-tariff trade barriers. If the market cannot
                     bear a
                     price that is profitable after these costs and barriers are accounted for, the
                     organization may need to stop competing in that market.

                  
                  

               
               

            
            
            
            
               
               
               Weather, Natural Disaster, Fire, and Pandemic Risks

               
               
               
               
                  
                  
                  Weather events, fires, and other natural disasters are
                     natural risks that can cause loss of goods and property damage, temporary interruption
                     of
                     services, and/or disruption of business continuity. Pandemics are another type of
                     disruption. Contracts typically have clauses addressing allowed temporary suspension
                     of
                     contract performance for all parties in specific situations outside the control of
                     the
                     organization(s). Similarly, it is important to understand insurance contract details
                     to
                     know when insurance would and would not provide a benefit. While there are differences
                     due
                     to jurisdiction and contract/insurance language, generally the situation would need
                     to be
                     deemed truly unpredictable for such clauses or insurance benefits to go into effect.
                     Failure to take proper preparations or acts of negligence are also common exceptions.
                     Responses to such risks include careful crafting of contract clauses and insurance;
                     appropriate facility design; proper facility and equipment maintenance; wise selection
                     of
                     trade routes, transportation modes, and carriers; and geographic diversification.

                  
                  

               
               

            
            
            
            
               
               
               Geo-Political Risks

               
               
               
               
                  
                  
                  Geopolitical risks include political turmoil;
                     government appropriation of land, assets, or businesses; labor disruptions; economic
                     downturns (e.g., currency devaluation); and wars. These are all external risks that
                     cannot
                     be controlled and could result in asset losses, capacity constraints, or labor
                     limitations. These risks usually need to be accepted or avoided. They cannot be
                     transferred since insurers will rarely cover these risks. An organization may choose
                     to
                     avoid doing business in a particular country if the risk is too high.

                  
                  

               
               

            
            
            
            
               
               
               Terrorism, Product Tampering, and Vandalism Risks

               
               
               
               
                  
                  
                  Environmental risks that are external and human-induced include acts of terrorism,
                     product tampering, and vandalism. Terrorism creates risks for employees, business
                     assets,
                     and surrounding communities. Responses include maintaining proper warehouse and
                     transportation security and using tamper-resistant or tamper-evident product
                     packaging.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Supplier Risks

            
            
            
            
               
               
               Supply risks involve interruptions in the flow of materials or services
                  from suppliers due to quality, lack of capability, raw material supply allocation,
                  or a
                  multitude of other reasons. How the organization designs, initiates, monitors, and
                  controls
                  supply sources is an internal process that can be improved. Supplier risks include
                  risks
                  related to supplier selection (supplier diversification-related risks and supplier
                  vetting
                  risks), supplier ongoing management, and supplier financial failure. 

               
               

            
            
            
            
               
               
               Supplier Selection and Diversification-Related Risks

               
               
               
               
                  
                  
                  Inadequate supplier diversification is a supplier selection risk that can take the
                     form
                     of a lack of geographic diversification and/or too few suppliers per category. Risks
                     to
                     supply increase sharply when there is a single or sole source for a material, especially
                     when that supplier is not geographically diversified in production operations. Lean
                     or
                     just-in-time strategies tend to promote the use of fewer but better suppliers, which
                     reduces risks of poor quality or reliability, but a common response to availability
                     risk
                     is to maintain at least a few suppliers for each critical resource. Note that too
                     many
                     suppliers for a given category is also a risk, as this creates an opportunity cost
                     of lost
                     savings from potential consolidation and can increase administrative costs.

                  
                  
                  
                  Risks related to supplier selection can also involve failure to properly vet suppliers.
                     In addition to risking poor competence or reliability, there is a risk of supplier
                     malfeasance (e.g., counterfeiting or corruption). An internal response to potential
                     fraud
                     is to invest in software that helps monitor supplier transactions and contracts. 

                  
                  

               
               

            
            
            
            
               
               
               Supplier Management Risks

               
               
               
               
                  
                  
                  Risks related to ongoing management include failure to monitor supplier quality or
                     service requirements or failure to enforce requirements given violations. For example,
                     in
                     the pharmaceutical industry, there is a requirement that the full supply chain should
                     be
                     visible. This means that the organization should know not only where the product is
                     produced, but also through what distribution points it has passed. This is called
                     vendor
                     supply chain visibility. One impact is that a different plant producing the same product
                     may not be authorized to deliver that product because this would cause a compliance
                     violation. Supplier audits or certification can help with other issues.

                  
                  

               
               

            
            
            
            
               
               
               Supplier Financial Failure

               
               
               
               
                  
                  
                  Suppliers who are failing to control their costs over
                     time or who have accepted contracts with unprofitable terms are at risk of failure,
                     and
                     this poses a risk to supply availability. Suppliers who are in financial difficulties
                     may
                     also not make wise decisions regarding ethics, pricing, quality, or the communication
                     of
                     problems. Audits of prices against the contract can help guard against price irregularity
                     risks.

                  
                  
                  
                  Since suppliers might not be forthcoming about their
                     financial difficulties, a best practice is for organizations to monitor the financial
                     stability of their suppliers on their own. This can involve using publicly available
                     financial information, information gathered during independent audits, or information
                     that
                     the suppliers provide that is independently verifiable. The organization’s financial
                     professionals can use this information in a variety of financial metrics such as
                     bankruptcy predictors (e.g., the Altman Z-score), financial ratios, and measures of
                     available capacity (too much indicates a lack of orders or customers, while too little
                     indicates a risk of being unable to fill your orders). They can look for other red
                     flags
                     like decreasing quality, changes to payment terms or incentives, long lead times (i.e.,
                     a
                     supplier may order its supplies only after an order comes in), fewer investments in
                     research or equipment, high executive turnover, layoffs, and so on.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Cost-Related Risks

            
            
            
            
               
               
               Financial risks include risks to the
                  organization’s solvency as well as financial risks of customers or suppliers. Market
                  volatility and the economy might be considered financial risks. Another type is the
                  risk of
                  nonpayment or late payment from customers. This can be mitigated using credit checks,
                  background checks like talking with the customer’s other suppliers, or use of safer
                  payment
                  terms and instruments. Inventory financial risks and cost control are discussed more
                  next.

               
               

            
            
            
            
               
               
               Inventory Risks and Supply
                  Chain Inventory Financing Solutions

               
               
               
               
                  
                  
                  Paying for inventory to be manufactured or buying inventory for resale
                     is a risk because it ties up working capital (current funds) and is an opportunity
                     cost
                     for organizations. For manufacturers, this opportunity cost is quite high since they
                     start
                     the cycle with raw materials and usually have a deep inventory commitment (but for
                     a
                     limited range of inventory). Wholesalers have wide risk due to more types of inventory
                     and
                     may have somewhat deeper risk if they need to take a position on seasonal inventories,
                     especially if powerful retailers require they have this inventory responsibility.
                     Retailers have even broader risk with even more products, but the risk is not deep.
                     It is
                     all about keeping high turnover levels. 

                  
                  
                  
                  Note that some supply chain inventory financing
                     solutions can be used to reduce the risk of supplier financial failure because the
                     timing
                     of payments to the supplier can be sped up. The third party, called a factor, pays
                     the
                     supplier immediately while setting up longer payment terms with the buyer.

                  
                  
                  
                  Inventory financing (called factoring) with the inventory used as collateral enables
                     organizations to free up working capital for other purposes. The amount of financing
                     that
                     is offered is based not only on the value of the inventory but also on inventory risks
                     such as the inventory carrying cost, the predicted duration that the inventory will
                     need
                     to be carried, and obsolescence risk. Organizations that have reliable records (e.g.,
                     blockchain records) and data to support likely sales rates will have an advantage
                     in
                     getting better financing rates and financing amounts.

                  
                  

               
               

            
            
            
            
               
               
               Cost Control versus Service Level Risks

               
               
               
               
                  
                  
                  Cost control while maintaining an acceptable service level has been a
                     main theme in this course. One risk is that cost cutting will be allowed to go to
                     the
                     point where it risks reducing the customer service level below the targeted level.
                     Another
                     risk related to unnecessary costs is one of complacency. Even systems that were optimized
                     when designed will grow less optimal over time as events, prices, demand, and so on
                     change. Periodic review and continuous improvement or transformation are needed.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Visibility-Related Risks

            
            
            
            
               
               
               Information visibility related to traceability is a regulatory requirement for some
                  heavily
                  regulated industries, such as pharmaceuticals, tobacco, aerospace, and nuclear power.
                  Even
                  in less regulated industries, visibility is becoming important. Information visibility
                  has
                  become an order qualifier for many business customers and consumers to the degree
                  that
                  failures in the ability to access real-time information related to business transactions
                  can
                  be a cause for an organization seeking more reliable partners. In addition, as new
                  features
                  become available, such as the ability to re-route shipments in transit, these features
                  also
                  become order qualifiers over time. A related risk is that as supply chains grow longer
                  and
                  more complex, visibility becomes more challenging to provide.

               
               
               
               Better visibility can reduce a number of risks:

               
               
               
               
                  
                  
                  	
                     
                     
                     Better production and transportation capacity data enables better planning.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Work-in-process and in-transit inventory visibility reduces uncertainty and risk to
                        inventory (e.g., perishable).

                     
                     

                  
                  
                  
                  	
                     
                     
                     Better visibility of actual demand and promotional activities between partners is
                        key
                        to reducing the bullwhip effect.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Internal order visibility for functional areas: the ability to track product while
                        it
                        is in the hands of other service providers identifies when customer service requirements
                        are and are not being upheld and provides faster reaction to issues (e.g., rerouting
                        shipments after an event such as risk of hostilities in the Red Sea).

                     
                     

                  
                  
                  
                  	
                     
                     
                     Visibility of supplier performance enables better supplier monitoring and control.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Product damage is known sooner and more reliably for better product consistency and
                        fewer surprises. 

                     
                     

                  
                  
                  
                  	
                     
                     
                     Tracking information necessary to make claims such as country of origin statements
                        or
                        to ensure other forms of import/export compliance is more reliable. 

                     
                     

                  
                  
                  
                  	
                     
                     
                     Targeted recalls become possible (e.g., to avoid a situation such as a GM ignition
                        switch recall that involved a part modification without changing the part number—not
                        traceable—requiring all potential vehicles to get the change).

                     
                     

                  
                  

               
               
               
               Common responses to demand variability include developing
                  sufficient visibility of actual customer demand, changing operations to be more pull
                  than
                  push, and becoming agile and able to flex capacity up and down to match demand. Measuring
                  customer service levels and polling customer satisfaction—and then acting on the
                  information—are ways logistics can reduce risks of lost customers or other issues
                  with
                  customer service.

               
               

            
            

         
         
   
      
         
         
         
         Identify and Implement a Risk
            Management Process and Strategies

         
         
         
         
            
            
            We discuss the risk management process as well as types of risk management strategies
               here.

            
            

         
         
         
         
         
            
            
            Risk Management Process

            
            
            
            
               
               
               The ASCM Supply Chain
                     Dictionary defines risk management as:

               
               
               
               
                  
                  The identification, assessment, and
                        prioritization of risks followed by coordinated and economical application of
                        resources to minimize, monitor, and control the probability and/or impact of
                        unfortunate events or to maximize the realization of opportunities.

                  

               
               
               
               Next we will explore ISO 31000 Risk Management—Risk Assessment Techniques and then
                  discuss a generic risk management process.

               
               

            
            
            
            
               
               
               ISO 31000

               
               
               
               
                  
                  
                  Organizations
                     can use the ISO 31000 standard to develop a comprehensive risk management process.
                     According to the ASCM Supply Chain Dictionary,
                     ISO
                        31000 is:

                  
                  
                  
                  
                     
                     A standard developed by the International Organization for Standardization (ISO) that
                           outlines principles and a set of guidelines to manage risk in any endeavor. The standard
                           includes guidelines for understanding risk, developing a risk management policy, integrating
                           risk management into organizational processes (including accountability and responsibility),
                           and establishing internal and external risk communication processes.

                     

                  
                  
                  
                  
                     
                     ISO 31000 Principles

                     
                     
                     
                     ISO 31000 follows a set of principles
                        that help develop and implement transparent and credible risk management
                        systems. These principles are the key to successful risk management. They
                        can be paraphrased as follows:

                     
                     
                     
                     
                        
                        	
                           
                           
                           Risk management adds value to the
                              organization and protects that value.

                           
                           

                        
                        
                        	
                           
                           
                           It is integral to the
                              organization’s operational and decision-making processes.

                           
                           

                        
                        
                        	
                           
                           
                           It unambiguously addresses
                              uncertainty in an orderly, structured, comprehensive, and well-timed
                              manner.

                           
                           

                        
                        
                        	
                           
                           
                           It makes use of the best
                              available information.

                           
                           

                        
                        
                        	
                           
                           
                           It is customized to the
                              organization and accounts for human and cultural factors.

                           
                           

                        
                        
                        	
                           
                           
                           It is inclusive of all
                              stakeholders, auditable, and transparent.

                           
                           

                        
                        
                        	
                           
                           
                           It has a cyclical framework that
                              allows for continual improvement, organizational learning, and
                              dynamic responsiveness to changing environments.

                           
                           

                        

                     
                     

                  
                  
                  
                     
                     ISO 31000 Framework

                     
                     
                     
                     The ISO 31000 framework, at a high level,
                        is an iterative process that starts with a board and executive-level mandate
                        and commitment toward risk management, starting with governance. This
                        mandate should be based on the ISO 31000 principles just mentioned. With
                        this in mind, the ISO 31000 framework starts with an area for leadership and
                        commitment, which provides guidance on designing, integrating, implementing,
                        evaluating, and improving the framework.

                     
                     
                     
                     This step leads to the customization and
                        design of the process framework, which is then implemented, monitored,
                        reviewed, and continually improved based on review results, which leads back
                        to further customization and design. In the implementation phase, the
                        framework contains a set of subprocesses that are also iterative, as shown
                        in Exhibit 8-18.
                        (Actual ISO process names differ slightly.)

                     
                     
                     
                     
                        Exhibit 8-18: ISO 31000 Process Framework for Implementation Phase[image: A flowchart illustrating the ISO 31000 risk management process, specifically for the implementation phase. Go to long description for more details.]
                     Go to long description.

                     
                     
                     

                  

               
               

            
            
            
            
               
               
               Generic Risk Management Process

               
               
               
               
                  
                  
                  Here are the basic steps in most risk management
                     processes:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Identify
                              and document risks. Document causes of known risks and their
                           relative impact and effect in a risk register (a worksheet that lists
                           all risks and has columns for various attributes). Note that a work
                           culture that avoids discussing problems will also have trouble with risk
                           identification.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Categorize
                              and prioritize risks. Categorizing risks helps put them into
                           groups that might be similarly addressed and ensures that risk
                           identification is comprehensive. Some organizations form separate risk
                           teams to deal with sets of broad risk categories, such as a team to deal
                           with frequent internal operational risks (e.g., supply, demand,
                           warehousing, transportation), another team for external risks (economic,
                           governance, etc.), and another for determining how to address natural
                           risks (flooding, droughts, weather). The latter two teams will likely be
                           more strategic and may meet less often. Qualitatively assess each risk
                           by its relative impact (both severity and time to recover) and
                           probability (likelihood of occurrence):

                        
                        
                        
                        [image: ../images/mathml_id17A29L002UI.png]
                        
                        
                        Exhibit 8-19
                           shows how this can be done as a heat map with levels 1 through 5 on each
                           scale. Multiplying the probability value by the impact value results in
                           a risk rating level (e.g., 5 x 5 = 25, for a risk rating range of 1 to
                           25 on this scale). A heat map such as the one shown may avoid these
                           calculations and instead use color coding or shading to indicate low,
                           medium, and high risk areas, which can help guide response procedures.
                           Organizations will set thresholds for risk levels based on their risk
                           appetite (e.g., risk-seeking or risk-averse). Urgency or other factors
                           such as time to recovery might also be used to rate a risk higher or
                           lower (e.g., a high probability but short time to recovery may be
                           acceptable). Note that a heat map is organization-specific. The risks
                           shown below are for example only.

                        
                        
                        
                        
                           Exhibit 8-19: Probability and Impact Matrix: Heat Map[image: This is a probability and impact matrix chart that categorizes various logistics risks based on their likelihood (probability) and the severity of their consequences (impact). Go to long description for more details.]
                        Go to long description.

                        
                        
                        
                        
                        For example, a capacity shortage is often high probability and high
                           impact, while border delays or port congestion might be moderate in both
                           categories, while minor traffic accidents would be low in both. When
                           rating risks, work to avoid common forms of bias that could lead to
                           incorrect evaluations. For example, confirmation bias is when one
                           heavily weights evidence confirming one’s current beliefs and ignores
                           opposite evidence. In another example, after a rare risk event occurs,
                           people may treat it as more likely (e.g., Toyota did not abandon Lean
                           due to earthquakes, but it does have some dual-sourcing arrangements
                           that are geographically diverse).

                        
                        

                     
                     
                     
                     	
                        
                        
                        Quantitatively
                              analyze risk if desired. The impact of a risk can also be put in
                           monetary terms. Using the same basic formula, the percentage probability
                           times the monetary impact results in an expected monetary value
                           (EMV):

                        
                        
                        
                        [image: ../images/mathml_id17A2AM00YHT.png]
                        
                        
                        A risk and
                           opportunity (R&O) analysis is a sum of the EMVs for all of the risks
                           and opportunities for a strategy or project. If the net sum is positive,
                           then the rewards outweigh the risks. Note that if there are business
                           investments or risk mitigation costs, then the formula becomes

                        
                        
                        
                        [image: ../images/mathml_id17A2AI0E0YK.png]
                        
                        
                        In the formula, net impact is the
                           impact plus the cost. Note that only costs that differ between the
                           alternatives are included.

                        
                        
                        
                        For an opportunity, this would be the
                           probability times the return after deducting the capital investment. For
                           a threat that involved purchasing insurance, it would be the probability
                           times the insurance cost, including the cost of the deductible. This
                           could be compared to the alternative of no insurance, which would be
                           probability times the potential loss. Note that we are not comparing the
                           cost of insurance with no risk event occurring to the cost of insurance
                           and that risk event occurring, since the percentage probability already
                           takes this “will it or won’t it happen” part of the analysis into
                           account. Whether or not to get insurance (or to invest in training,
                           etc.) at all is what is being decided. The size of the premium plus
                           deductible or other mitigation cost is a factor in whether or not this
                           is a cost-effective choice. Another type of quantitative analysis is to
                           model the situation using a sensitivity analysis or scenario.

                        
                        
                        
                        When a risk has a response cost or an
                           opportunity has an up-front cost, this can be factored into the
                           analysis. For example, establishing a formal partnership with a supplier
                           could result in an increase in revenues of US$10 million in the first
                           year in the best case, but in the worst case, it could bring in only
                           US$1 million that year. Assume also that there is a US$5 million
                           up-front investment. This cost is deducted from the impact prior to
                           multiplying it by the probability. If the net result is positive, then
                           it is an opportunity. If the net result is negative, then it is a threat
                           (negative risk). The formula for calculating an EMV when there is an
                           initial cost follows along with a continuation of the prior example:
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                        Pick a risk
                              management strategy (risk response). There are four basic risk
                           management strategies (also called risk responses): accept, avoid,
                           transfer, and mitigate.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Develop
                              preventive and contingent action plans. Preventive action plans
                           avoid, transfer, or mitigate a risk before it occurs. Contingent action
                           plans identify what to do to get back up and running after a risk event
                           occurs. These plans may need a dry run much like a fire drill. Both
                           preventive and contingent plans are needed.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Get funding and assign roles. Both preventive and contingent
                           action plans require funding and assignment to specific individuals.
                           There may also be a general fund for unknown risks.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Implement
                              preventive action plans. These are often implemented as projects
                           with their own plans, goals, success measures, and management. For
                           example, this could be building a centralized warehouse for
                           unpredictable demand items so decentralized capacity will be available
                           for high-demand items.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Regularly
                              monitor risk and meet to review risk and risk response status,
                              applying control as needed. Identify new risks, changes in
                           probability or impact, and the status/efficacy of responses, updating
                           reports as required. Some risks will be irrelevant and can be removed
                           from the risk register. This way the register remains a living document.
                           For risks that have increased in priority or for responses that are
                           considered not effective enough, the team will need to form action plans
                           to ensure that monitoring is followed up by controlling.

                        
                        

                     
                     

                  
                  
                  
                  This risk management process weighs the
                     probability against the impact so that the response should not cost more than
                     the risk itself would have. However, this decision is not just about wise use of
                     risk response resources. Many complex factors come into play, including legal,
                     regulatory, liability, contractual, or industry requirements that may supersede
                     cost. Nevertheless, it is vital to understand that there is a trade-off between
                     the cost of the risk and the cost of preventing the risk. For example, if
                     management wants to reduce the risk of a stockout for a top-selling item, safety
                     stock can be added to the distribution channel. Then the trade-off decision is
                     to determine how much the organization is willing to pay in extra inventory
                     carrying costs to offset this risk. The organization will analyze performance
                     objectives, financial goals, channel capacities, and market positioning. This
                     brings us back to the efficient frontier concept (the reward has to be promising
                     enough to accept the risk) as discussed elsewhere.

                  
                  
                  
                  Risk is related to the uncertainty of the outcome of a business strategy,
                     process, or event. As the risk increases, the potential for financial loss also
                     increases. In general, organizations and individuals will tend to accept higher
                     risk only when the potential for the reward is also higher.

                  
                  
                  
                  Therefore, in general, if the cost of the response is greater than the
                     risk-adjusted cost of the risk (the EMV), the best response will be to accept
                     the risk or avoid doing the activity that generates the risk. Transfer is also
                     an acceptable response in the case of commonly insured risks, as these low
                     probability, high impact risks are often so disruptive and costly that insurance
                     is purchased anyway. (However, the level of coverage versus premiums and
                     deductibles can be assessed.) An example of when avoidance is the best
                     alternative is if the organization is considering adding geographically
                     diversified redundant suppliers so if one has an issue you can avoid that issue
                     by switching quickly to a different supplier. If the cost outweighs the benefits
                     after the probability of occurrence is factored in, it will not be a good
                     strategy. Instead, the organization may need to get creative, such as having
                     several suppliers each provide a portion of the high-demand items or logistics
                     services, with contracts to increase supply by a certain percentage within a
                     given time period to guard against losing one of them. A few flexible suppliers
                     might be contracted to provide a whole range of low-demand products if need
                     arises.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Risk Management Strategies

            
            
            
            
               
               
               Risk management strategies are the
                  responses that an organization has available to address a specific identified and
                  prioritized risk. These responses need to be cost effective, meaning that the cost
                  of the response should not be greater than the cost of the risk event if it occurs.
                  Therefore, each of the following responses has its proper place and time:

               
               
               
               
                  
                  
                  	
                     
                     
                     
                        
                           Accept.
                           
                        The ASCM Supply Chain Dictionary defines
                           risk acceptance as: “A decision to take no action to deal with
                              a risk or an inability to format a plan to deal with the risk.”
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Avoid.
                           
                        The ASCM Supply Chain Dictionary defines
                           risk avoidance as: “Changing a plan to eliminate a risk or to
                              protect plan objectives from its impact.” Not performing the risky activity is the easiest way to avoid its
                           related risks.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Transfer.
                           
                        This
                           involves having another party assume parts of the risk, for example, by
                           buying insurance or contractually obligating a business partner to
                           assume liability.
                        

                     
                     

                  
                  
                  
                  	
                     
                     
                     
                        
                           Mitigate.
                           
                         The ASCM Supply Chain Dictionary defines
                           risk mitigation as: “Reducing exposure to risk in terms of
                              either its likelihood or its impact.” Mitigation involves lessening the probability or impact of the risk,
                           such as by investing in training, redesigning processes, building
                           redundant facilities, hedging, or risk pooling.
                        

                     
                     

                  
                  

               
               
               
               The accept strategy is best for low probability, low impact risks (i.e., low
                  priority) or for risks that have no cost-effective solution. Avoid, transfer, and
                  mitigate are often used for high impact risks of low or higher probabilities. For
                  example, if a supplier’s facility is at risk of flooding, doing nothing is not
                  recommended, but one could avoid, such as by relocating operations out of the flood
                  zone (e.g., new supplier). The supplier could transfer, such as by getting flood
                  insurance, or the supplier could mitigate, such as by investing in a flood defense
                  system. A combination of these options could be promoted as a package. A contingency
                  plan to switch suppliers quickly could also be created, which would defer the high
                  costs of switching providers involved in the avoid strategy.

               
               

            
            

         
         
         
         
            
            
            Risk Response Examples

            
            
            
            
               
               
               Some general responses to risk
                  can address many risks simultaneously. These include building redundancy, investing
                  in visibility, and packaging goods properly.

               
               

            
            
            
            
               
               
               Redundancy

               
               
               
               
                  
                  
                  Building redundancy involves having the same
                     capabilities at multiple facilities, having two or more pieces of the same
                     equipment, or having more than one warehouse that can serve a given market
                     within an acceptable service time frame. Other examples of redundancy
                     include:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Diversification of suppliers by supplier category (multisourcing)

                        
                        

                     
                     
                     
                     	
                        
                        
                        Inventory buffering

                        
                        

                     
                     
                     
                     	
                        
                        
                        Alternative transportation routes

                        
                        

                     
                     
                     
                     	
                        
                        
                        Regional manufacturing facilities

                        
                        

                     
                     
                     
                     	
                        
                        
                        Near sourcing

                        
                        

                     
                     

                  
                  
                  
                  Redundancy can be more effective when it also involves geographic
                     diversification. This way one natural disaster will be less likely to destroy
                     both assets. However, redundancy is expensive. The cost of the redundancy can
                     make a system less than optimal very quickly. The amount of risk that redundant
                     assets reduce can be quantified and compared to the assets’ cost. Only
                     redundancy that has greater benefits than costs should be maintained. In some
                     cases, redundancy can be supplied by investing in multi-use equipment, equipment
                     that can be changed over, using multi-skilled workers, and so on. Similarly, two
                     warehouses can be established to serve different markets primarily but be
                     backups to each other. This can sometimes provide the benefits of redundancy
                     with lower costs. A similar innovative solution may be to negotiate a
                     cross-redundancy arrangement with another supply chain, for example, agreeing to
                     share DC space in emergency situations.

                  
                  

               
               

            
            
            
            
               
               
               Visibility

               
               
               
               
                  
                  
                  Visibility can help in avoiding or mitigating many
                     risks, especially supply and demand risks. Also, having a process and culture
                     that encourage communicating bad news sooner rather than later will make many
                     risk responses more effective. Visibility will be accomplished using data
                     sharing among partners, linked information systems such as control towers, or
                     supply chain event management systems. For example, a control tower can gather
                     logistics data from multiple systems and provide control and exception
                     management vital for visibility, such as to identify potential operational
                     failures and promote proactive corrective actions (e.g., reroute a container
                     mid-transit). Another example is a freight visibility platform (FVP), which
                     provides multiple supply chain participants (shippers, carriers, 3PLs,
                     customers, etc.) with a single portal to view data on load tracking, exceptions,
                     process status, electronic logging device data, and GPS data so everyone has
                     access to the same information. Such tools provide real-time information on
                     freight milestones and can filter views to allow multiple parties to collaborate
                     on exceptions. When communications are not automatic, communication policies
                     will need to play a big role in encouraging people to share bad news, like early
                     detection of a late shipment, or to communicate plans and tactics, such as about
                     an intended sales promotion.

                  
                  

               
               

            
            
            
            
               
               
               Packaging

               
               
               
               
                  
                  
                  Product damage can result from vehicle or
                     unloading equipment operator incidents, poor freight-handling procedures, or
                     equipment being loaded improperly. It can also occur from automated systems such
                     as conveyor belts or cranes. In other cases, damage can be caused during the
                     normal operation of a vehicle, such as a bumpy rail journey or cargo breaking
                     loose inside a container during a storm at sea.

                  
                  
                  
                  Packaging is a primary response to the risk of
                     damage and therefore qualifies as an “avoid” strategy. It prevents problems
                     rather than requiring expensive freight claims, claims administration, and
                     returns and resupply. Failure to properly pack cargo limits the carrier’s
                     liability and so could result in freight claims not being paid.

                  
                  
                  
                  Industrial packaging includes pallets and
                     cardboard, shrink-wrap, edge protectors, bubble wrap, plastic bags, desiccants,
                     packing peanuts, and so on to prevent obvious or concealed damage to inventory.
                     It also includes methods of securing freight inside trucks or containers.
                     Boards, blocking, and cleats can be used to brace a load against the walls and
                     ceiling. Air bags can be used to fill empty spaces.

                  
                  
                  
                  Packaging can also be used to deter theft.
                     While commercial packaging is often part of a marketing plan, industrial
                     packaging should be generic and nondescript to provide no clues to would-be
                     thieves as to the value or nature of the goods being shipped.

                  
                  
                  
                  The needs of various stakeholders should be
                     taken into account when designing protection and access into industrial
                     packaging. Packaging for customs requires that customs have easy access to the
                     goods being transported. Often this means minimizing packaging or designing
                     packaging that can be opened for inspection and then resealed. Digital
                     photographs may also be used to properly identify packaged contents.

                  
                  
                  
                  The labeling on packaging can also be used to avoid risks. For example, including
                     a pictograph showing how to safely attach a lifting sling for a product that
                     will be lifted by a crane can help avoid the risk of the load falling from
                     height.

                  
                  
                  
                  In addition to packaging, training programs can
                     help reduce risks related to handling, use of reliable and maintained equipment
                     reduces handling risk, vehicle data can collect information on driver speed,
                     mishandling detectors can be placed in packages, and carrier damage performance
                     measures can be used to determine which carriers to continue using. For example,
                     accelerometers can be placed inside containers to measure the level of impact
                     from loading and unloading procedures.

                  
                  

               
               

            
            

         
         
   
      
         
         
         
         Identify and Use Security Measures for
            Mitigating Risk

         
         
         
         
            
            
            This area looks at cybersecurity measures, physical
               security measures, traceability, and blockchain technology.

            
            

         
         
         
         
         
            
            
            Cybersecurity Measures

            
            
            
            
               
               
               IT requires robust security due to the numerous cyber threats that
                  exist. Maintaining certain standards for cybersecurity may be a regulatory requirement
                  in
                  certain jurisdictions, and it also creates reputation and liability risks for the
                  organization in the event of a breach of personally identifiable information. It can
                  also be
                  a cause of trade disruption. For example, a ransomware attack shut down a key U.S.
                  East
                  Coast pipeline in May of 2021. In 2024, a ransomware attack on a Swedish logistics
                  company,
                  Skanlog, the distributor for the monopolized state-owned liquor retailer in that country,
                  resulted in liquor store shelves having severe shortages. 

               
               
               
               Cybersecurity includes basic measures such as role-based access, use of passwords
                  and
                  password standards, multi-factor authentication, firewalls, continuous backups, audit
                  trails, encryption, measures to protect personally identifiable information (PII),
                  and
                  comply with regulations such as the EU General Data Protection Regulation (GDPR),
                  and much
                  more.

               
               
               
               Cyber insurance is one option for addressing
                  cybersecurity risks. This form of coverage is basically a type of trade disruption
                  coverage.
                  The impact of cyber risks on suppliers and customers one or more tiers out may also
                  need to
                  be considered when negotiating this type of insurance.

               
               
               
               Cybersecurity is
                  especially complex for supply chains since they integrate with numerous partners,
                  creating
                  more attack vulnerabilities. At the highest level of supply chain maturity, the orchestrated
                  supply chain, the expectation related to cybersecurity is that comprehensive standards
                  for
                  cybersecurity are followed by all partners. Organizations can rely on standards, such
                  as ISO
                  27001: Information security, cybersecurity, and privacy, NIST 800-53: Security and
                  privacy
                  controls for information systems and organizations, or Cybersecurity Maturity Model
                  Certification (CMMC). Another way supply chains can get all parties on board is to
                  agree to
                  use a common security framework. We explore ISO 27001, the NIST Cybersecurity Framework,
                  and
                  the MITRE ATT&CK® framework more next.

               
               

            
            
            
            
               
               
               ISO 27001 

               
               
               
               
                  
                  
                  ISO 27001 Information security, cybersecurity, and privacy protection—Information
                     security management systems—Requirements is an international standard for information
                     security that addresses the management requirements for designing, planning, implementing,
                     maintaining, and continuously improving the organization’s information security management
                     system. The goal is to help organizations better secure their information assets.
                     Organizations can seek certification to this standard from an accredited certification
                     body following a successful audit.

                  
                  

               
               

            
            
            
            
               
               
               NIST Cybersecurity Framework

               
               
               
               
                  
                  
                  The National Institute of Standards and Technology
                     (NIST) is a U.S. government agency and a contributing member of the ISO. The NIST
                     Cybersecurity Framework, version 2.0 (2024), has been well accepted in the U.S. and
                     internationally as a foundation for developing cohesive cybersecurity processes and
                     policies intended to provide information systems with resilience. The framework outlines
                     cost-effective best practices that can be tailored to the need and properly prioritized.
                     The 2.0 version adds supply chain specific features. The framework includes:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        A framework
                              core. The core presents cybersecurity activities called functions, their
                           expected outcomes divided into categories (e.g., for the “protect” function, one is
                           identity management, authentication, and access control) and subcategories (e.g.,
                           “Identity assertions are protected, conveyed, and verified.”), plus online
                           implementation examples and informative references (e.g., relevant standards). Exhibit 8-20 shows how these
                           functions operate as a cyber risk management life cycle.

                        
                        
                        
                        
                           Exhibit 8-20: NIST Cybersecurity Framework Core[image: This image illustrates the core functions of the NIST Cybersecurity Framework. The cycle consists of six stages arranged in a circular flow: Govern, Identify, Protect, Detect, Respond, and Recover.]
                        
                        
                        
                        
                        
                           
                           	
                              
                              
                              Govern: Business context, cybersecurity risk management strategy, roles,
                                 responsibilities, policy, and oversight

                              
                              

                           
                           
                           	
                              
                              
                              Identify:
                                 Organizational asset and supplier understanding, improvement opportunities, and
                                 risk identification

                              
                              

                           
                           
                           	
                              
                              
                              Protect:
                                 Preventive and mitigative controls including training and maintenance

                              
                              

                           
                           
                           	
                              
                              
                              Detect:
                                 Continuous monitoring and timely anomaly detection and related processes

                              
                              

                           
                           
                           	
                              
                              
                              Respond:
                                 Containing effects of incidents and planning and communicating responses and
                                 improvements

                              
                              

                           
                           
                           	
                              
                              
                              Recover:
                                 Plans for resilience and recovery after failures

                              
                              

                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        A set of
                              implementation tiers. These are maturity levels for implementation of
                           cybersecurity that go from partial, to risk-informed, to repeatable, to adaptive.

                        
                        

                     
                     
                     
                     	
                        
                        
                        A framework
                              profile. This area provides guidance on generating a cybersecurity road map
                           aligned with the given industry, organizational strategy, best practices, and legal
                           or
                           regulatory requirements. An organization with several supply chains may have separate
                           road maps per chain. The profile includes an “as is” and a “to be” state for gap
                           analysis.

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               MITRE ATT&CK® Framework

               
               
               
               
                  
                  
                  The MITRE Adversarial Tactics, Techniques, and Common Knowledge (MITRE
                     ATT&CK®) framework is a curated framework
                     that categorizes adversary behavior and maps out the life cycle of cyber attacks.
                     It
                     provides a common frame of reference for types of attacks and presents related
                     defenses.

                  
                  
                  
                  The categories of adversary tactics that follow are
                     useful to understand the life cycle of an attack: 

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Resource development: Developing the ability to command and control attacks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Reconnaissance

                        
                        

                     
                     
                     
                     	
                        
                        
                        Initial access (e.g., phishing)

                        
                        

                     
                     
                     
                     	
                        
                        
                        Execution

                        
                        

                     
                     
                     
                     	
                        
                        
                        Persistence: Trying to stay in the system 

                        
                        

                     
                     
                     
                     	
                        
                        
                        Privilege escalation: Getting higher levels of access 

                        
                        

                     
                     
                     
                     	
                        
                        
                        Defense evasion: Detection avoidance 

                        
                        

                     
                     
                     
                     	
                        
                        
                        Credential access: Stealing user IDs and passwords

                        
                        

                     
                     
                     
                     	
                        
                        
                        Discovery: Determining what they can control

                        
                        

                     
                     
                     
                     	
                        
                        
                        Lateral movement: Gaining access to other systems

                        
                        

                     
                     
                     
                     	
                        
                        
                        Collection: Determining what data to steal

                        
                        

                     
                     
                     
                     	
                        
                        
                        Command and control: Using seemingly normal traffic to communicate with the
                           compromised network

                        
                        

                     
                     
                     
                     	
                        
                        
                        Exfiltration: Data theft

                        
                        

                     
                     
                     
                     	
                        
                        
                        Impact: A malicious attack such as ransomware

                        
                        

                     
                     

                  
                  

               
               

            
            

         
         
         
         
            
            
            Physical Security Measures

            
            
            
            
               
               
               Physical security needs to be applied to transportation, warehousing, information,
                  and
                  logistics employees and contractors. Are all of the basics covered? Are doors and
                  containers
                  kept locked and fences secure? Do people have to badge in? Lax security procedures
                  or lax
                  enforcement of policy endanger not only theft, but counterfeiting, smuggling, illegal
                  border
                  crossing, and terrorism. Physical security also supports information security. In
                  addition
                  to cybersecurity, any physical paperwork in use for logistics also needs to be secured.
                  It
                  is important that only authorized individuals have knowledge of the contents of shipments
                  or
                  what is currently in inventory. Similarly, mobile devices and IT hardware assets need
                  physical security measures. 

               
               
               
               Physical security needs to address the following areas:

               
               
               
               
                  
                  
                  	
                     
                     
                     Secure zones of a facility

                     
                     

                  
                  
                  
                  	
                     
                     
                     Entry controls

                     
                     

                  
                  
                  
                  	
                     
                     
                     Equipment security

                     
                     

                  
                  
                  
                  	
                     
                     
                     Utilities security

                     
                     

                  
                  
                  
                  	
                     
                     
                     Audits and regular reviews of security

                     
                     

                  
                  

               
               
               
               Physical security needs to include preventive measures such as preemployment background
                  checks and staff training on security procedures. Checks and balances are also vital,
                  such
                  as supervisor approval for certain transactions to prevent fraud. Physical security
                  can rely
                  on technologies such as the internet of things (IOT), telemetry, radio frequency
                  identification (RFID), smart cards, or blockchain for chain-of-custody assurance.
                  Transportation security and warehouse security are discussed more next.

               
               

            
            
            
            
               
               
               Transportation Security

               
               
               
               
                  
                  
                  Transportation security should involve security procedures such as validating driver
                     credentials when tendering loads as well as technology solutions such as GPS systems,
                     geofencing technology, and IOT systems that can detect when container doors have been
                     opened, whether cargo is present, or if container locks/seals have been tampered with.
                     Geofences are GPS trackers that provide an immediate alert to the logistics professional
                     if a vehicle goes outside of a specific transportation zone. IOT devices can also
                     be
                     stored in the cargo so as to create a notification if light is detected in the payload
                     area when it should be sealed and dark (temperature sensors can also be used to detect
                     if
                     doors are opened). Rapid response is required when security exceptions are detected
                     or the
                     information will have little value in preventing thefts. 

                  
                  
                  
                  In addition, organizations can join cargo theft data-sharing networks such as CargoNet
                     or
                     the Pharmaceutical Cargo Security Coalition. All collected data should be used to
                     create
                     an audit trail for chain-of-custody purposes and to enable machine learning and analytics
                     on loss rates to develop security profiles for efficient and effective deployment
                     of
                     security assets.

                  
                  
                  
                  Thieves can be quite sophisticated when it comes to the
                     theft of trucks or trailers. Often they will steal trailers or they will steal a truck
                     and
                     a trailer but transfer the trailer to another truck to reduce the risk of it being
                     tracked. They may also have their own warehouses for storage. Another tactic in the
                     age of
                     remote location services is to steal a truck and leave it unattended on a roadside
                     to see
                     if anyone shows up to claim it. If it is not disturbed, they then deduce that the
                     truck is
                     not being tracked and drive off with it. Would-be thieves will also take pictures
                     and
                     “case” facilities and test their security defenses, so apparent false alarms may not
                     be
                     false alarms at all but a criminal probing the defenses of a facility.

                  
                  
                  
                  In addition to protecting against loss of goods,
                     transportation security needs to look out for the vehicles and drivers. Policy should
                     always put the driver’s safety first, such as by not offering any resistance.

                  
                  
                  
                  Security responses for parked vehicles include locking
                     them and securing vehicle keys away from the vehicles. The vehicles themselves can
                     also be
                     secured, such as by using solid doors rather than doors with windows in the back and
                     having a bulkhead between the driving area and the cargo. For trucks with detachable
                     trailers, a kingpin lock can prevent the trailer from being attached to a truck, as
                     shown
                     in Exhibit 8-21. Air
                     brake valve locks prevent the brakes from being disengaged. Security systems with
                     cameras,
                     vehicle immobilization, and satellite or mobile tracking are also best practices.
                     

                  
                  
                  
                  
                     Exhibit 8-21: Kingpin Lock Attached to a Trailer’s Kingpin[image: Close-up of a fifth wheel kingpin lock mechanism attached to the underside of a trailer.]
                  
                  
                  
                  
                  For on-the-road safety, one response is to load trucks
                     on trains for parts of a journey (particularly in countries with a high risk of
                     hijacking), especially when the driver’s sleep time can be scheduled during the piggyback
                     part of the trip. This reduces the risk of driver fatigue and the risk of noncompliance
                     with laws on drivers’ hours of operation. Other responses include traveling in convoys,
                     changing routes, keeping vehicles moving as much as possible, using safer routes or
                     alternate modes of travel, and contacting the police rather than offering roadside
                     assistance for stalled vehicles. Security may also involve doing some research on
                     the
                     types of goods a given carrier transports. For example, one truck containing shampoo
                     was
                     hijacked and then left on the roadside with its load intact because the thieves were
                     expecting to find flat-screen TVs, which was another common load for the same carrier.
                     If
                     you are moving goods with high street value, you can use non-descriptive packaging
                     or
                     opaque shrink-wrap.

                  
                  

               
               

            
            
            
            
               
               
               Warehouse Security

               
               
               
               
                  
                  
                  Warehouse security requires secure zones, entry
                     controls, equipment security, utilities security, and regular reviews and audits as
                     mentioned earlier. High-intensity lighting around dock areas and motion detectors
                     throughout the warehouse are best practices. Exhibit 8-22 shows a secure
                     fence that includes a camera and motion detector system. Warehouse security is a necessary
                     protection against pilferage, which could be perpetrated by unknown criminals or
                     opportunists or by workers or drivers. For this reason, security depends almost as
                     much on
                     having a proper set of checks and balances as it does on physical barriers such as
                     fences
                     and gates or cages and restricted areas. Exhibit 8-23 shows a
                     restricted area warning sign. Regular warehouse security audits, such as CTPAT compliance
                     in the U.S., can greatly reduce warehouse risks.

                  
                  
                  
                  
                     Exhibit 8-22: Secure Fence with Camera and Motion Detector[image: Security fence with barbed wire at the top and surveillance cameras mounted on a pole, positioned to monitor the perimeter.]
                  
                  
                  
                  
                  
                     Exhibit 8-23: Restricted Area Warning Sign[image: Red ‘Restricted Area’ sign with white text indicating ‘Authorised persons only.’ The sign features a no-entry symbol with a hand and warns that unauthorized presence constitutes a breach of security.]
                  
                  
                  

               
               

            
            

         
         
         
         
            
            
            Product Traceability and Configuration Management

            
            
            
            
               
               
               Product traceability refers to
                  the ability to provide a chain of custody for a product and its components or ingredients.
                  Traceability tracks a product’s source materials and the finished good itself by their
                  national origin and production facility, through each point of distribution, possibly
                  to the
                  specific final customer.

               
               
               
               The ASCM Supply Chain Dictionary
                  defines these terms as follows: 

               
               
               
               
                  
                  Traceability.
                     1) The attribute allowing the ongoing
                        location of a shipment to be determined. 2) The registering and tracking of parts,
                        processes, and materials used in production, by lot or serial
                        number.

                  
                  Configuration management. The ability to manage product data for the life cycle of the product or service with
                        a high level of data integrity to ensure product quality and conformance, as well
                        as efficient operations. This also facilitates an efficient change management and
                        notification process and allows for access to product data.

                  

               
               
               
               Configuration management along with the related processes of
                  configuration audit and configuration control can ensure that product engineering
                  specifications or product versions are properly maintained and distributed to the
                  necessary
                  parties so everyone is working from the same version. Product traceability and configuration
                  management software exists, and one feature is often a change control system with
                  related
                  approvals.

               
               
               
               In some cases, traceability and related documentation requirements have been developed
                  by
                  organizations and their requirements apply to a given type of supply chain. Let’s
                  look at a
                  pharmaceutical supply chain. There are supra-national organizations such as the World
                  Health
                  Organization (WHO) or the European Medicines Agency (EMA) as well as national bodies
                  such as
                  the U.S. Food and Drug Administration (FDA) or the U.K. Medicines and Healthcare Products
                  Regulatory Agency (MHRA) that apply to these supply chains. There are many more examples
                  just in this industry. Such regulations typically require thorough documentation of
                  the
                  chain of custody or audit trail of drugs. Supply chains are affected in the documentation
                  and information that must accompany pharmaceutical products as they move from company
                  to
                  company, including distribution centers and carriers. Documentation of temperatures
                  must
                  also be provided regarding cold storage for items that need to be kept refrigerated,
                  for
                  example, certain foods and vaccines. 

               
               
               
               The EU Falsified Medicines Directive introduced
                  harmonized measures to combat drug falsifications, to promote assurance that drugs
                  are safe,
                  and to help rigorously control the distribution process of drugs. An example is the
                  inclusion of a product code, a national reimbursement number, an identification number,
                  a
                  batch number, and an expiration date as part of the unique identifier. This helps
                  patient
                  safety by facilitating recall, withdrawal, and return procedures and is paired with
                  pharmaceutical manufacturer vigilance. To reduce the chances that a serial number
                  can be
                  guessed by falsifiers, the serial number itself is subjected to specific randomization
                  rules.

               
               
               
               Traceability and configuration management are enabled by technology systems such as
                  some
                  types of barcodes, radio-frequency identification (RFID), global positioning systems
                  (GPS),
                  blockchain, and information systems such as transportation and warehouse management
                  systems
                  (TMS and WMS). 

               
               
               
               Product traceability and configuration management

               
               
               
               
                  
                  
                  	
                     
                     
                     Reduce the size of product recalls to just those
                        items affected rather than having to expand the recall (and customer anxieties)

                     
                     

                  
                  
                  
                  	
                     
                     
                     Differentiate goods when region-specific bans on
                        goods are put in place in response to contamination or food-borne disease epidemic
                        risks

                     
                     

                  
                  
                  
                  	
                     
                     
                     Assist compliance audits, such as when verifying a
                        claim that milk is free from bovine growth hormones as advertised

                     
                     

                  
                  
                  
                  	
                     
                     
                     Provide evidence that conflict minerals were not
                        used

                     
                     

                  
                  
                  
                  	
                     
                     
                     Help with compliance with free trade zone
                        agreements and labels related to certificates of origin

                     
                     

                  
                  
                  
                  	
                     
                     
                     Assist with customs inspections

                     
                     

                  
                  
                  
                  	
                     
                     
                     Help establish a chain of custody for sensitive
                        goods as they move between countries and supply chain points so that each stage and
                        the
                        specific parties involved in the journey can be on record. Going a step beyond this
                        is a
                        chain of identity, which is used in the pharmaceutical industry to provide
                        bi-directional traceability. Blockchain may be used to ensure that these and other
                        records can be securely created at multiple points in the supply chain. An auditable
                        chain of custody is important to control counterfeits, to detect pilferage, and to
                        prove
                        safety compliance.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Enable franchised excess and obsolete (E&O) dealers to offer guaranteed product
                        traceability. E&O organizations buy up excess or obsolete inventory and then sell
                        it
                        to suppliers if demand returns. Requiring this traceability can reduce the risks of
                        counterfeits being introduced.

                     
                     

                  
                  

               
               
               
               Traceability that is tech-enabled to allow for automation and is still affordable
                  by supply
                  chain participants were key goals of the FDA’s New Era of Smarter Food Safety blueprint
                  to
                  help organizations move away from paper-based systems in the food supply chain. 

               
               
               
               Product traceability and configuration management also
                  affect trade agreements such as free trade zones. These agreements provide special
                  benefits
                  for goods originating within the trade zone country but have limits on the number
                  of
                  components or ingredients that can come from outside the zone. Tracing the national
                  origins
                  of product components may be necessary.

               
               

            
            

         
         
         
         
            
            
            Blockchain Technology

            
            
            
            
               
               
               
               When combined with IOT, sensors, and GPS, technology such as
                  blockchain can provide a reliable and secure method of tracking goods movements and
                  status.
                  Blockchain is defined in the ASCM Supply Chain Dictionary as follows:

               
               
               
               
                  
                  A continuously growing list of records, called
                     blocks, which are linked and secured using cryptography. Each block typically contains
                     a
                     cryptographic hash of the previous block, a timestamp, and transaction data. The data
                     in
                     any given block cannot be altered retroactively without the alteration of all subsequent
                     blocks, inherently making it resistant to modification.

                  

               
               
               
               Note that a cryptographic hash is a string of
                  numerical data that serves as a compressed version of related data. Note also from
                  the
                  definition that it is nearly impossible to alter information once it has been entered.
                  This
                  is because the list of records, or ledger, is distributed among the participants and
                  all of
                  the versions need to agree with one another. Once a transaction is recorded as a block,
                  it
                  contains a linked record to all other sequences that occurred in the same chain prior
                  to the
                  creation of that block. The systems use complex cryptography and networking rules
                  to make
                  this happen without needing to rely on an independent third party.

               
               
               
               Blockchain can provide a number of benefits for track and trace,
                  including

               
               
               
               
                  
                  
                  	
                     
                     
                     Reliable evidence of transfer of goods between
                        parties (immutable and irrefutable), which in turn creates a chain of custody for
                        goods
                        and their source materials such as for freight payment resolution, product safety,
                        product recalls, or country-of-origin evidence

                     
                     

                  
                  
                  
                  	
                     
                     
                     Automated capture and distribution of reliable
                        data from IOT devices, such as temperature records of a refrigerated truck for cold
                        chain operations

                     
                     

                  
                  
                  
                  	
                     
                     
                     Preventing insertion of counterfeits into the
                        network by validating serial number authenticity

                     
                     

                  
                  
                  
                  	
                     
                     
                     Blockchain allows all parties to see all relevant and authorized transactions. For
                        example, if an international carrier and exporter execute a transaction, these parties
                        as well as the insurance company, freight forwarder, importer, importer’s bank, and
                        exporter’s banks can see the transaction.

                     
                     

                  
                  

               
               
               
               Increased traceability may be of particular use in
                  food production and sales industries, as it may enable faster issue and product
                  identification associated with recalls, thereby reducing the impact of recalls overall.

               
               
               
               Blockchain has also enabled the use of smart contracts. The ASCM Supply Chain Dictionary defines a
                  smart contract as follows:

               
               
               
               
                  
                  A self-executing contract with the terms
                        of an agreement between a buyer and a seller written into lines of blockchain code.
                        These contracts use technology to automatically ensure that contract terms are met.
                        If a new action, transaction, or other information is added to the blockchain—or
                        decentralized digital ledger of the agreement—that does not match the terms of the
                        agreement already included in the blockchain, the information will be rejected, thus
                        ensuring that all parties adhere to the contract.

                  

               
               
               
               Properly implemented, blockchain should not only
                  increase traceability through the supply chain but also increase the efficiency of
                  transaction execution, reducing costs overall. Increased transactional efficiency
                  may be
                  especially applicable to transactions where ownership of goods and assets is transferred
                  between parties since the parties in the supply chain cannot necessarily trust one
                  another
                  and are unwilling to disclose information. For example, in a smart contract, payment
                  would
                  be automatically processed once all the contract conditions are satisfied. The challenge
                  is
                  to prove that an automated contract is being fulfilled properly so it can be closed.
                  Potential ways to do this include geofencing enabled by IOT or physical scanning of
                  bills of
                  lading. Solutions often need to be customer- or supplier-specific. 

               
               
               
               Investment and research into blockchain applications
                  is ongoing. The Maersk and IBM blockchain platform Tradelens was proven to be a viable
                  system, but this operation was closed due to insufficient commercial buy-in to the
                  network.

               
               

            
            

         
         
   
      
         
         
         
         Transfer Risk Using Insurance

         
         
         
         
            
            
            Insurance is a complex subject, with multiple types and coverages that
               may or may not apply in different circumstances. Organizations must select the right
               coverages to protect against loss.

            
            

         
         
         
         
         
            
            
            Insurance Basics

            
            
            
            
               
               
               Insurance can be complex. Proper expertise is needed to
                  obtain the right amount and types of insurance, with the right clauses, for property,
                  cargo,
                  assets, liabilities, personnel, and operations.

               
               
               
               The amount obtained needs to be measured against risk levels
                  using tools such as expected monetary value to make sure that the cost of insurance
                  premiums
                  is neither too little nor too much. Too much means that you are spending more money
                  on
                  insurance than the risk-adjusted cost of the issue warrants. Of course, having too
                  little
                  insurance means that the organization may be accepting some risk inadvertently.

               
               
               
               Moreover, having insurance does not insulate the
                  organization from many administrative costs, such as the cost of making freight claims
                  and
                  seeing them through to their conclusion. Getting payment is not guaranteed, and there
                  can be
                  lengthy delays where the organization has to bear this cost. Getting settlement can
                  be
                  especially difficult when working with international carriers or organizations.

               
               
               
               There are two major ways to insure against loss along with
                  a hybrid of the methods:

               
               
               
               
                  
                  
                  	
                     
                     
                     The main method of insurance is
                        risk transfer, or the transfer of risk to a third party, usually an insurance
                        company.

                     
                     

                  
                  
                  
                  	
                     
                     
                     The other main method is called
                        self-insurance, and this is a risk retention strategy that requires setting aside
                        a
                        large amount of money in a fund. It is sometimes used by very large importers who
                        ship
                        low-value goods and can absorb a certain amount of loss.

                     
                     

                  
                  
                  
                  	
                     
                     
                     A mixed approach does a bit of
                        both, such as by setting high deductibles.

                     
                     

                  
                  

               
               
               
               International insurance is even more complex than its
                  domestic counterpart, but logistics professionals are often responsible for obtaining
                  it for
                  cargo. Since cargo insurance is such a large part of logistics, this is addressed
                  in more
                  detail. An overview of other types of insurance follows the discussion of cargo
                  insurance.

               
               

            
            

         
         
         
         
            
            
            Cargo Insurance

            
            
            
            
               
               
               Domestic terms or Incoterms®
                  trade terms may assign responsibilities for insuring freight. For example, the Incoterm
                  2020
                  CIF (Cost, Insurance and Freight) specifies that the seller pays main carriage and
                  insurance, which takes the form of a transferable marine insurance policy of the “Coverage
                  C” variety, which is a specifically named perils policy and does not cover many things
                  that
                  prudence would dictate be insured. Logistics professionals on the buyer’s end need
                  to know
                  what the Incoterms® trade term specifies as to
                  insurance, which may be inadequate for many types of goods. They can get additional
                  insurance or could get the other party to use the CIP (Carriage and Insurance Paid
                  To)
                  Incoterm, which specifies “Coverage A,” a higher coverage level that is discussed
                  elsewhere.
                  Note that none of the other Incoterms have any cargo insurance requirement for either
                  party,
                  but cargo insurance is always very important to obtain.

               
               
               
               An example of an issue with insurance is that a global company had corporate cargo
                  insurance, which was capped for a maximum amount of shipment damage or loss on a single
                  ship
                  or with a single carrier (this is a standard clause). When there was an incident,
                  it turned
                  out that they had more cargo on the same ship than they knew because different subsidiaries
                  of the organization used different freight forwarders, but all had used the same ship
                  (this
                  was the Ever Given in the Suez Canal), so the insurance did not pay beyond the capped
                  amount.

               
               
               
               Similarly, carriers typically offer only basic coverage that
                  has low liability limits. Carriers are exempt from liability in many situations, and
                  it is
                  important to learn what these exceptions are despite their complexity. Since the 1970s,
                  International Monetary Fund (IMF) special drawing rights (SDRs) have been used as
                  a virtual
                  asset to determine carrier liability. As of 2024, 1 SDR was worth approximately US$0.75.
                  Here are liability limits for air and road as expressed using this artificial currency:

               
               
               
               
                  
                  
                  	
                     
                     
                     Air carriers have minimal liability that is currently 2 SDR per kilogram of cargo.
                        This
                        is based on IATA Montreal rules. The carrier can be exempt from this liability if
                        there
                        is defective packaging, acts of war, or a number of other reasons.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Road transport has liability of 8.33 SDR per kilogram of missing or damaged
                        freight.

                     
                     

                  
                  

               
               
               
               Sea transport liability is not that straightforward. The rule in use will depend on
                  the
                  country in which the carriage contract has been signed. The rules of freight liability
                  were
                  established in 1926 with the Hague agreements (still in use by 72 countries). The
                  U.S.
                  Carriage of Goods by Sea Act is based on the Hague rules. It limits an ocean carrier’s
                  liability to US$500 per customary shipping unit, but they will not be held to this
                  liability
                  for many specific types of force majeure such as fire or perils of the sea. Furthermore,
                  the
                  burden of proof is on the importer or exporter. Additional rules in use include the
                  Hague-Visby rule (a 1968 revision of the Hague agreements, ratified by about 25 countries),
                  the Hamburg rule (1978, ratified by 35 countries but not the U.S.), or the Rotterdam
                  rule,
                  which was signed off in 2009 (but is not yet ratified). 

               
               
               
               While the Rotterdam rules are the most advantageous for shippers, most countries still
                  use
                  the Hague rules. In all cases, the liability does not come anywhere near the actual
                  value of
                  your cargo. Covering a sea shipment with additional coverage is vital because ocean
                  freight
                  liability terms feature the lowest weight-to-valuation ratio of all modalities.

               
               
               
               For these reasons, it may be necessary to separately
                  negotiate the purchase of additional insurance that both parties agree is acceptable
                  or to
                  get additional insurance on top of what the other parties obtain.

               
               
               
               Note also that while damage is a real concern for
                  transportation, theft of containers is the most prevalent type of claim. Theft risks
                  are
                  higher before and during a journey than at the destination port for the most part.
                  They
                  include opportunistic (unplanned) theft, theft by organized crime, and insider theft.
                  Theft
                  by insiders typically involves altering records or paperwork.

               
               
               
               Damage to containers can occur due to storms, the effects
                  of the high seas (the heave, pitch, roll, surge, sway, and yaw movements a ship makes
                  can
                  buckle containers or cause stacks to collapse), fires, sinking, being stranded, or
                  being
                  jettisoned. Losses on ocean voyages that are sustained by all cargo owners in general
                  are
                  called general average losses, and all cargo owners share in the loss equally even
                  if only
                  some cargo is destroyed or jettisoned. Losses that happen to just a particular cargo
                  owner
                  are called particular average losses. These losses fall exclusively to the cargo owner
                  or
                  its insurance.

               
               

            
            

         
         
         
         
            
            
            Other Types of Insurance

            
            
            
            
               
               
               Exhibit 8-24 provides an overview of
                  other types of insurance that may apply to logistics operations.

               
               
               
               
                  Exhibit 8-24: Types of Insurance for Logistics
                  
                  
                  
                  
                     
                     
                     
                     
                        
                        
                           
                           
                              
                              
                              
                              
                              
                           
                           
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    Type of
                                       Insurance

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    Description

                                    
                                    
                                 
                                 

                              
                              
                           
                           
                           
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    Commercial property
                                       insurance

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Facility must
                                             be damaged or inaccessible or have had an extended utility outage for a
                                             claim.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Coverage
                                             usually allows losses only from disruptions at first-tier
                                             suppliers.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Ensure coverage
                                             for all types of losses with a high enough risk rating.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Be sure it
                                             includes business interruption insurance.

                                          
                                          

                                       
                                       

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    Business
                                       interruption insurance

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Usually part of
                                             first-party commercial property insurance.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Conditions for
                                             claim: Damage is sufficient to shut down all operations, type of damage must
                                             be covered (e.g., flooding), and damage totally or partially stops employees
                                             or customers from entry.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Has a mandatory
                                             waiting period to start and is limited in duration to about a year at
                                             most.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Pays salaries,
                                             relocation expenses, and lost net income.

                                          
                                          

                                       
                                       

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    Contingent business
                                       interruption insurance

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Also called
                                             dependent property insurance (controlled by suppliers/customers).

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Insured
                                             customer or supplier losses provide you with reimbursement for lost profits
                                             or other transferred risks.

                                          
                                          

                                       
                                       

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    Trade disruption
                                       insurance

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Insurance for
                                             trade disruptions not involving physical asset damage.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Addresses
                                             property, marine, and political risk unrelated to your or your supplier’s
                                             assets.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Addresses
                                             nondelivery, project cancellations, government appropriations, and so
                                             on.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Fills gaps in
                                             above types of coverage.

                                          
                                          

                                       
                                       

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    Global logistics
                                       insurance

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Addresses
                                             numerous areas where third parties are handling your cargo.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          Many kinds
                                             exist, e.g., customs bonds (fee guarantees), bailee (holders of others’
                                             cargo), consolidator liability (using bills of lading and cargo receipts),
                                             foreign port operator insurance, ship hull insurance, and truck
                                             liability.

                                          
                                          

                                       
                                       

                                    
                                    
                                 
                                 

                              
                              
                              
                              
                                 
                                 
                                 	
                                    
                                    
                                    Cyber
                                       insurance

                                    
                                    
                                 
                                 
                                 
                                 	
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Protects from
                                             disruptions caused by IT failures and cybercrime.

                                          
                                          

                                       
                                       
                                       
                                       	
                                          
                                          
                                          New type of
                                             insurance but a growing necessity.

                                          
                                          

                                       
                                       

                                    
                                    
                                 
                                 

                              
                              
                           

                        

                     
                     

                  
               
               

            
            

         
         
   
      
         
         
         
         Conduct Business Continuity Planning

         
         
         
         
            
            
            Business continuity
               planning is crucial to reducing operational risk, and logistics
               plays a major part in this planning process.

            
            

         
         
         
         
         
            
            
            Business Continuity
               Planning Road Map

            
            
            
            
               
               
               Business continuity is an
                  important element of operational risk reduction. It focuses on ensuring
                  that critical business functions will be available to customers,
                  suppliers, and other supply chain stakeholders. The ASCM Supply Chain Dictionary defines
                  the following key terms:

               
               
               
               
                  
                  Business continuity planning: Plans to ensure that an
                        organization is capable of continuing to deliver products or services at acceptable
                        predefined levels following a disruptive incident. The plans are developed by
                        identifying potential threats to an organization and the impacts on business
                        operations those threats might cause. These plans provide a framework for building
                        organizational resilience with the capability of an effective response to safeguard
                        the interests of its key stakeholders, reputation, brand, and value-creating
                        activities.

                  
                  Business continuity management system (BCMS): Part of the overall management system that establishes, implements, operates, monitors,
                        reviews, maintains, and improves an organization’s capability of delivering products
                        or services at acceptable predefined levels following a disruptive incident. It is
                        based upon identifying potential threats and their impacts to an organization and
                        its business operations. The system provides a framework for building organizational
                        resilience with the capability of an effective response that safeguards the interests
                        of its key stakeholders, reputation, brand, and value-creating activities.

                  

               
               
               
               A relevant standard for business continuity
                  management systems is ISO 22301,
                  defined in the ASCM Supply Chain Dictionary
                  as:

               
               
               
               
                  
                  
                     An international standard that specifies requirements for setting up and managing
                        an effective business continuity management system. The standard was developed by
                        the International Organization for Standardization (ISO).
                     

                  

               
               
               
               The steps in a business continuity management process follow. Note that the process
                  overall requires executive leadership to provide support.

               
               
               
               
                  
                  
                  	
                     
                     
                     Conduct a business impact analysis (BIA).

                     
                     

                  
                  
                  
                  	
                     
                     
                     Conduct a risk assessment (RA).

                     
                     

                  
                  
                  
                  	
                     
                     
                     Define the organization’s business continuity strategy.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Develop procedures for business continuity.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Test the procedures and continuously improve them.

                     
                     

                  
                  

               
               
               
               Business continuity planning
                  involves designating specific individuals to take on specific roles
                  during an emergency, such as one person who is designated to contact persons
                  on a list to give them further instructions. However, plans should
                  be disseminated and practiced in advance so that if communications
                  are disrupted, the organization’s contingency team members can work
                  without needing further instruction.

               
               
               
               Contingency plans should
                  include step-by-step instructions and plans that indicate priorities
                  for restoring services, such as getting communications back online
                  first, followed by vital information systems and key production
                  processes.

               
               
               
               A company should also have
                  a designated spokesperson to work with the press so that a consistent
                  message is delivered and the organization is not placed at further
                  risk by an employee’s well-meaning but poorly chosen words.

               
               
               
               The organization should
                  obtain business continuity insurance in addition to any asset loss
                  insurance. It should carefully review what situations are and are
                  not covered and get umbrella policies to cover gaps.

               
               
               
               Finally, business continuity
                  planning needs to have executive support and a champion to launch
                  and maintain the initiative.

               
               

            
            

         
         
         
         
            
            
            Logistics’ Role in Business Continuity

            
            
            
            
               
               
               Logistics functions are clearly a vital aspect of
                  organizational operations, and their nature makes them a vulnerable area for
                  disruption. Events such the cyber attack on Maersk, the war in Ukraine, the bombing
                  of the Nord stream pipeline, flooding in Dubai, or the blockage of the Suez by the
                  Ever Given are examples of important supply chain crises. After events
                  such as COVID-19, some organizations have turned to models to help provide early
                  warning of future threats, which is called threatcasting. These models use
                  historical data, expert input, economic modeling, trends, and technical research to
                  provide red flags for external risks.

               
               
               
               Business continuity planning needs to be part of
                  an organization’s strategic risk management portfolio. A logistics, transportation,
                  and distribution (LTD) business continuity plan will prompt quick, effective action
                  when a logistics-related threat has been realized or a red flag indicates that a
                  problem is imminent.

               
               
               
               At a strategic level, top management needs to
                  exercise plan governance. This involves not only verifying that such plans are in
                  place (having a plan should be mandatory) but also that the plan and any associated
                  budgets are appropriately sized based on the likelihood and potential impact of the
                  risks. Another strategic-level role is to determine whether the plan has been
                  exercised in the past and, if so, how well the plan reduced losses or sped recovery.
                  Answers to such questions may lead to a more detailed analysis of the gaps in the
                  plan, how funding requirements are reviewed and approved, how the plan is tested,
                  and how it is implemented. Top management also needs to ensure that there is a
                  process for keeping the plans up to date on a regular or continual basis, including
                  how people are kept informed or updated regarding their responsibilities and persons
                  to contact.

               
               
               
               Another strategic action related to business
                  continuity and LTD business continuity plans is setting continuity standards and
                  policies. These can ensure that the plan reflects the organization’s strategic
                  priorities and uses the same planning and control methodologies, information
                  technologies, and tools as used in the overall business continuity plan so the plans
                  are easier to administer and audit. A good source of inspiration for continuity
                  standards and policies is the field of humanitarian aid logistics. Since these
                  logistics providers are often the first responders to natural disasters, information
                  such as how they pre-position supplies in regions prone to disasters to enable fast
                  rollout might provide ways to prepare for events that the organization knows will
                  happen sooner or later, such as hurricanes or regional flooding.

               
               
               
               An example of a standard is the organization’s
                  maximum risk exposure level for what can be handled without insurance versus what
                  should be insured. This can be used to set insurance deductibles (the maximum amount
                  the organization will need to pay in addition to the premiums). It enables insurance
                  costs to be kept reasonable and ensures that budgets will include sufficient funds
                  to pay deductibles without undue cash flow problems. Note that for freight
                  shipments, deductibles are sometimes set as a percentage of the value of the
                  cargo.

               
               
               
               Specific supply chain managers or logistics personnel need to
                  be in charge of logistics function continuity and their parts of the continuity
                  plan.

               
               
               
               While inventory can provide some amount of buffer for logistics
                  disruptions, they are themselves vulnerable to damage. An extensive disruption would
                  quickly wipe out inventory buffers. Therefore, logistics needs to have other parts
                  to its plan than just inventory and shipping from alternate warehouses. One way to
                  ensure continuity of supply is to maintain a plan for emergency replacement of a
                  supplier. This might include pre-cleared vendors, redundant vendors, vendors who are
                  under contingency contracts to supply capacity, and an expedited approval process.
                  The organization might also develop relationships with 3PLs to provide backup
                  logistics services.

               
               
               
               In addition to restoring physical inventory and assets after a
                  disruption, organizations need a robust plan for restoring logistics information
                  systems. This may involve having continuous backups in the cloud. Also, after the
                  Maersk cyber attack, insurance companies are now demanding that paper copies of all
                  major documents be maintained. This should include telephone lists of people to
                  contact in such an emergency. These organizations need to ensure that their service
                  provider has backup recovery plans in the event that their systems experience
                  disruption. The IT recovery part of the restoration plan also needs to be
                  tested.

               
               

            
            

         
         
   
      
         
         
         Long Description Appendix

         
         
            
            This appendix provides more detailed descriptions for some of the images found in
               the text. Return to the image location in the text by clicking the link at the end
               of each description.

            
            
            
               
               Exhibit 8-13: Risk versus Reward
[image: This graph illustrates the relationship between risk and reward. Go to long description for more details.]
                  
                  
                  This graph illustrates the relationship between risk and reward, with “Risk
                     Level” (Low to High) on the vertical axis and “Reward Level” (Low to High)
                     on the horizontal axis. The diagonal dashed gray line running from the
                     bottom-left to the top-right represents an area where risk and reward are
                     equal.

                  
                  
                  
                  The graph creates four quadrants based on this comparison: one of the
                     quadrants (upper-left) represents “High risk, low reward,” a scenario to be
                     avoided because it involves unnecessary risk without sufficient payoff. The
                     light blue diagonal lines in the background represent different combinations
                     of risk and reward. The curved “Efficient Frontier” (in dark blue)
                     represents the optimal payoff profile businesses should aim for: high enough
                     reward for the amount of risk taken. Areas along this curve indicate the
                     best possible outcomes.

                  
                  
               
               Go to image in text.

               
            
            
            [image: A diagram illustrating the logistics planning and control model. Go to long description for more details.]
                  
                  
                  At the top, the Organizational and Supply Chain Strategy informs the
                     Logistics Strategy, which is supported by Logistics
                        Tactics/Operations and Capacity.

                  
                  
                  
                  Below this, key components of logistics management are displayed in vertical
                     pillars:

                  
                  
                  
                  
                     
                     	
                        
                        Demand Management

                        

                     
                     
                     	
                        
                        Customer and Order Management

                        

                     
                     
                     	
                        
                        Warehouse Distribution and Fulfillment Management

                        

                     
                     
                     	
                        
                        Inventory Management

                        

                     
                     
                     	
                        
                        Transportation Management

                        

                     
                     
                     	
                        
                        Supply Management

                        

                     

                  
                  
                  
                  These pillars are supported by broader logistics concepts, including:

                  
                  
                  
                  
                     
                     	
                        
                        Global Logistics

                        

                     
                     
                     	
                        
                        Sustainability

                        

                     
                     
                     	
                        
                        Reverse Logistics

                        

                     
                     
                     	
                        
                        Risk Management

                        

                     
                     
                     	
                        
                        Logistics Framework and Metrics

                        

                     
                     
                     	
                        
                        Network (Re-)Design

                        

                     

                  
                  
                  
                  The diagram is enclosed in a loop that highlights the ongoing processes of
                     Continuous Improvement and Digital Transformation, suggesting
                     that these elements are crucial for evolving and refining logistics operations
                     within an organization.

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 8-15: Risk Breakdown Structure
[image: This image is a risk breakdown structure (RBS) for logistics, showing various categories of risks faced in logistics management. It includes main categories like transportation, warehousing, environmental, supplier, cost-related, and visibility risks, with each category listing specific types of risks. Go to long description for more details.]
                  
                  
                  The image illustrates a “Logistics RBS” with two main subclassifications: Internal
                        versus External and Human-Induced versus Natural. The structure categorizes
                     risks as follows:

                  
                  
                  
                  
                     
                     	
                        
                        
                        Transportation Risks: Product loss or damage; Accidents and liability;
                           Delivery delays and disruptions; Capacity; Carrier selection

                        
                        

                     
                     
                     	
                        
                        
                        Warehousing Risks: Strategy; Property; Inventory; Building code; Labor;
                           Environment; Health and safety; Security

                        
                        

                     
                     
                     	
                        
                        
                        Environmental Risks: Compliance; Trade barriers; Trade wars; Duties/tariffs;
                           Weather; Natural disasters; Fires; Pandemics; Geo-political; Terrorism; Tampering;
                           Vandalism

                        
                        

                     
                     
                     	
                        
                        
                        Supplier Risks: Supplier diversification-related; Supplier vetting; Supplier
                           management; Supplier financial failure

                        
                        

                     
                     
                     	
                        
                        
                        Cost-Related Risks: Inventory costs; Cost control versus service level

                        
                        

                     
                     
                     	
                        
                        
                        Visibility Risks: Compliance in heavily-regulated industries; Meeting market
                           expectations for visibility; Supply chain complexity

                        
                        

                     

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 8-16: Overview of Risk Types and Responses by Probability and Impact
[image: This graphic illustrates the relationship between the probability and impact of supply chain disruptions, based on their sources, ranging from internal to external and natural disruptions. It provides recommended mitigation strategies for each type of disruption. Read long description below.]
                  
                  
                  The image presents a supply chain disruption framework, highlighting Magnitude of
                        probability or impact on the vertical axis, categorized as Low, Medium, and High,
                     and Source of supply chain disruption on the horizontal axis, progressing from
                     Internal to External to Natural.

                  
                  
                  
                  
                     
                     	
                        
                        
                        Probability (solid blue line) shows a high likelihood of disruption for
                           internal sources, decreasing towards natural disruptions.

                        
                        
                        
                        
                           
                           	
                              
                              
                              For high-probability internal disruptions: “Absorb in normal operations or
                                 mitigate with preplanned action.”

                              
                              

                           
                           
                           	
                              
                              
                              For medium-probability external disruptions: “Mitigate with preplanned action
                                 or with a rapidly devised action based on previous experiences and flexible
                                 processes.”

                              
                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Impact (dashed green line) starts low for internal disruptions and rises
                           towards natural disruptions.

                        
                        
                        
                        
                           
                           	
                              
                              
                              For high-impact natural disruptions: “Mitigate with agile response that may
                                 require innovation and originality.”

                              
                              

                           

                        
                        

                     

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 8-18: ISO 31000 Process Framework for Implementation Phase
[image: A flowchart illustrating the ISO 31000 risk management process, specifically for the implementation phase. Go to long description for more details.]
                  
                  
                  The image depicts a flowchart that outlines the ISO 31000 risk
                     management process, specifically for the implementation phase. The
                     process is structured into several interconnected steps, presented
                     within a rectangular framework:

                  
                  
                  
                  
                     
                     	
                        
                        
                        Establish Context - This is the first step at the top
                           of the chart.

                        
                        

                     
                     
                     	
                        
                        
                        Assess Risks - This central section includes:

                        
                        
                        
                        
                           
                           	
                              
                              Risk Identification

                              

                           
                           
                           	
                              
                              Risk Analysis

                              

                           
                           
                           	
                              
                              Risk Evaluation

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Determine Risk Treatment - Positioned directly below
                           the “Assess Risks” box.

                        
                        

                     

                  
                  
                  
                  On the sides of the main process, there are two vertical
                     processes:

                  
                  
                  
                  
                     
                     	
                        
                        Communication and Consultation on the left side.

                        

                     
                     
                     	
                        
                        Monitoring and Review on the right side.

                        

                     

                  
                  
                  
                  At the bottom of the chart, a horizontal box labeled Record and
                        Report is connected to the entire process, indicating that
                     all steps should be documented and communicated.

                  
                  
                  
                  Arrows show the flow between these stages, with feedback loops
                     reinforcing the iterative nature of risk management.

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 8-19: Probability and Impact Matrix: Heat Map
[image: This is a probability and impact matrix chart that categorizes various logistics risks based on their likelihood (probability) and the severity of their consequences (impact). Go to long description for more details.]
                  
                  
                  The matrix categorizes risks using a 5x5 grid,
                     where the vertical axis represents the probability of the risk
                     occurring (low to high), and the horizontal axis represents the
                     potential impact of that risk (low to high). Risks are
                     color-coded: blue indicates minor risks, light gray represents
                     moderate risks, and white shows high risks. Examples of
                     high-probability but low-impact risks include shrinkage (high
                     probability, low impact). High-probability, moderate-impact
                     risks include labor issues and port queues. Risks with low
                     probability but high impact include terrorism and piracy. The
                     matrix helps to prioritize risk management by focusing on risks
                     that are both likely to occur and have a significant impact.

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 8-4: GRI Standards
[image: This graphic outlines various GRI standards, categorized into universally applicable, topically applicable, and sector standards. Go to long description for more details.]
                  
                  
                  The graphic is divided into three
                     sections. On the left, it lists universally applicable
                     standards, which include GRI 1 (Foundation), GRI 2 (What
                     to report), and GRI 3 (How to report). GRI 101
                     (Biodiversity), falls below these standards, and below
                     that are topically applicable standards that cover
                     different areas: GRI 200 (Economic), GRI 300
                     (Environmental), and GRI 400 (Social). On the right side
                     of the graphic, there is a section for sector standards,
                     which include GRI 11 (Oil and gas sector), GRI 12 (Coal),
                     and GRI 13 (Agriculture, aquaculture, and fishing). 

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 8-5: Incorporating Sustainability into the Enterprise
[image: A circular model illustrating the interconnected components of supply chain management, emphasizing results at the center, supported by processes, governance, and broader stakeholder engagement. Go to long description for more details.]
                  
                  
                  This graphic depicts a multi-layered circular model for
                     supply chain management. At the core is “Results”,
                     surrounded by a layer representing key supply chain
                     processes and results: Plan, Order, Source, Transform,
                     Fulfill, and Return. The next layer contains Ethical,
                     Ecological, and Economic aspects, highlighting a balance
                     across the three dimensions.

                  
                  
                  
                  Around these core processes is a layer containing Governance,
                     Strategy, Technology & knowledge, and Workforce,
                     indicating Enablement. The outermost layer represents the
                     Stakeholder and contains Government, Customer, Supplier,
                     and Community.

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 8-7: Carbon Dioxide Per Tonne Kilometer by Mode
[image: A bar graph comparing various transportation modes (short-haul air, long-haul air, last mile road, long haul road, rail, and water) by some quantitative metric, with short-haul air showing the highest value. Go to long description for more details.]
                  
                  
                  The bar chart displays values for different
                     transportation modes, highlighting significant variations. The
                     categories on the x-axis include “Short-haul air”, “Long-haul
                     air”, “Road, last mile”, “Road, long haul”, “Rail”, and “Water”.
                     Each mode has an associated bar height indicating its respective
                     quantitative value. “Short-haul air” has the tallest bar,
                     reaching a value around 1600, making it the highest among all
                     modes. “Long-haul air” follows, with a value near 600. “Road,
                     last mile”has a slightly lower value than long-haul air, around
                     500. “Road, long haul” and “Rail” are much lower, both under
                     100, while Water is nearly zero.

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 8-10: Reverse Logistics
[image: This graphic illustrates the reverse logistics process. Go to long description for more details.]
                  
                  
                  The graphic represents a six-stage supply chain with cash
                     flow moving from left to right and material flow moving from right to left.
                     The stages include: 1) Raw material supplier, 2) Manufacturer, 3)
                     Distributor, 4) Wholesaler, 5) Retailer, and 6) End user. Under the supply
                     chain stages, reverse logistics processes are shown, including product
                     returns from the end user to various stages, such as the retailer,
                     wholesaler, and manufacturer. Component returns flow back to the raw
                     material supplier. At the bottom, a broad arrow shows the continuous flow of
                     information across all stages. This graphic highlights how reverse logistics
                     functions alongside the main flow of goods in a supply chain.

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 8-11: Circular Supply Chain
[image: This diagram represents a sustainability-focused supply chain model. Go to long description for more details.]
                  
                  
                  The model is divided into four interconnected loops around a central circle
                     labeled “Sustainable by design.”

                  
                  
                  
                  The four loops are:

                  
                  
                  
                  
                     
                     	
                        
                        Demand: Includes the functions Order sustainability (automation)
                           and Fulfill sustainability.

                        

                     
                     
                     	
                        
                        Supply: Includes the functions Source sustainably and Transform
                           sustainably (sustainable process technologies).

                        

                     
                     
                     	
                        
                        Synchronize: Includes the function Plan for sustainability.

                        

                     
                     
                     	
                        
                        Regenerate: Includes the function Return as key enabler.

                        

                     

                  
                  
                  
                  Each loop connects back to the central “Sustainable by design” circle,
                     indicating that sustainability is central to all functions in the supply
                     chain model.

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 8-9: Disposition of Returned Products
[image: This flowchart illustrates the process of handling returned products, from customer returns to inspection, repair, and the final disposition, which includes various options such as returning to stock, recycling, or disposal. Read long description below.]
                  
                  
                  The flowchart begins with the customer requesting a return
                     authorization. The product is then shipped back and received at a returns
                     facility, where it undergoes an evaluation to determine if it is in
                     acceptable condition, a recall item, or defective. If acceptable, it moves
                     to disposition and sortation. If defective, it is checked if it can be fully
                     repaired or have reusable parts recovered. If none of these options apply,
                     it enters the disposition process, where it can be returned to the
                     manufacturer, liquidated, donated, recycled, or disposed of. If a product
                     falls under recall, it is inspected for compliance and processed
                     accordingly. The flow ends with shipping via courier, LTL
                     (less-than-truckload), or TL (truckload). This diagram outlines the
                     decision-making and workflow required to manage returned products
                     effectively in various conditions.

                  
                  
               
               Go to image in text.
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