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         Module 7: Supply Chain Risk

         
         
         
         
            
            
            Supply chain risk management has become an essential element of any
               successful supply chain strategy due to globalization and global upheavals. This module
               provides an overview of the risk management process, which includes identifying risks;
               assessing impact, timing, and probability; determining responses to mitigate risks;
               and
               executing and evaluating risk responses. The module also goes over several risk
               management frameworks. Specific supply chain risks and examples of proactive and
               reactive responses to various scenarios round out this module.

            
            

         
         
         
         
   
      
         
         
         
         Section A: Risk Management and Supply Chain Risks

         
         
         
         
            
            
            
               This section is designed to
               

            
            
            
            
               
               
               	
                  
                  
                  Explain the risk management process, including
                     risk identification, categorization, analysis, and evaluation as well as planning
                     a cost-effective risk response

                  
                  

               
               
               
               	
                  
                  
                  Define risk, threat, and opportunity, and
                     discuss some common supply chain risks

                  
                  

               
               
               
               	
                  
                  
                  Proactively address risks to reduce their
                     impact or likelihood and preplan reactive responses if the risks occur anyway

                  
                  

               
               
               
               	
                  
                  
                  Understand that some areas of supply chain risk
                     have more mature response systems than others at most organizations

                  
                  

               
               
               
               	
                  
                  
                  Describe the importance of developing a
                     strategy and plan for risk management, including specifying the organization’s
                     risk tolerance

                  
                  

               
               
               
               	
                  
                  
                  Describe features of the COSO Enterprise Risk
                     Management framework and the Governance, Risk, and Compliance (GRC) framework

                  
                  

               
               
               
               	
                  
                  
                  Describe ISO 31000 and its supplemental
                     standards (ISO 31010 and Guide 73)

                  
                  

               
               
               
               	
                  
                  
                  List some common tools for identifying risk

                  
                  

               
               
               
               	
                  
                  
                  Categorize common supply chain risks and
                     provide instigating factors, possible related root causes or red flags, and
                     possible preventive and contingent responses

                  
                  

               
               
               
               	
                  
                  
                  Show how to document risks in a risk
                     register

                  
                  

               
               
               
               	
                  
                  
                  Protect intellectual property while working in
                     multiple countries.

                  
                  

               
               

            
            
            
            Risk is basically uncertainty. Business investors and owners reward
               organizations that can keep the level of this uncertainty as low as is feasible. This
               section explores the basic risk management process, which can be simply qualitative
               or
               can also involve quantitative analyses. Leveraging standards in this area is a good
               way
               to ensure that the process is well thought out.

            
            
            
            In addition to the overall process, this section
               explores supply chain risk categories, including loss of goods, losses from malfeasance
               (e.g., fraud, bribery, abductions), losses from lawsuits, and intellectual property
               losses.

            
            

         
         
         
         
   
      
         
         
         
         Risk
            Management

         
         
         
         
            
            
            Determining how to manage
               risk in the supply chain starts with a strategy and a plan. Therefore,
               the concepts of risk management, a risk management strategy, and
               a risk management plan are discussed first here. After that, we
               address risk management frameworks, including COSO Enterprise Risk
               Management (ERM) and Governance, Risk, and Compliance (GRC), and
               we present an overview of the ISO 31000 family of risk standards.

            
            

         
         
         
         
         
            
            
            Risk Management
               Road Map

            
            
            
            
               
               
               Supply chain risk management
                  has always been important, but it has taken on greater importance
                  due to the increasing pace of change in the world and the increase
                  in the use of supply chain technology. Attempts to make the supply
                  chain more lean have also created risk exposures. Therefore, it
                  is vital that supply chain managers understand risk management basics,
                  standards, and supply chain applications. A key resource in this
                  area is the Supply Chain Risk Management Consortium; a link to this organization
                  is provided in the online Resource Center.

               
               
               
               The basic process of
                  risk identification, assessment, and classification helps supply chain
                  managers identify key risks, prioritize them, devise a cost-effective
                  response strategy for each risk, develop a risk response plan, execute
                  the plan, and keep it up to date.

               
               
               
               Risk is generally defined
                  as an uncertainty that could positively or negatively affect the
                  accomplishment of business objectives—for example, it could be an
                  uncertainty related to delivery dates, quality, or revenue/cost.
                  Negative risks also include hazards, sources of danger, lawsuits,
                  or the possibility of incurring loss, misfortune, or injury.

               
               
               
               The above definition
                  of risk includes uncertainties that could have a positive impact. Risks
                  are not always bad things, but they are always uncertain. Why does
                  risk include things that could be positive? Because an uncertain
                  investment might not produce the benefits that are desired, thus
                  wasting the time and money put in up front. When a risk describes
                  a positive uncertainty, it is called an opportunity. Threat is a
                  more precise term for just the negative types of risk. These are
                  the opportunities and threats of a SWOT analysis, for example.

               
               
               
               Risk is often defined only from a negative perspective, such
                  as in the ASCM Supply Chain Dictionary, definition
                  of supply chain risk as:

               
               
               
               
                  
                  
                     The variety of possible events and
                        their outcomes that could have a negative effect on the flow of goods, services,
                        funds, or information resulting in some level of quantitative or qualitative loss
                        for the supply chain.
                     

                  

               
               
               
               All investment involves
                  uncertainty, including investing in a supply chain. Even a street
                  food vendor’s operations can illustrate the threats and opportunities
                  of managing a supply chain.

               
               
               
               Imagine some of the possibilities. The vendor could have an
                  accident going to work. The vendor’s wife who
                  serves as an at-home cook could fall ill and fail
                  to prepare some of the items to be sold that day.
                  Customers could get sick from eating spoiled
                  product and sue. Regulators could shut the stand
                  down for noncompliance with health regulations or
                  lack of a license. The wholesale supplier or a
                  nearby business that provides a great deal of foot
                  traffic (customers) could go out of business. Bad
                  weather could keep customers away, drive up the
                  price of raw materials (food products or fuel), or
                  destroy the stand. Thieves could steal inventory
                  while the vendor is busy. A regular customer might
                  move out of the neighborhood. Street gangs might
                  cover the stand with graffiti or intimidate the
                  vendor or customers. A competitor could set up a
                  cart nearby.

               
               
               
               From an opportunities
                  perspective, perhaps the vendor wants to expand to a new neighborhood.
                  It may be that a vendor who worked that area has gone out of business and
                  is offering a cart for sale at a bargain. Of course opportunities
                  are still uncertain, so it may be that after purchasing the cart
                  and more inventory and hiring a worker, due to different cultural
                  backgrounds, no one buys the products.

               
               
               
               The problems in this
                  microcosm imply all the dangers that lie in wait for larger enterprises.
                  And so do the solutions. In brief, a little redundancy might be
                  in order as a buffer: the availability of a second car, a neighbor
                  who can help cook, or a second or third source for supplies. The
                  ability to sense and respond to issues can also help, such as moving
                  the stand to where police are usually nearby or establishing a personal relationship
                  with customers to keep them loyal. Finally, building an adaptable business
                  and supply chain can make the organization resilient. Research and contingency
                  planning could help avoid disruptions caused by weather or inadvertent violations
                  of the law. The vendor could reduce the uncertainty of the opportunity
                  by finding out what people in a different neighborhood like to eat.
                  Redundancies, visibility, responsiveness, and adaptability can promote
                  the steady operation of any organization.

               
               
               
               Let’s add complexity
                  now and look at some examples of risks for global enterprises.

               
               
               
               
                  
                  Example: A Canadian company
                     that manufactures electric motors established new relationships
                     with global vendors to accommodate booming international demand. A
                     few seemingly justified shortcuts were taken in the initial site
                     inspections to expedite the selection process. Subsequently, poor-quality
                     issues have skyrocketed, and external failure costs due to defective
                     products being shipped to customers are eroding profits and damaging
                     the company’s reputation.

                  
                  Example: A
                     multinational medical device manufacturer experiences many service problems
                     caused by technology incompatibilities with business partners and
                     third parties. The root cause—a lack of open standards and problems
                     with business process integration.

                  
                  Example: Shipping
                     seasonal textile goods made in Southeast Asia to a global retailer
                     involves multiple parties, transportation modes, and port calls.
                     Along the way, a political uprising paralyzes air freight and a
                     labor dispute disrupts operations at a major port of call.

                  
                  Example: Cyber risk has huge
                     implications for supply chains. For example, a major U.S. retailer
                     had its customers’ personal data stolen by hackers. In that case,
                     the credit and debit card account information of 70 million customers
                     was stolen using malware introduced at the point of sale. The store’s
                     sales and reputation suffered, and it spent money repairing the
                     damage, offering zero liability for fraudulent charges and a year’s
                     free credit monitoring and protection.

                  

               
               

            
            
            
            
               
               
               Processes
                  for Managing Risk in Supply Chain

               
               
               
               
                  
                  
                  The key processes that supply chain managers
                     need to be able to perform related to managing risk in the supply
                     chain are

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Identifying the risks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Assessing
                           and classifying the risks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Developing
                           a risk response plan

                        
                        

                     
                     
                     
                     	
                        
                        
                        Executing
                           the risk response plan.

                        
                        

                     
                     

                  
                  
                  
                  Each of these processes is introduced next
                     at a general overview level.

                  
                  
                  
                  Prerequisites to these processes involve
                     strategizing and planning:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Developing
                           a risk strategy by discovering the organization’s tolerance toward
                           risk taking and the maturity level of its risk management processes

                        
                        

                     
                     
                     
                     	
                        
                        
                        Developing
                           a plan for how you will identify and assess risks and plan and execute risk
                           responses

                        
                        

                     
                     

                  
                  
                  
                  
                     
                     
                     
                        Identifying
                           Risks
                        

                     
                     
                     
                     The process
                        of identifying risks involves the following steps:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Brainstorming all
                              of the possible risks (threats and opportunities) related to the business
                              process or project

                           
                           

                        
                        
                        
                        	
                           
                           
                           Assigning
                              attributes to each risk, such as who it may affect, what causes
                              might make the risk occur, and other details

                           
                           

                        
                        
                        
                        	
                           
                           
                           Entering
                              the risks and their attributes in a risk register, which is usually
                              a spreadsheet with risks in rows and attributes in columns

                           
                           

                        
                        

                     
                     

                  
                  
                  
                     
                     
                     
                        Assessing and Classifying Risks
                        

                     
                     
                     
                     The process of assessing
                        and classifying the risks involves the following steps:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Performing a qualitative
                              risk assessment, which involves discussions with subject matter
                              experts and persons closest to a given process to perform the steps
                              shown in Exhibit 7-1.

                           
                           
                           
                           
                              Exhibit 7-1: Qualitative Analysis Steps[image: A flowchart illustrating the steps involved in qualitative risk analysis. Go to long description for more details.]
                           
                              Go to long description.
                              

                           
                           
                           

                        
                        
                        
                        	
                           
                           
                           Performing
                              an optional quantitative risk assessment, which involves doing further analysis
                              for significant risks, as shown in Exhibit 7-2.

                           
                           
                           
                           
                              Exhibit 7-2: Quantitative Analysis Steps (Optional)[image: A flowchart illustrating the steps involved in an optional quantitative risk analysis. Go to long description for more details.]
                           
                              Go to long description.
                              

                           
                           
                           

                        
                        

                     
                     

                  
                  
                  
                     
                     
                     
                        Developing Risk Response Plan
                        

                     
                     
                     
                     The process of developing
                        a risk response plan involves the following steps:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Selecting the best
                              type of response for each risk given the organization’s attitude toward
                              risk and the costs of the response

                           
                           

                        
                        
                        
                        	
                           
                           
                           Developing
                              a risk response plan showing what to do for each risk and when to
                              do it, including what events might trigger action if applicable

                           
                           

                        
                        
                        
                        	
                           
                           
                           Clearly
                              assigning one person to be accountable for each risk response that requires
                              management

                           
                           

                        
                        
                        
                        	
                           
                           
                           Getting
                              approval and funding for responses

                           
                           

                        
                        
                        
                        	
                           
                           
                           Adding
                              the risk responses and response owners to the risk register

                           
                           

                        
                        

                     
                     

                  
                  
                  
                     
                     
                     
                        Executing Risk Response Plan
                        

                     
                     
                     
                     The process of executing
                        a risk response plan involves the following steps:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Implementing planned
                              risk responses either on a schedule or as a contingent response
                              to specified triggering events

                           
                           

                        
                        
                        
                        	
                           
                           
                           Analyzing
                              trends and variances from expected results to see how effective
                              risk responses are and identify new risks or triggering events

                           
                           

                        
                        
                        
                        	
                           
                           
                           Analyzing
                              the risk budget to determine if reserve amounts are sufficient to address
                              ongoing and planned risk responses

                           
                           

                        
                        
                        
                        	
                           
                           
                           Regularly
                              meeting to review the risk register:

                           
                           
                           
                           
                              
                              
                              	
                                 
                                 
                                 Adding
                                    new risks and reassessing existing risks

                                 
                                 

                              
                              
                              
                              	
                                 
                                 
                                 Determining
                                    the results of responses

                                 
                                 

                              
                              
                              
                              	
                                 
                                 
                                 Generating
                                    new planned responses

                                 
                                 

                              
                              
                              
                              	
                                 
                                 
                                 Retiring
                                    risks that are no longer relevant

                                 
                                 

                              
                              

                           
                           

                        
                        

                     
                     

                  

               
               

            
            

         
         
         
         
            
            
            Risk Management Types, Roles, and
               Maturity

            
            
            
            
               
               
               How do organizations manage the numerous risks to a supply
                  chain? They engage in risk management. The ASCM Supply
                     Chain Dictionary defines risk management as:

               
               
               
               
                  
                  
                     The identification, assessment, and
                        prioritization of risks followed by coordinated and economical application of
                        resources to minimize, monitor, and control the probability and/or impact of
                        unfortunate events or to maximize the realization of opportunities.
                     

                  

               
               
               
               In supply chains, risk
                  management is a complex end-to-end concern. A supply chain presents
                  many opportunities in terms of resource availability, technology,
                  market access, and the like. But it also has substantial dependence
                  on critical resources (human expertise and materials), transport
                  capability, and supply chain partners. Globalization adds many other
                  risks that can expose a supply chain to upheaval.

               
               
               
               Next we explore supply
                  chain risk management, the role of risk managers, and an organization’s
                  risk management maturity level.

               
               

            
            
            
            
               
               
               Supply
                  Chain Risk Management

               
               
               
               
                  
                  
                  The ASCM Supply Chain Dictionary defines supply chain risk management (SCRM) as:

                  
                  
                  
                  
                     
                     
                        The systematic
                           identification, assessment, and mitigation of potential supply chain disruptions
                           with the objective of reducing their negative impacts on the supply chain’s
                           performance.
                        

                     

                  
                  
                  
                  Accenture produced a set of principles
                     to help establish supply chain risk management as a discipline,
                     here paraphrased as follows:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        
                           
                              Integrate:
                              
                           Align the
                              risk management systems across the organization.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Model:
                              
                           Develop a
                              model of end-to-end risks and their priorities.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Diversify and add flexibility:
                              
                           Create a
                              diverse supplier portfolio, be flexible, and develop global
                              visibility.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Quantify:
                              
                           Develop
                              contingency plans and identify unknown risks using probability
                              modeling.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Perform due diligence:
                              
                           Research
                              suppliers and ensure that they are performing their own due
                              diligence on their suppliers.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Insure:
                              
                           Make
                              prudent decisions to insure against hazards and business
                              disruptions.
                           

                        
                        

                     
                     

                  
                  
                  
                  In addition to integrating
                     risk management with internal departments, supply chain risk management
                     must be conducted by both the channel master and all the individual players,
                     who each create their own risk management and risk response plans
                     (a list of planned responses). The organization needs to assess
                     each party’s ability to continue the relationship and conduct business.

                  
                  
                  
                  Developing an end-to-end
                     risk model might involve using a variety of tools and information
                     sources to understand the environment in which the organization
                     is operating. An AMR report cited meetings and discussions with
                     suppliers and associates, use of predictive analytic tools, and
                     reviewing suppliers’ business continuity plans, third-party reports,
                     and performance risk dashboards as the most common methods executives
                     used to develop a holistic understanding of supply chain risk.

                  
                  
                  
                  In regard to diversification
                     and flexibility, an Aberdeen group report discussed how businesses
                     that used risk-adjusted strategies and had processes to clearly
                     see risks and risk events and react quickly to them were also more
                     likely to have more effective budgeting and profitability.

                  
                  
                  
                  One example of how supply
                     chain risk is becoming better quantified is the emergence of new
                     metrics such as time-to-recovery, which is how long it takes a supply
                     chain to recover from an adverse event such as an earthquake or
                     severe weather. Benchmarking against competitors using metrics like
                     these can provide a better idea of the organization’s actual levels
                     of flexibility and supply chain visibility.

                  
                  
                  
                  The need for multi-tier due diligence is
                     evidenced in a report by Zurich, a global insurer. Part of the report
                     stated that 40 percent of all disruptions had a root cause from
                     below the tier 1 supplier level. Performing due diligence only with
                     direct suppliers will not catch a large number of potential failures.

                  
                  
                  
                  The same report published statistics to show what areas of
                     the supply chain needed insuring the most. It
                     stated that 50 percent of supply chain disruptions
                     were weather-related. Many losses related to
                     weather disruptions are often not covered by
                     insurance. Lloyd’s of London reported in 2013 that
                     only US$47 billion of the US$240 billion in losses
                     from the 2011 Japanese earthquake and tsunami and
                     the Thailand floods were covered by insurance.
                     Much of these losses was for business disruptions,
                     while much of what was insured was assets like
                     plants and equipment. The second largest area—40
                     percent of disruptions according to Zurich—were
                     IT/telecommunications outage–related. Lloyd’s had
                     large losses from climate-change-driven weather
                     events in 2018 and beyond. (The U.S. National
                     Oceanic and Atmospheric Administration reported
                     that in the 2010s there were 119 billion-dollar
                     disasters versus only 28 in the 1980s, as cited in
                     an article by John Kamensky.) Also, the running
                     aground of the Ever Given in the Suez Canal in
                     2021 resulted in large insurance losses, so
                     clearly many organizations have been insuring
                     against business disruptions. Lloyd’s also stated
                     that the COVID-19 pandemic would be the largest
                     loss on record for insurers to date.

                  
                  

               
               

            
            
            
            
               
               
               Risk
                  Managers

               
               
               
               
                  
                  
                  Risk
                     managers have a critical role in supply chain risk management. They
                     must examine the supply chain to

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Map
                           the entire chain and understand interdependencies

                        
                        

                     
                     
                     
                     	
                        
                        
                        Identify
                           potential failure points along the supply chain

                        
                        

                     
                     
                     
                     	
                        
                        
                        Create
                           risk awareness throughout the supply chain.

                        
                        

                     
                     

                  
                  
                  
                  Key additional duties
                     of risk managers include the following:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Devise
                           methods to lessen risks before they become a costly problem.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Prioritize
                           funds allocated for risk management to address critical risks and minimize
                           overall system risk.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Implement
                           risk prevention plans as projects and prepare and practice contingency plans.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Collect,
                           analyze, and implement feedback to improve future plans.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Chair
                           regular risk review meetings to keep plans current.

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               Risk
                  Management Maturity Level

               
               
               
               
                  
                  
                  Risk management maturity level refers to
                     how well developed the organization’s risk management processes
                     are relative to benchmarked competition.

                  
                  
                  
                  What evidence is there that more mature
                     risk management processes matter? According to an RIMS.org article,
                     AON Insurance and the Wharton School of Business developed a risk
                     maturity index showing that organizations with the highest level
                     of risk maturity had 50 percent lower stock price volatility than
                     those at lower maturity ratings. From 2010 to 2012, only organizations
                     with the highest risk maturity ratings had positive returns during
                     the most volatile parts of those years. Conversely, organizations
                     with lower risk management maturity levels experienced losses between
                     17 and 30 percent during the same periods. A 2017 version of the
                     study supported the earlier results and also found that a 10 percent
                     increase in risk maturity on their index was correlated with a 3.8
                     percent improvement in directors and officers (D&O) insurance
                     premiums.

                  
                  
                  
                  An organization’s
                     supply chain management team may have more advanced risk management
                     processes in some areas than in others. According to Gregory Schlegel and
                     Robert Trent, authors of Supply
                        Chain Risk Management, most supply chain functions are fairly
                     advanced in how they manage risk related to supply issues and are moderately
                     advanced in terms of demand risks but are frequently lacking in
                     the areas of process risk and environmental risk. What they mean
                     by each of these broad categories of risk and why they feel the
                     supply chain in general is at these levels are shown in Exhibit 7-3.

                  
                  
                  
                  
                     Exhibit 7-3: Supply Chain Function Risk Management Maturity Levels by Type of Risk
                     
                     
                     
                     
                        
                        
                        
                        
                           
                           
                              
                              
                                 
                                 
                                 
                                 
                                 
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Type of Risk
                                          Defined

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       General Maturity
                                          Level and Rationale

                                       
                                       
                                    
                                    

                                 
                                 
                              
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Supply risk: Risks related
                                          to strategic sourcing, supplier communications, viability, quality, capability,
                                          logistics, supplier due diligence, and malfeasance (e.g., counterfeiting,
                                          corruption, and fraud).

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Most
                                                mature category.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Many
                                                years of development and many tools such as SRM, spend management,
                                                credit management.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Advancements
                                                like supplier risk assessment and cloud-based software tools to
                                                detect malfeasance.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Demand risk: Risks related
                                          to customer acquisition and retention, demand management and forecasting,
                                          market and consumer trends, distribution requirements planning,
                                          competitor actions, reputation, and customer service.

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Moderately
                                                mature.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Sales
                                                forecasting is well established but doesn’t incorporate risk in
                                                models.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             However,
                                                collaborative planning, forecasting and replenishment (CPFR) does
                                                consider risk.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Sales
                                                and operations planning (S&OP) includes what-if analysis capabilities.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Process risk: Risks related
                                          to supply chain strategy and implementation, manufacturing and quality
                                          processes, IT processes, as well as organizational issues such as
                                          mergers.

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Middle
                                                low maturity.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Multiple
                                                tools for inventory planning and scheduling, etc., but most don’t
                                                incorporate risk.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Environmental risk: Risks related
                                          to government regulation and compliance, tax, the economy, currency
                                          fluctuation, security, and natural disasters.

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Low
                                                maturity.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             New
                                                area for risk management.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Regulations
                                                continue to change rapidly, and processes and tools have trouble
                                                keeping up.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    

                                 
                                 
                              

                           

                        
                        

                     
                  
                  
                  
                  Note
                     that these are generalizations; individual organizations may be
                     more or less mature in each of these areas.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Risk Management Strategy and Planning

            
            
            
            
               
               
               A risk management strategy
                  describes how an organization plans to address the vulnerabilities
                  it has identified throughout the supply chain by controlling, mitigating, reducing,
                  or eliminating risk and mitigating or reducing the impact of risk
                  events—the materialization of a seen or unforeseen adverse event.
                  It also captures the organization’s overall attitude toward risk,
                  such as risk seeking or risk averse.

               
               

            
            
            
            
               
               
               Known
                  Versus Unknown Risks

               
               
               
               
                  
                  
                  Organizations
                     will set different strategies for addressing known risks versus
                     unknown risks. A known risk is one that has been identified and
                     analyzed. These risks can be planned for using the processes discussed
                     in this area. An unknown risk is one that exists but no one knows
                     about it currently. These unforeseen risks can be addressed by putting
                     funds in a reserve account to deal with the unknown. The size of
                     this account, who authorizes expenditures, and the conditions under
                     which it can be accessed are part of an organization’s risk management
                     strategy.

                  
                  

               
               

            
            
            
            
               
               
               Risk
                  Management Attitude

               
               
               
               
                  
                  
                  Organizations
                     differ in how much risk is too much risk in exchange for the envisioned benefits,
                     but for all individuals and organizations, risks and rewards are
                     interrelated. Investors in general require a higher reward when
                     there is higher risk, and this is as true for business decisions
                     as it is for financial investments. That being said, an organization
                     may be risk-seeking while others are risk-averse. To understand
                     the continuum, contrast an organization that is risk-seeking because
                     it intends to manufacture and sell innovative IT products with high
                     margins but a short life cycle (it is necessary to accept risk related
                     to an unknown market result to get the opportunity for high returns)
                     with a risk-averse pharmaceutical company (where a risk like contaminated
                     raw ingredients or improperly certified suppliers could lead to deaths,
                     lawsuits, substantial negative publicity, or a drop in share value).
                     The pharmaceutical company might also take large risks to market
                     an innovative new product but would always be risk-averse related
                     to safety. There are a few risk attitude terms available to convey
                     this nuance.

                  
                  
                  
                  Three
                     ways of expressing an organization’s attitude toward risk are risk
                     appetite, risk tolerance, and risk threshold. The ASCM Supply Chain Dictionary defines
                     the first two of these terms:

                  
                  
                  
                  
                     
                     Risk appetite: Amount and type of risk that an
                           organization is willing to pursue or retain.

                     
                     Risk tolerance: An organization’s or stakeholder’s
                           readiness to accept a threat or potential negative outcome in order to achieve its
                           objectives.

                     
                     Risk threshold: A cutoff point
                        below which a risk will be accepted and above which some type of
                        proactive response is required.

                     

                  
                  
                  
                  Risk appetite refers to overall attitudes
                     like risk-seeking or risk-averse. A risk-seeking organization will
                     take measured risks if the return seems worth it, while a risk-averse organization
                     may want to find ways to minimize uncertainty to the highest degree possible.
                     These attitudes may lead to different business strategies with different payoff
                     profiles (e.g., cutting edge for the risk-seeking and low, steady
                     returns for the risk-averse). Other ways that risk appetite plays
                     out in organizational decisions include flexible supply chain strategies,
                     diversification, and redundancy, such as the ability to produce
                     the same part at all plants rather than specializing at each plant.

                  
                  
                  
                  Risk tolerance and threshold
                     are ways of customizing this appetite to specific risks. An organization
                     may specify that it has a low tolerance for quality risks, a moderate tolerance
                     for delivery time risks, and a higher tolerance for cost-related
                     risks. The organization’s risk tolerance level influences which
                     response is chosen for each identified risk.

                  
                  
                  
                  Other organizations and individuals will
                     also have their own risk appetite levels that need to be discovered
                     and taken into account when developing a supply chain risk management
                     plan. One impediment to getting risk management practices adopted across
                     the supply chain is that many small and midsize organizations have
                     yet to develop policies on risk tolerance in the first place. They
                     may need to be motivated to devote sufficient time and funding to
                     risk management.

                  
                  

               
               

            
            
            
            
               
               
               Risk Management Plan

               
               
               
               
                  
                  
                  A risk management plan
                     is a way to ensure proactive and consistent risk management. A supply
                     chain risk management plan may be integrated with an organizational
                     or interorganizational risk management plan.

                  
                  
                  
                  The plan delineates how risks will be identified,
                     grouped, and assessed. It identifies appropriate internal and external
                     data sources for making risk assessments and then specifies standardized
                     tools to help various team members arrive at consistent definitions
                     of risk levels. Tools can include risk categories or tables with
                     guidance to help consistently define probability and impact.

                  
                  
                  
                  A risk management plan
                     also has controls to ensure that risk plans and responses are appropriate
                     to the degree of risk being faced relative to the importance of
                     the business objectives or project being conducted. It ensures that
                     risk planning and responses are cost-effective, meaning they provide
                     more benefit than they cost. Also, the agreed-upon risk thresholds
                     and tolerances are in the risk management plan along with required
                     response types for various risk levels. To give decision makers
                     visibility on risk issues, the plan also addresses how to track
                     and report on risks on an ongoing basis.

                  
                  
                  
                  A risk management plan contains a budget
                     for a given period of time or a project duration. It should include
                     a reserve fund for unknown risks.

                  
                  
                  
                  When a formal plan is generated, it can
                     be used as a tool to gain buy-in and sign-off/funding for the plan.
                     Furthermore, it will specify who will be responsible for implementing
                     the plan, who is accountable for success, and who has authority
                     to approve funding for specific risk responses or release funds
                     from a reserve fund.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Risk Management Frameworks

            
            
            
            
               
               
               A risk management framework
                  is a set of risk management standards that are universally applicable
                  to all organizations because they can be tailored to support organizations’
                  strategic and tactical choices regarding risk management. Frameworks that
                  address risk include COSO’s ERM framework and the Governance, Risk,
                  and Compliance (GRC) framework.

               
               

            
            
            
            
               
               
               COSO
                  ERM

               
               
               
               
                  
                  
                  The Committee
                     of Sponsoring Organizations of the Treadway Commission (COSO) developed
                     an Enterprise Risk Management (ERM) framework in 2001. Its 2017 update
                     was renamed Enterprise Risk Management—Integrating with Strategy
                     to reflect the additional emphasis on top-level governance. COSO
                     ERM is a process that the board of directors, management, and staff
                     enact to set risk strategy, identify risk events, and manage risk
                     within the organization’s risk appetite, with the goal of ensuring
                     that organizational objectives can be met.

                  
                  
                  
                  The COSO ERM framework has eight components
                     that need to be tightly integrated:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Internal
                              environment. This is the perspective from which risk is viewed, including
                           risk management philosophy, appetite, ethics, and integrity.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Objective setting. A formal
                           objective-setting process aligns with organizational mission and
                           risk appetite.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Event identification. Threats
                           and opportunities related to objectives are identified. Opportunities
                           loop back to strategy/objective setting.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Risk assessment. Risk likelihood
                           and impact determine response.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Risk response. A type of response
                           that aligns with the risk appetite is selected.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Control activities. Policy
                           and procedure reinforce responses.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Information and communication. Timely
                           information is shared down, up, and across the organization.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Monitoring. Management and
                           audit continuously improve enterprise risk management.

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               Governance,
                  Risk, and Compliance (GRC)

               
               
               
               
                  
                  
                  The GRC framework is like a three-legged
                     stool. Each leg (governance, risk management, compliance) must be
                     in place for the organization to remain balanced.

                  
                  
                  
                  Governance is the
                     oversight function at an organization that monitors the organization’s
                     ethics, controls, decision-making hierarchy, and overall management approach.
                     Governance is conducted by the board of directors or an equivalent,
                     and top executives also play a role. Governance includes setting
                     the tone at the top. It also includes the tools and processes in
                     place to integrate that tone at the top and the organization’s mission
                     and vision into management activities so they are aligned with the
                     needs of owners/stakeholders and are systematic, effective, and
                     efficient.

                  
                  
                  
                  Risk
                     management is the methodology to identify, analyze, and respond
                     appropriately. GRC risk focus categories include commercial and
                     financial risk, IT security risk, and legal and external risks.

                  
                  
                  
                  Compliance is conformance
                     to applicable laws, regulations, contractual requirements, and internal
                     policies. The organization may have a compliance functional area.
                     The compliance process involves identification of compliance requirements,
                     assessment of the as-is state compared to the to-be state and of
                     compliance costs and benefits, prioritization of compliance areas,
                     funding relative to priority, and corrective action as needed.

                  
                  
                  
                  GRC is implemented by

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Focusing on alignment
                           of executive and management agendas

                        
                        

                     
                     
                     
                     	
                        
                        
                        Risk-weighting
                           organizational initiatives for selection

                        
                        

                     
                     
                     
                     	
                        
                        
                        Promoting
                           accountability and standard communication channels

                        
                        

                     
                     
                     
                     	
                        
                        
                        Ensuring
                           that staff have visibility to current regulatory requirements

                        
                        

                     
                     
                     
                     	
                        
                        
                        Standardizing
                           risk management workflow

                        
                        

                     
                     
                     
                     	
                        
                        
                        Using
                           a central risk database

                        
                        

                     
                     
                     
                     	
                        
                        
                        Looking
                           at expected monetary value from the perspective of brand equity

                        
                        

                     
                     
                     
                     	
                        
                        
                        Monitoring
                           key risk indicators

                        
                        

                     
                     
                     
                     	
                        
                        
                        Getting
                           and staying compliant

                        
                        

                     
                     
                     
                     	
                        
                        
                        Moving
                           GRC activities from feeling obligatory to being part of the culture.

                        
                        

                     
                     

                  
                  
                  
                  GRC software helps
                     plan and track GRC activities. For example, ServiceNow is a cloud-based
                     SaaS (software as a service) platform with a GRC suite for policy
                     setting, auditing, risk management, and compliance. For the compliance
                     part, they partner with Network Frontiers for access to a Unified
                     Compliance Framework® (UCF®) through their Common
                     Controls Hub® (CCH®), which is a database
                     of over 10,000 common controls (e.g., segregation of duties), over
                     100,000 individual mandates, a dictionary with interconnected terms,
                     and over a thousand compliance standards from various authoritative
                     sources. Network Frontiers partners with many associations and vendors
                     to provide this hub.

                  
                  
                  
                  A
                     benefit of adopting GRC is that organizations can start taking more
                     risks to pursue opportunities because they know what their appetite
                     is and can quantify the costs and benefits. Emphasizing rapid ramp-ups
                     related to a nation’s compliance requirements can also help an organization
                     successfully expand globally.

                  
                  
                  
                  Organizations will know they are succeeding
                     with GRC when their the board and senior executives take an active
                     role in governance and the overall expected monetary value of risk
                     goes down each year along with the overall cost of compliance.

                  
                  

               
               

            
            

         
         
         
         
            
            
            ISO Risk Standards

            
            
            
            
               
               
               The ISO Working Group
                  on Risk Management, chaired by Kevin W. Knight AM (Order of Australia),
                  developed ISO 31000, ISO 31010, and a complementary resource, ISO Guide
                  73:2009, Risk Management Vocabulary.

               
               

            
            
            
            
               
               
               ISO 31000

               
               
               
               
                  
                  
                  According to the ASCM Supply
                        Chain Dictionary, ISO 31000 is:

                  
                  
                  
                  
                     
                     
                        A standard developed by the International Organization for Standardization (ISO) that
                           outlines principles and a set of guidelines to manage risk in any endeavor. The standard
                           includes guidelines for understanding risk, developing a risk management policy, integrating
                           risk management into organizational processes (including accountability and responsibility),
                           and establishing internal and external risk communication processes.
                        

                     

                  
                  
                  
                  ISO 31000:2018 is designed
                     to help any size or type of organization effectively manage risk.
                     It includes a framework and processes for systematic development
                     of risk management at an organization.

                  
                  
                  
                  Proper management of uncertainty makes
                     an organization more attractive to investors and helps the organization
                     to achieve its objectives. According to Knight in an ISO press release,
                     “It can be argued that the global financial crisis [of 2009] resulted
                     from the failure of boards and executive management to effectively
                     manage risk. ISO 31000 is expected to help industry and commerce,
                     public and private, to confidently emerge from the crisis.”

                  
                  
                  
                  Knight added that “ISO
                     31000 is a practical document that seeks to assist organizations
                     in developing their own approach to the management of risk. But
                     this is not a standard that organizations can seek certification
                     to. By implementing ISO 31000, organizations can compare their risk
                     management practices with an internationally recognized benchmark,
                     providing sound principles for effective management.”

                  
                  
                  
                  
                     
                     
                     
                        ISO 31000 Principles
                        

                     
                     
                     
                     ISO 31000 follows a
                        set of principles that help develop and implement transparent and
                        credible risk management systems. These principles are the key to
                        successful risk management. They can be paraphrased as follows:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Risk management adds
                              value to the organization and protects that value.

                           
                           

                        
                        
                        
                        	
                           
                           
                           It
                              is integral to the organization’s operational and decision-making
                              processes.

                           
                           

                        
                        
                        
                        	
                           
                           
                           It
                              unambiguously addresses uncertainty in an orderly, structured, comprehensive and
                              well-timed manner.

                           
                           

                        
                        
                        
                        	
                           
                           
                           It
                              makes use of the best available information.

                           
                           

                        
                        
                        
                        	
                           
                           
                           It
                              is customized to the organization and accounts for human and cultural
                              factors.

                           
                           

                        
                        
                        
                        	
                           
                           
                           It
                              is inclusive of all stakeholders, auditable, and transparent.

                           
                           

                        
                        
                        
                        	
                           
                           
                           It
                              has a cyclical framework that allows for continual improvement,
                              organizational learning, and dynamic responsiveness to changing
                              environments.

                           
                           

                        
                        

                     
                     

                  
                  
                  
                     
                     
                     
                        ISO 31000 Framework
                        

                     
                     
                     
                     The ISO 31000 framework,
                        at a high level, is an iterative process that starts with a board
                        and executive-level mandate and commitment toward risk management, starting
                        with governance. This mandate should be based on the ISO 31000 principles just
                        mentioned. With this in mind, the ISO 31000 framework starts with
                        an area for leadership and commitment, which provides guidance on
                        designing, integrating, implementing, evaluating, and improving
                        the framework.

                     
                     
                     
                     This
                        step leads to the customization and design of the process framework,
                        which is then implemented, monitored and reviewed, and continually
                        improved based on review results, which leads back to further customization
                        and design. In the implementation phase, the framework contains
                        a set of subprocesses that are also iterative, as shown in Exhibit 7-4.
                        (Actual ISO process names differ slightly.)

                     
                     
                     
                     
                        Exhibit 7-4: ISO 31000 Process Framework for Implementation Phase[image: A flowchart illustrating the ISO 31000 risk management process, specifically for the implementation phase. Go to long description for more details.]
                     
                        Go to long description.
                        

                     
                     
                     

                  

               
               

            
            
            
            
               
               
               ISO 31010, Risk Management—Risk Assessment
                  Techniques

               
               
               
               
                  
                  
                  ISO
                     31010 is a supporting standard for ISO 31000. ISO 31010:2019 is
                     intended to help organizations select systematic risk assessment
                     techniques. After providing an overview of risk assessment concepts
                     such as a framework and the overall process, the standard reviews
                     the process discussed in ISO 31000 with more emphasis on risk analysis,
                     including the following topics:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Controls
                           assessment

                        
                        

                     
                     
                     
                     	
                        
                        
                        Consequence
                           analysis

                        
                        

                     
                     
                     
                     	
                        
                        
                        Likelihood
                           analysis and probability estimation

                        
                        

                     
                     
                     
                     	
                        
                        
                        Preliminary
                           analysis

                        
                        

                     
                     
                     
                     	
                        
                        
                        Uncertainties
                           and sensitivities

                        
                        

                     
                     

                  
                  
                  
                  In addition to discussing how to monitor
                     and review risk assessments, the standard also discusses how to
                     apply assessments during various life cycle phases.

                  
                  
                  
                  The standard then turns
                     to how to select techniques based on what resources are available,
                     how much uncertainty is present and its nature, and the relative
                     complexity of the system.

                  
                  
                  
                  An
                     appendix to the standard reviews and compares a wide range of risk
                     assessment techniques, many of which are discussed elsewhere in
                     this learning system. Examples of techniques reviewed include interviewing,
                     brainstorming, root cause analysis, Ishikawa (fishbone) diagrams,
                     checklists, probability and impact matrices, decision tree analysis,
                     failure mode and effects analysis (FMEA), Monte Carlo simulation,
                     and many more.

                  
                  

               
               

            
            
            
            
               
               
               ISO Guide 73:2009

               
               
               
               
                  
                  
                  ISO also published ISO
                     Guide 73:2009, Risk Management Vocabulary. The ASCM Supply Chain Dictionary definition
                     of ISO 73 follows:

                  
                  
                  
                  
                     
                     
                        An international standard that provides the definitions of generic terms related to
                           risk management. It aims to encourage a mutual and consistent understanding of and
                           a coherent approach to the description of activities relating to the management of
                           risk and the use of uniform risk management terminology in processes and frameworks
                           dealing with the management of risk.
                        

                     

                  
                  
                  
                  This glossary complements ISO 31000 by
                     providing organizations and their extended supply chain partners
                     a way to discuss risks using a common understanding of risk management
                     terms and definitions. According to Knight, ISO Guide 73 will “ensure that
                     all organizations are on the same page when talking about risk.”

                  
                  

               
               

            
            
            
            
               
               
               Benefits of ISO 31000, ISO 31010, and
                  Guide 73

               
               
               
               
                  
                  
                  Benefits
                     for organizations of implementing ISO 31000, ISO 31010, and Guide
                     73 include the following:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Implementation
                           increases organizational risk awareness and identification.

                        
                        

                     
                     
                     
                     	
                        
                        
                        It
                           increases the probability of meeting or exceeding organizational
                           objectives due to better operational resilience, efficiency, and
                           effectiveness.

                        
                        

                     
                     
                     
                     	
                        
                        
                        It
                           reduces the probability of identified risks and reduces losses from
                           risk events.

                        
                        

                     
                     
                     
                     	
                        
                        
                        It
                           allows more accurate assessment of internal strengths and weaknesses
                           and external opportunities and threats (i.e., SWOT analysis).

                        
                        

                     
                     
                     
                     	
                        
                        
                        It
                           helps with compliance with regulations, laws, and international
                           standards.

                        
                        

                     
                     
                     
                     	
                        
                        
                        It enhances internal controls and corporate governance.

                        
                        

                     
                     
                     
                     	
                        
                        
                        It
                           enhances external controls such as for financial reporting.

                        
                        

                     
                     
                     
                     	
                        
                        
                        It
                           reduces uncertainty, improving stakeholder trust and confidence.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Managers
                           can proactively prepare for problems instead of just reacting.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Managers
                           can plan, decide, and budget based on reliable and custom-tailored
                           risk assessments.

                        
                        

                     
                     
                     
                     	
                        
                        
                        It assists with organizational learning.

                        
                        

                     
                     

                  
                  

               
               

            
            

         
         
   
      
         
         
         
         Risk
            Identification and Supply Chain Risks

         
         
         
         
            
            
            The process of risk
               identification and documentation must be comprehensive but still focus
               on critical risks. We will discuss a number of common and emerging
               supply chain risks.

            
            

         
         
         
         
         
            
            
            Identification and Documentation
               of Risk

            
            
            
            
               
               
               Risk in a supply chain
                  can take many forms, and supply chain risk managers need to take
                  a systemwide perspective on risk. Risk managers determine risks
                  to the supply chain using a number of analytical tools. For each
                  risk identified, they define certain parameters for each risk in
                  a risk register.

               
               
               
               While a large number of
                  risks may be identified in the first pass, risk identification is iterative,
                  meaning that new rounds of identification need to occur. During
                  these rounds, some known risks might become better understood and
                  new risks might be identified.

               
               
               
               A number of tools might
                  be used to identify risks, including the following:

               
               
               
               
                  
                  
                  	
                     
                     
                     Documentation and assumptions reviews: Reviewing
                        preconfigured supply chain risk management software checklists and
                        dashboards (some of which are industry-specific), supply chain documents,
                        existing analytical tools, variance analyses, and the like can reveal
                        risks. Reviewing assumptions made about a process or project can
                        help determine if these assumptions seem valid to a consensus of
                        stakeholders, and the team can also consider what might happen if the
                        assumptions turn out to be wrong.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Brainstorming: Brainstorming
                        is a group meeting where a wide range of experts are gathered to
                        discuss risks. A facilitator sets down some rules in advance, such as
                        that all ideas are welcome and none are criticized. If risk categories
                        exist, they can be used to promote completeness. Brainstorming can
                        also be done remotely as a distributed survey.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Delphi technique: Anonymous
                        questionnaires are collected and compiled in multiple rounds until
                        the group reaches consensus.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Interviews: Formally or informally
                        talking to experts and stakeholders can reveal new perspectives
                        on risk.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Root cause analysis: Searching
                        for the underlying causes of a risk can help focus on the actual
                        problem rather than the symptoms.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Risk checklists: Since risk
                        analysis has been conducted in the past at the organization, and
                        at other organizations, a list of risks from other processes or projects
                        can be reviewed to see what applies.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Risk diagramming: Flowcharts
                        or other relationship diagrams can be used to show a process. Analysis
                        of such charts can reveal weaknesses. Also, various tools from the
                        quality discipline such as a cause-and-effect or Ishikawa diagram
                        can be leveraged for risk analysis.

                     
                     

                  
                  
                  
                  	
                     
                     
                     SWOT analysis: A strengths,
                        weaknesses, opportunities, and threats analysis starts by looking
                        at the organization’s capabilities and areas that need work and then
                        looks at external opportunities and threats. This strategic-level
                        analysis is good at seeing the big picture—in other words, what
                        opportunities or strengths might offset threats or vice versa.

                     
                     

                  
                  

               
               
               
               One starting point for
                  supply chain managers may be to list each raw material used, identify
                  which materials are of strategic value, and invest time in understanding
                  the organizational and financial structures of each strategic material
                  supplier. This process can help with defining the relative vulnerabilities
                  of the supply chain and the implications of doing nothing.

               
               

            
            
            
            
               
               
               Risk
                  Identification

               
               
               
               
                  
                  
                  Risks
                     need to be described in a consistent manner and at a level of detail
                     that will allow them to be understood and evaluated against one
                     another. When identifying risks, specify

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Cause(s): The root causes,
                           if applicable and known.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Event(s): The triggering events,
                           if applicable and known.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Impact: The internal and external
                           threats (or opportunities) for each critical asset or process. This
                           includes an assessment of criticality. For threats, this is the
                           critical assets or processes of the organization that, if not operating
                           effectively, would prohibit the company from fulfilling its mission,
                           such as providing its key products or services.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Effect: Areas within the organization
                           or up and down the supply chain that would be impacted as a result.

                        
                        

                     
                     

                  
                  
                  
                  The final task is to
                     combine these into a definitive statement of each risk. For a company
                     that ships most of its products by train, an example might be

                  
                  
                  
                  
                     
                     Derailment
                        of multiple cars due to sabotage or disrepair of train tracks resulting
                        in destruction of products onboard, possible injuries to train personnel,
                        and delays of future shipments while track is repaired.

                     

                  
                  
                  
                  An automotive original
                     equipment manufacturer that produces gas supply lines using a patented
                     raw material from a single source might identify the risk as follows:

                  
                  
                  
                  
                     
                     Nylon-12
                        is available from only one supplier, Corporation ABC, and is produced
                        in just one plant in Germany. A disruption or accident at this plant
                        could critically disrupt the supply of this raw material for product
                        lines A and B.

                     

                  
                  

               
               

            
            
            
            
               
               
               Risk
                  Definition

               
               
               
               
                  
                  
                  The
                     scope and time frame of each risk must be well understood before
                     organizations can decide what would be an appropriate response.
                     The APICS Supply Chain Council notes that each identified risk must
                     also have a time dimension or a specific time horizon (e.g., day,
                     month, year) and a specific perspective or view that defines the scope
                     (e.g., boundaries, what is not included). Some risks will exist
                     for only a given time period, such as risks of warranty returns
                     in the warranty return period. Other types of risk are ongoing but
                     can be defined further. For example, risks of delivery truck hijacking
                     could be subdivided into risks as cargo is transported through specific countries
                     or at particular times of the day. Risks of piracy (and resulting
                     insurance costs) for containerships is defined by the countries
                     that the trade routes pass by.

                  
                  

               
               

            
            
            
            
               
               
               Risk
                  Register

               
               
               
               
                  
                  
                  As defined in the ASCM Supply
                        Chain Dictionary, a risk register is:

                  
                  
                  
                  
                     
                     
                        A report that has summary information on
                           qualitative risk analysis, quantitative risk analysis, and risk response planning.
                           This register contains all identified risks and associated details.
                        

                     

                  
                  
                  
                  A
                     risk register is often a spreadsheet with a row for each risk and
                     a column for each risk attribute. More attributes can be added whenever
                     they are desired. The register contains the risk identification
                     information and risk definition information, along with all other
                     information related to that risk. Since much of this information
                     is determined during later steps in the risk management process,
                     these fields would remain blank until those steps are completed.
                     This can include a list of potential responses or references to
                     planned responses. Exhibit 7-5 shows
                     an example of a risk register.

                  
                  
                  
                  
                     Exhibit 7-5: Risk Register Example[image: This image shows a risk register table with two sections, detailing risk IDs, categories, causes, probabilities, impacts, and responses. Go to long description for more details.]
                  
                     Go to long description.
                     

                  
                  
                  

               
               

            
            

         
         
         
         
            
            
            Supply Chain Risks

            
            
            
            
               
               
               Supply chain risks include
                  the risk of loss of tangible assets (property, inventory, or money)
                  or intangible assets (intellectual property, reputation). These
                  losses can occur from internal or external threats. Internal threats
                  include employee theft, collusion (working with a person or group
                  outside the organization), fraud, misplacement, damage or destruction
                  from accidents, or improper handling. External threats include theft
                  by unknown parties or by external business partners, abduction,
                  hijacking of modes of transportation and their cargoes, counterfeiting,
                  computer hacking (e.g., ransomware), government appropriation, or
                  damage or destruction from a host of threats.

               
               

            
            
            
            
               
               
               Risk of Loss of Tangible Assets

               
               
               
               
                  
                  
                  Loss of goods, losses
                     from other forms of malfeasance, and losses from lawsuits are discussed
                     next.

                  
                  
                  
                  
                     
                     
                     
                        Loss of Goods
                        

                     
                     
                     
                     Keeping domestic and
                        import/export shipments secure from loss, damage, theft, and vandalism
                        has always been a concern for businesses. The growing threat of
                        terrorism has added a new sense of urgency to these long-standing
                        security worries.

                     
                     
                     
                     Who bears the risk of loss during transfer of goods is not
                        ruled by who currently holds the title to those goods. International
                        Commercial Terms 2020 (Incoterms®
                        2020), outline that the risk of loss or damage to the goods, as well as the
                        obligation to bear the costs relating to the goods, passes from the seller
                        to the buyer when the seller has fulfilled his or her obligation to deliver
                        the goods. For example, in an FOB (free on board) transaction in which the
                        terms of sale identify where title passes to the buyer, as soon as the goods
                        are “on board” the main vessel the risk of loss transfers to the buyer or
                        importer. The buyer must pay for all transportation and insurance costs from
                        that point and must clear customs in the country of import.

                     
                     
                     
                     In
                        North America, two FOB terms (very often shown as F.O.B. and followed
                        by Origin or Destination, and meaning either free on board or freight
                        on board) are used (not to be confused with the FOB Incoterm® for sea and inland waterways)
                        for domestic shipping via various modes of transport. The U.S. Uniform
                        Commercial Code (UCC), Section 2-509, states that the risk of loss
                        in a FOB Origin contract passes
                        to the buyer when the inventory is duly delivered to the carrier.
                        The risk of loss in a FOB Destination contract
                        (where the seller is responsible for the goods until the buyer takes
                        possession) passes to the buyer only when the goods reach the destination point.
                        However, parties are free to allocate the risk of loss in any way
                        the two parties can agree upon.

                     
                     

                  
                  
                  
                     
                     
                     
                        Losses from Other Forms of Malfeasance
                        

                     
                     
                     
                     Organizations can face
                        significant losses from various other types of malfeasance (wrongdoing),
                        including bribery, fraud, corruption, abduction, and counterfeiting. (The
                        last item is a type of intellectual property theft, so it is discussed
                        later). Losses can take the form of money paid out or lost, fines,
                        enforced shutdowns of operations, and seizure of goods. Illegal
                        activities—even without the knowledge or consent of the organization’s
                        leaders—place a great risk on the organization’s reputation. In
                        the case of bribery, fraud, or corruption, the negative press from
                        government or criminal investigations can cause loss of sales.

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Fraud and corruption. Fraud
                              and corruption can take many forms. For a supply chain, it often
                              has to do with attempting to make an unfair profit by avoiding laws and
                              regulations. In an example of risks related to fraud and corruption,
                              a U.S. honey importer was caught passing off Chinese honey as honey
                              from other sources. The organization’s incentive was to avoid the
                              large tariffs that could triple the cost of the honey, so two executives
                              produced fake documents and subsidiaries shipped the honey to multiple
                              countries, where it was relabeled and filtered to hide its origin.
                              The organization fired the executives and paid a $2 million fine,
                              had to destroy and replace the inventory, and then faced lawsuits from
                              its competitors. It was eventually forced into bankruptcy when it
                              went into default on a loan.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Bribery. A bribe is when a
                              person gives another individual a gift, money, or a favor intending
                              to influence his or her decision, judgment, or conduct. The bribe can
                              be in the form of anything the recipient considers to be valuable.
                              According to Bowersox, Closs, and Cooper, although bribes are unethical
                              and illegal in most developed nations, these types of payments may
                              be necessary in the sale and movement of product through customs
                              in developing countries (although one’s home country may still specifically
                              prohibit the act).

                           
                           
                           
                           An
                              example of risks related to bribery involves a large clothing retailer.
                              An Argentinian subsidiary admitted to bribing officials to get customs
                              clearance for goods and to avoid inspections. The company was also
                              accused of creating fake invoices to hide the payoffs. The company
                              had to pay to the U.S. SEC a fine of $1.6 million, which was less
                              than it could have been since the organization cooperated fully
                              and there was no evidence the practice occurred in other subsidiaries.

                           
                           
                           
                           There are three types
                              of criminal bribery: commercial bribery, bribery of public officials,
                              and bribery of foreign representatives.

                           
                           
                           
                           
                              
                              
                              	
                                 
                                 
                                 Commercial
                                    bribes are usually aimed at covering up for an inferior product
                                    or obtaining new business or proprietary information. They can also
                                    involve industrial espionage, where sensitive information is stolen
                                    or kickbacks or payoffs are made for trade secrets or price schedules.

                                 
                                 

                              
                              
                              
                              	
                                 
                                 
                                 Any
                                    attempt to influence a public official in a manner that serves a
                                    private interest is considered a crime. The crime of bribery occurs
                                    when the bribe is offered even if the potential recipient does not
                                    accept it. Legally, a second separate crime occurs when a bribe
                                    has been accepted.

                                 
                                 

                              
                              
                              
                              	
                                 
                                 
                                 In
                                    1977, the U.S. implemented the Foreign Corrupt Practices Act to
                                    discourage bribing of foreign officials in order to secure favorable
                                    business contracts. Since then, U.S. laws have been established
                                    that criminalize that bribery.

                                 
                                 

                              
                              

                           
                           

                        
                        
                        
                        	
                           
                           
                           Abduction. According to an
                              article by Anne Diebel, about $5.1 billion in ransoms are collected
                              each year. Most of this is abduction of persons without kidnap and ransom
                              (K&R) insurance. Over three-quarters of all Fortune 500 companies
                              have K&R for their executives. (These premiums are worth between
                              $250 to $300 million per year to insurance companies, but premiums
                              have fallen by about half in the last decade.) Such insurance pays
                              out about $500 million per year. About 90 percent of kidnappings
                              are successfully resolved in the return of the victim, usually through
                              payment of ransom. Use of professional negotiators raises this to
                              a 97 percent success rate.

                           
                           
                           
                           Abduction
                              is primarily perpetrated on citizens of the countries where the abduction
                              occurs. According to the Diebel article, foreigners make up only
                              two to six percent of all kidnap victims. This is primarily an issue
                              in countries that have high rates of kidnappings. The U.S. State
                              Department maintains a four-level list of countries with abduction
                              risk. Places like Afghanistan, Haiti, Iran, Iraq, Syria, and Venezuela
                              are in the fourth and highest risk level (do not travel). Nigeria,
                              Sudan, Turkey, and other places are in the third level (reconsider
                              travel). Places including Colombia, Mexico, Russia, and the Ukraine
                              are in the second level (exercise increased caution). Angola and
                              Malaysia are in the first level (exercise normal precautions). However,
                              kidnapping can occur anywhere. In 2010, the chairwoman of Columbia
                              Sportswear was a victim of an attempted abduction while in her own U.S.
                              home. Luckily for her, she knew how to respond and protect herself,
                              and the criminal fled after she triggered a silent alarm that was
                              sent to police.

                           
                           

                        
                        

                     
                     

                  
                  
                  
                     
                     
                     
                        Losses from Lawsuits
                        

                     
                     
                     
                     Organizations also need
                        to protect themselves from potential lawsuit losses.

                     
                     

                  

               
               

            
            
            
            
               
               
               Risk of Loss of Intangible Assets

               
               
               
               
                  
                  
                  Intangible assets include
                     various types of intellectual property (IP), which can range from
                     brands and marketing images to engineering designs or software code.
                     Loss of IP is a serious risk to organizations since a competitor
                     or government could use the information to steal market share or
                     produce counterfeit items. Intellectual property rights (IPR) is
                     an area where compliance is voluntary but so necessary to ongoing business
                     that it calls for proactive efforts. Protecting IP may mean different
                     things in different countries, so after discussing the overall risks
                     of loss of IP, the subject is then discussed from the perspective
                     of two types of countries: those with highly developed regulations
                     and enforcement and those with large gaps in this area.

                  
                  
                  
                  
                     
                     Loss of Intellectual Property

                     
                     
                     Intellectual property
                        losses can include the threat of counterfeit goods or services using
                        the organization’s designs and patents and possibly the organization’s
                        name and brand (or a close approximation of them). Counterfeiting
                        can reduce the organization’s reputation for quality, or counterfeit
                        goods could compete unfairly with the organization’s products. Counterfeits
                        can be actual goods, replacement parts, or copyrighted digitized
                        materials. The counterfeiters can be operating for profit or be freely
                        distributing the materials (in the case of digital property). Counterfeit
                        goods are often introduced into a legitimate supply chain when a
                        supplier faces a shortage. Rather than turning down the sale, the
                        supplier turns to what are called “grey markets.” These are markets
                        selling goods that are legal but are produced by unknown third parties.
                        Such goods become counterfeit when the supplier passes them off
                        as its own manufacture.

                     
                     
                     
                     Working
                        with global suppliers creates intellectual property risk. If global
                        suppliers have access to proprietary designs and already perform
                        the manufacturing, they could go into business for themselves and
                        become a competitor. A way to mitigate this risk is to source materials
                        that involve trade secrets either domestically or only in countries
                        with robust trade secret protections. Another solution is to divide
                        up parts of a trade secret and have different suppliers work on
                        only a small portion of the overall requirements.

                     

                  
                  
                  
                     
                     
                     
                        IP in Countries with Developed Regulations
                           and Enforcement
                        

                     
                     
                     
                     Protecting
                        intellectual property in countries with highly developed regulations
                        and enforcement can be straightforward. In many countries, IP is
                        strictly enforced through laws and the court systems. In the U.S.,
                        for example, Article 1, Section 8, Clause 8, of the U.S. Constitution
                        protects patents, copyrights, and trade secrets. Large damages can
                        be assessed for violations, though the cost of and length of litigation
                        can be high.

                     
                     
                     
                     Patents
                        need to be filed as quickly as possible to protect IP. However,
                        it is imperative that a detailed patent search be performed as part
                        of this process, with legal review. A risk is that organizations
                        who own a prior and often more general patent can sue the organization
                        for patent infringement. While any company owning a patent can do
                        this, a special class of organization called a patent assertion
                        entity (PAE), or “patent troll,” has come to exist. According to
                        a U.S. White House report titled “Patent Assertion and U.S. Innovation,”
                        PAEs “focus on aggressive litigation...asserting that their patents cover
                        inventions not imagined at the time they were granted.” These companies
                        form shell companies to hide their identities and threaten or sue
                        both large and small organizations. Protecting the organization
                        from such lawsuits is especially needed in software-related patents
                        because it can be difficult to separate the software’s “function”
                        from its “means” of creating the function. In addition to an exhaustive patent
                        search, a clearly written patent can offer some protection. However,
                        changes in patent law are needed to make this type of lawsuit no
                        longer profitable.

                     
                     
                     
                     Violations
                        of IP in the U.S., including counterfeit goods, can be reported
                        to a Department of Homeland Security task force, the National IP
                        Rights Coordination Center. In the European Union, violations are
                        reported to the official customs department of any member state.

                     
                     

                  
                  
                  
                     
                     IP in Countries with Higher IP Risk

                     
                     
                     Many countries have
                        cultures, laws, and enforcement differences that make it very difficult
                        to enforce IP rights. Just doing business in such countries creates
                        risks. IP violations in many countries often must be enforced through
                        civil litigation, with no guarantee of a fast or successful resolution.

                     
                     
                     Organizations often
                        search for lower-cost suppliers, but the culture in many of the countries
                        with such suppliers is more permissive of intellectual property
                        theft, so organizations need to invest more time and money in protecting
                        their trademarks and patents. In some cases, corporations or even
                        governments of some countries engage in active corporate espionage,
                        for example, stealing data from visitors’ computers or other devices
                        when they leave them in their hotel rooms.

                     
                     
                     An AMR Research study ranked China and
                        India as problem countries related to IP infringement and other
                        risks such as security breaches. China has demanded that some large
                        companies provide their IP as the price of doing business there.
                        Chinese law also stipulates that the first entity to use a trademark
                        in that country owns that trademark, even if it is a trademark that
                        is already registered in a different country. Therefore, it is imperative
                        to file trademarks in China at the same time as in other countries
                        even if the organization does not plan to do business there right
                        away. Many countries require active use of a trademark in that country
                        for the protection to be maintained.

                     
                     
                     
                     From a compliance perspective, it is important
                        to get in-country representation and legal review to protect the
                        organization’s interests. Organizations need to review not only
                        each country’s patent, trademark, and copyright laws but also its
                        product liability laws and relevant tax laws.

                     
                     
                     IP resources exist. In the U.S., the Patent
                        Cooperation Treaty allows organizations to file an international
                        patent application and seek patent protection in 115 countries with
                        one application to the U.S. Patent and Trademark Office if the applicant
                        has filed a foreign filing license. In another example, the U.S.
                        and the European Union have partnered to provide a set of resources
                        for small and mid-sized organizations to manage IP rights in foreign
                        markets. They have developed the TransAtlantic IPR Portal, which
                        includes toolkits for specific countries, information on how to
                        manage IP rights, training, and links to enforcement authorities.

                     

                  

               
               

            
            

         
         
   
      
         
         
         
         Section B: Risk Analysis and Response

         
         
         
         
            
            
            
               This section is designed to
               

            
            
            
            
               
               
               	
                  
                  
                  Differentiate between qualitative and
                     quantitative risk analysis techniques and when to apply each

                  
                  

               
               
               
               	
                  
                  
                  Assess risk probability and impact and
                     interpret risk rating on a probability and impact matrix

                  
                  

               
               
               
               	
                  
                  
                  Assess the quality of data used in risk
                     assessments

                  
                  

               
               
               
               	
                  
                  
                  Understand how to represent risk on a
                     probability distribution so it is clear that a range of results could occur

                  
                  

               
               
               
               	
                  
                  
                  Calculate the expected monetary value of a risk
                     with or without an up-front cost

                  
                  

               
               
               
               	
                  
                  
                  Understand the basic uses of sensitivity
                     analyses and simulations

                  
                  

               
               
               
               	
                  
                  
                  Define the four basic risk responses of accept,
                     avoid, transfer, and mitigate

                  
                  

               
               
               
               	
                  
                  
                  Define risk response plan and risk response
                     planning

                  
                  

               
               
               
               	
                  
                  
                  Explain the difference between preventive
                     actions and contingent or corrective actions

                  
                  

               
               
               
               	
                  
                  
                  Describe how to generate and implement
                     preventive action, prepare contingency plans, and share risks among supply chain
                     partners.

                  
                  

               
               

            
            
            
            Once risks have been identified and classified, the next steps are
               analysis and response planning. Qualitative techniques are the place to start, and
               quantitative techniques may then be used to supplement this analysis in key areas.
               Responses include accept, avoid, transfer, and mitigate. The appropriate response
               depends in part on analysis and in part on the organization’s risk appetite/tolerance.
               Preparing contingency plans is also discussed. These plans help restore processes,
               IT,
               and support services to operation after a failure.

            
            

         
         
         
         
   
      
         
         
         
         Risk
            Analysis

         
         
         
         
            
            
            Risk analysis
               involves classification and prioritization of risks followed by
               risk assessment and classification, including expected monetary
               value, sensitivity analysis, and simulation. These are presented
               after a brief overview of the process.

            
            

         
         
         
         
         
            
            
            Risk Analysis
               Road Map

            
            
            
            
               
               
               Organizations use risk
                  assessment and classification processes to prepare for uncertainty
                  by prioritizing scarce time and money toward risks with the greatest probability
                  and impact. Risk assessment and classification thus include prioritization.

               
               
               
               Classification and prioritization
                  occur first, involving a qualitative, or subjective, analysis of
                  risks using expert judgment and tools that assess probability and
                  impact, risk urgency, and data quality. Risks can then be further
                  assessed with quantitative risk analysis, which uses mathematical
                  formulas or models to better quantify the monetary impact of certain
                  risks weighted by their probabilities.

               
               
               
               Risk assessment and classification
                  are influenced by the organization’s tolerance for risk, the specific
                  level for each risk, the basic responses to each risk that are possible, and
                  the cost of the risk response. These are part of the risk management
                  plan.

               
               

            
            

         
         
         
         
            
            
            Classification and Prioritization:
               Qualitative Risk Analysis

            
            
            
            
               
               
               Qualitative analysis
                  is used in risk classification and prioritization to understand, categorize,
                  and rank risks quickly and efficiently. It is a non-mathematical
                  analysis of the various qualities that make up each risk. The analysis
                  can take into account many factors and thus can be nuanced while
                  being cost-effective. The primary factors are probability and impact,
                  but other factors such as urgency are accounted for.

               
               
               
               Analysts also may need
                  to compensate for data quality or completeness and potential estimator
                  bias. Another factor is the risk tolerance for the specific business
                  constraint, such as time or cost, which may differ by constraint.
                  The various factors are weighed, and the result is a risk rating
                  that can be used to rank the risks in order of importance.

               
               
               
               Methods and tools used
                  in qualitative risk analysis include the following:

               
               
               
               
                  
                  
                  	
                     
                     
                     Risk categorization

                     
                     

                  
                  
                  
                  	
                     
                     
                     Probability
                        and impact assessment

                     
                     

                  
                  
                  
                  	
                     
                     
                     Risk
                        urgency assessment

                     
                     

                  
                  
                  
                  	
                     
                     
                     Data
                        quality assessment

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               Risk
                  Categorization

               
               
               
               
                  
                  
                  Different conventions exist for categorizing supply chain risks. The
                     ASCM Supply Chain Dictionary defines a risk category
                     as: “A cluster of risk causes with a label such
                        as external, environmental, technical, or organizational.”

                  
                  
                  
                  The
                     Global Association of Risk Professionals classifies risk in operational
                     categories:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Personnel risk (e.g.,
                           internal fraud, human error)

                        
                        

                     
                     
                     
                     	
                        
                        
                        Physical
                           assets (e.g., loss of business environments/assets)

                        
                        

                     
                     
                     
                     	
                        
                        
                        Technology
                           (e.g., virus damage, system failures)

                        
                        

                     
                     
                     
                     	
                        
                        
                        Relationships
                           (e.g., liabilities, lawsuits, loss of reputation)

                        
                        

                     
                     
                     
                     	
                        
                        
                        External/regulatory
                           (e.g., external fraud, government incentives/ restrictions)

                        
                        

                     
                     

                  
                  
                  
                  Each organization will
                     define categories of risks in such a way that it helps the organization
                     cluster planned risk responses, perhaps finding actions that can
                     address more than one risk simultaneously. Exhibit 7-6 lists
                     categories of internal and external risks to the supply chain.

                  
                  
                  
                  
                     Exhibit 7-6: Internal and External Supply Chain Risks
                     
                     
                     
                     
                        
                        
                        
                        
                           
                           
                              
                              
                                 
                                 
                                 
                                 
                                 
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Internal Risks
                                          to Supply Chain

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       External Risks
                                          to Supply Chain

                                       
                                       
                                    
                                    

                                 
                                 
                              
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Poor
                                                quality

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Unreliable
                                                suppliers (lead time, capacity)

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Supply
                                                shortages

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Equipment
                                                breakdowns, lack of equipment

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Incompatible/inflexible
                                                technology or technology disruptions

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Uncertain
                                                demand or poor forecasting

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             SKU
                                                (stock keeping unit) proliferation

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Too
                                                frequent production schedule changes (system “nervousness”)

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Communication
                                                across different cultures

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Service
                                                failures

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Compliance
                                                risks

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Poor
                                                labor relations, work slowdowns, or strikes

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Poorly
                                                trained labor, high labor turnover or illness, or morale issues

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Labor
                                                shortages

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Political
                                                instability (e.g., riots, government business appropriation)

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Transportation
                                                delays due to weather, etc.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Financial
                                                risks from currency instability/fluctuations

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Natural
                                                disasters, wars, or terrorism

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Poor
                                                infrastructure in developing countries (e.g., unreliable electricity)

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Large
                                                variability in demand caused by economy, competitor actions, etc.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Legal/regulatory
                                                changes

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Taxation
                                                changes

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Customs
                                                risks

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Customer
                                                or consumer pressures

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    

                                 
                                 
                              

                           

                        
                        

                     
                  
                  
                  
                  There
                     are many other ways to categorize supply chain risks, for example

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Strategic supply chain
                           risks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Supply
                           risks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Demand
                           risks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Process
                           risks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Environmental
                           risks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Hazard
                           risks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Financial
                           risks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Malfeasance
                           risks

                        
                        

                     
                     
                     
                     	
                        
                        
                        Litigation
                           risks.

                        
                        

                     
                     

                  
                  
                  
                  Each
                     of these categories is discussed next. Note that supply risks, demand
                     risks, process risks, and environmental risks might be grouped together
                     in a larger category of operational risks, which together comprise
                     the core risks facing most supply chains.

                  
                  
                  
                  
                     
                     
                     
                        Strategic Supply Chain Risks
                        

                     
                     
                     
                     Strategic supply chain
                        risks are those risks that endanger the success of the organization’s
                        long-term supply chain strategy. Risks in this category include
                        those that have strong potential to impact business continuity,
                        brand image, reputation, and market share.

                     
                     

                  
                  
                  
                     
                     
                     
                        Supply Risks
                        

                     
                     
                     
                     Supply risks include the types of risk
                        discussed in Exhibit 7-7.
                        The exhibit includes some examples of root causes or red flags that
                        could be recorded for each risk. Some other supply-related risks
                        mentioned in later categories, such as supplier insolvency or counterfeiting,
                        might instead be located in this category.

                     
                     
                     
                     
                        Exhibit 7-7: Supply Risks and Common Root Causes/Red Flags
                        
                        
                        
                        
                           
                           
                           
                           
                              
                              
                                 
                                 
                                    
                                    
                                    
                                    
                                    
                                 
                                 
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Supply Risks

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Common Root Causes/Red Flags

                                          
                                          
                                       
                                       

                                    
                                    
                                 
                                 
                                 
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Supplier/subcontractor
                                             availability

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Failure
                                                   of initial source/supplier.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Supplier pricing

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   performance may lead to price increases.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Contract
                                                   changes or violations.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Supplier quality

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Suppliers
                                                   may be using lower-quality raw materials.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Supplier
                                                   manufacturing processes allow variability.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Supplier lead
                                             time

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Suppliers
                                                   may not have sufficient capacity.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Suppliers
                                                   may not have sufficient raw materials.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Transportation
                                             lead time

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Fleet
                                                   may have high rate of breakdowns.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Supply/demand
                                                   imbalances may create lack of availability of origin-destination
                                                   pairings, carriers, containers, drivers, etc.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Other
                                                   risks may play a factor, e.g., hazards, customs.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Customs/import
                                             delays

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Paperwork
                                                   errors or customs paperwork delays.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Port
                                                   strikes or other labor issues.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Labor disruption

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Union
                                                   contracts require renegotiation.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Country-specific
                                                   general labor unrest.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                 

                              

                           
                           

                        
                     
                     

                  
                  
                  
                     
                     
                     
                        Demand Risks
                        

                     
                     
                     
                     Exhibit 7-8 lists
                        some examples of demand risks and possible root causes or red flags. A
                        key risk in this area is forecasting errors. Most organizations
                        use a mix of statistical forecasting tools and expert judgment,
                        but the error at the level of aggregated product lines (aggregating
                        to reduce forecast error is called risk pooling) is still around
                        10 percent, and forecasting error at the SKU level is 40 percent
                        or more, according to Schlegel and Trent in Supply
                              Chain Risk Management.

                     
                     
                     
                     
                        Exhibit 7-8: Demand Risks and Common Root Causes/Red Flags
                        
                        
                        
                        
                           
                           
                           
                           
                              
                              
                                 
                                 
                                    
                                    
                                    
                                    
                                    
                                 
                                 
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Demand Risks

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Common Root Causes/Red Flags

                                          
                                          
                                       
                                       

                                    
                                    
                                 
                                 
                                 
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Forecasting error
                                             or bias

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Seasonality,
                                                   bad data, or inadequate model/modeler.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   communications or assumptions (e.g., optimism).

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Interorganizational
                                             communications

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Separate
                                                   forecasts cause bullwhip effect/variability.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Attitudes
                                                   that forecasts are trade secrets.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Outbound shipping
                                             delays

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Capacity,
                                                   information system, or product issues.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Customer
                                                   order changes.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Outbound transportation
                                             delays

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Carriers
                                                   experience capacity issues or instability.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Other
                                                   risks may play a factor, e.g., hazards, customs.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Customer price
                                             changes/promotions

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Unannounced
                                                   prices/promotions create demand surge and upstream stockout/capacity
                                                   issues.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Quality issues

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   quality auditing (process audits)/quality control.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Poorly
                                                   communicated requirements/specifications.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Warranties/recalls

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   integration of business units/subsidiaries.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   product portfolio or specification management.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Lost customers

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Inability
                                                   to fulfill expectations due to failures in other risk areas.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Unprofitable
                                             customers

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Services
                                                   offered are not tailored to customer profitability or longevity.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Customer’s requirements change

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   communications and change control.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Customer product
                                             launches

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Failure
                                                   to get involved early, which the customer may not be allowing, leading
                                                   to poor planning/execution.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                 

                              

                           
                           

                        
                     
                     

                  
                  
                  
                     
                     
                     
                        Process Risks
                        

                     
                     
                     
                     Exhibit 7-9 lists
                        some examples of process risks and possible root causes or red flags.

                     
                     
                     
                     
                        Exhibit 7-9: Process Risks and Common Root Causes/Red Flags
                        
                        
                        
                        
                           
                           
                           
                           
                              
                              
                                 
                                 
                                    
                                    
                                    
                                    
                                    
                                 
                                 
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Process Risks

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Common Root Causes/Red Flags

                                          
                                          
                                       
                                       

                                    
                                    
                                 
                                 
                                 
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Capacity and
                                             flexibility

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Too
                                                   reliant on certain equipment, persons, or places.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   planning, visibility, or communications.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Manufacturing
                                             yield

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Material
                                                   shortages.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Human
                                                   or equipment failure.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Inventory

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                SKU
                                                   proliferation.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   life cycle planning (obsolescence, legacy maintenance costs, brand
                                                   confusion).

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   inventory planning or forecast error.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Information delays

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Union
                                                   contracts require renegotiation.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Country-specific
                                                   general labor unrest.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          IT/telecommunications

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Power
                                                   or service outages in region or at host.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Hackers,
                                                   malware, and human or internal errors.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Poor payables
                                             processing

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                In-house
                                                   cash flow shortages.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Deteriorating
                                                   relationship with suppliers.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Poor receivables
                                             processing

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Customer
                                                   financial difficulty.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   organizational follow-up or contract enforcement.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Intellectual
                                             property

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Outsourcing/contractor
                                                   due diligence failures.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Failure
                                                   to compensate for country risk/espionage.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Poor planning

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   systems, processes, and infrastructure for planning.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   management oversight (e.g., no sales and operations planning) or
                                                   training.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Mismanagement

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Failure
                                                   to develop strategy or execute strategy and tactics.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   measurement, management, and communications.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                 

                              

                           
                           

                        
                     
                     

                  
                  
                  
                     
                     
                     
                        Environmental Risks
                        

                     
                     
                     
                     Exhibit 7-10 lists
                        some examples of environmental risks and possible root causes or
                        red flags. The definition of what counts as an environmental risk
                        might be expanded to include the political environment, currency
                        exchange rates, and weather-related events, but in these materials
                        these are addressed in other categories.

                     
                     
                     
                     
                        Exhibit 7-10: Environmental Risks and Common Root Causes/Red Flags
                        
                        
                        
                        
                           
                           
                           
                           
                              
                              
                                 
                                 
                                    
                                    
                                    
                                    
                                    
                                 
                                 
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Environmental Risks

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Common Root Causes/Red Flags

                                          
                                          
                                       
                                       

                                    
                                    
                                 
                                 
                                 
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Environmental
                                             legislation/regulation

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Poor
                                                   commitment or management.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Failure
                                                   to use due diligence or audit self/suppliers.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Industry regulations

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Same
                                                   as above plus new entry into industry (e.g., mergers or operating
                                                   in many industries).

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Country regulations

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Same
                                                   as above plus lack of or failure to acquire cultural understanding/sensitivity.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Shifts in cultural
                                             expectations

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Evolving
                                                   societal expectations go unheeded.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Competitors
                                                   using stricter environmental practices.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Conflict minerals

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Failure
                                                   to use due diligence with suppliers’ suppliers.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Willful
                                                   indifference or active obfuscation of conflict region sourcing.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Customs regulations

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Packaging
                                                   poorly balances goods protection, customs access, and packaging
                                                   minimization.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Interest group
                                             attention

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Unwelcome
                                                   negative press.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Pressure
                                                   to adopt less-profitable methods for sustainability.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Voluntary reporting

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          
                                             
                                             
                                             	
                                                
                                                
                                                Voluntary
                                                   sustainability reporting used to highlight negatives.

                                                
                                                

                                             
                                             
                                             
                                             	
                                                
                                                
                                                Peer group comparisons don’t favor the organization.

                                                
                                                

                                             
                                             

                                          
                                          
                                       
                                       

                                    
                                    
                                 

                              

                           
                           

                        
                     
                     

                  
                  
                  
                     
                     
                     
                        Hazard Risks
                        

                     
                     
                     
                     Hazard risks are called force majeure in
                        legal terms or acts of God colloquially. These are primarily the
                        natural disasters that cause property damage and business disruptions,
                        but hazards can also include political turmoil, war, government appropriations,
                        product tampering, acts of terrorism, and similar events beyond
                        the organization’s control.

                     
                     

                  
                  
                  
                     
                     
                     
                        Financial Risks
                        

                     
                     
                     
                     Financial risks relate primarily to the
                        financial solvency and credit issues of the organization and of
                        others up and down the supply chain. Financial risks also include risks
                        related to volatility of the overall financial market or of commodity
                        or foreign exchange markets.

                     
                     
                     
                     Risks of insolvency or financial difficulty
                        need to be monitored not only for suppliers and customers but also
                        for service organizations such as third-party logistics providers,
                        third-party payment vendors, and so on. Financial metrics and monitoring supplier
                        events can provide red flags to watch for that can show when a supplier
                        is in financial distress:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Supplier
                              changes its early payment incentives or needs payment first.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Supplier
                              is paying its suppliers late. (Payables period is increasing.)

                           
                           

                        
                        
                        
                        	
                           
                           
                           Quality
                              or grade is decreasing.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Unusual
                              early shipments may indicate lack of business.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Longer
                              lead times may mean that they must order their materials late.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Investments
                              in research and development (R&D), equipment, resources, or
                              IT are falling off.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Supplier
                              invested heavily in personnel, R&D, or equipment but there are
                              delays getting new products to market.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Supplier’s
                              customers are industries in distress.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Unusual
                              executive turnover or stock sales occur.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Supplier
                              must restate financial statements.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Supplier
                              is laying off workers, closing plants, and denying rumors.

                           
                           

                        
                        

                     
                     
                     
                     Organizations in financial
                        distress may make unwise and selfish choices that they would otherwise
                        not be motivated to make.

                     
                     
                     
                     The
                        great recession of 2008 is a clear example of a market risk that
                        impacted many areas, not the least of which was a severe tightening
                        in credit availability. Commodity market volatility is another large
                        area of risk for supply chains. According to the IMF, commodity
                        prices since 2005 have had three times as many fluctuations in comparison
                        to the period of 1980 to 2005. According to a McKinsey & Company
                        white paper by Gerken et al., between 2014 to 2018 commodity prices
                        averaged between 10 to 20 percent in volatility per year, but peaks
                        were as high as 70 percent of a given year’s average price. The
                        energy market was the most volatile, in the 20 to 25 percent range,
                        while metals and minerals and agriculture were in the 5 to 15 percent
                        range. End product prices often tend to track fairly closely to
                        their underlying commodity prices (e.g., copper wire tracks very
                        closely to copper).

                     
                     
                     
                     Currency
                        exchange risk also exists because most (but not all) currencies
                        are free floating, meaning that their value can go up or down relative
                        to market forces. If you must pay for inventory or equipment in
                        a different currency, even though the price is fixed, you might
                        need to pay more or less in your own currency after the exchange
                        is factored in.

                     
                     

                  
                  
                  
                     
                     
                     
                        Malfeasance Risks
                        

                     
                     
                     
                     Risks of supply chain
                        theft (or other types of loss), fraud, corruption, bribery, abduction,
                        and counterfeiting can be placed in a category such as malfeasance (wrongdoing)
                        risks.

                     
                     

                  
                  
                  
                     
                     
                     
                        Litigation
                           Risks
                        

                     
                     
                     
                     Types of
                        litigation risk include product liability, breach of contract, and
                        many others.

                     
                     

                  

               
               

            
            
            
            
               
               
               Probability
                  and Impact Assessment

               
               
               
               
                  
                  
                  A
                     probability and impact assessment involves estimating these attributes
                     for each risk:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        
                           
                              Impact.
                              
                           This is the magnitude
                              of the loss (or gain). It considers the importance of the process or asset at risk
                              to the organization. The impact of potential worst-case scenarios is evaluated and
                              ranked, for example, from insignificant (5 percent), to minor (10 percent), to
                              moderate (20 percent), to major (40 percent), to extreme (80 percent). The
                              organization can decide how to label the categories and assign percentages to these
                              labels. Percentages help estimators come to a common idea of the value of each
                              category.
                           

                        
                        

                     
                     
                     
                     	
                        
                        
                        
                           
                              Probability.
                              
                           This is the
                              probability of occurrence. The probability of the scenario occurring is evaluated
                              and ranked, for example, from rare (10 percent), to unlikely (30 percent), to
                              possible (50 percent), to likely (70 percent), to almost certain (90 percent). Once
                              again the organization can decide on percentages and labels.
                           

                        
                        

                     
                     

                  
                  
                  
                  The final task in this step is to create
                     a matrix where the consequence levels and likelihood are identified
                     for each scenario. This reveals each scenario’s overall risk rating.
                     An example from a packaged food company might be “Employees planning
                     to strike over poor working conditions threaten to deface product
                     packaging as it’s being loaded into work trucks bound for a distribution
                     center.” This would probably be ranked as possible in likelihood
                     with minor consequences, since the company has been informed about
                     the threat in advance and can take the necessary precautions.

                  
                  
                  
                  A risk rating can be
                     made for a supplier, customer, or product. It is basically a numerical
                     rating of risk that has been normalized so it can be used for benchmarking purposes.

                  
                  
                  
                  Risk rating is commonly
                     described using the following equation:

                  
                  
                  
                  [image: ../images/mathml_id179BEE0105Z.png]
                  
                  
                  
                  The combination of probability
                     of occurrence and impact (magnitude) of loss creates at least four
                     basic categories of risk levels, as shown in Exhibit 7-11.
                     Organizations can use risk level categories to decide on a risk
                     response.

                  
                  
                  
                  
                     Exhibit 7-11: Categories of Risk Levels[image: This image illustrates a matrix categorizing risks based on their probability and impact levels, divided into four quadrants. Go to long description for more details.]
                  
                     Go to long description.
                     

                  
                  
                  
                  
                  Obviously,
                     risk levels may occupy a spectrum rather than fitting neatly into
                     categories, but more categories can be made to better approximate
                     this spectrum. Exhibit 7-12 uses the
                     percentage-based probability and impact percentages defined earlier
                     to create a five-by-five matrix with 25 category areas.

                  
                  
                  
                  
                     Exhibit 7-12: Probability and Impact Matrix[image: This image displays a probability and impact matrix, illustrating the intersection of various probability levels with different impact levels, resulting in risk percentages. Go to long description for more details.]
                  
                     Go to long description.
                     

                  
                  
                  
                  
                  In Exhibit 7-12,
                     each box in the matrix is simply the probability percentage times
                     the impact percentage, such as 90% × 80% = 72%. (The exhibit rounds
                     to the nearest percent.) The risks can then be placed in categories
                     such as low (no shading), medium (darker shading), and high (darkest
                     shading) as above. The organization will specify in the risk management
                     plan how each category should be addressed, for example:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Accept all low risks.
                           (Do nothing, but monitor them on a watch list.)

                        
                        

                     
                     
                     
                     	
                        
                        
                        Use
                           expert judgment to decide how to handle medium risks.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Make
                           a proactive plan to address all high risks.

                        
                        

                     
                     

                  
                  
                  
                  Note that when an organization’s
                     risk tolerances differ by business objective, the risk management
                     plan may specify how to rate risks differently by objective, such
                     as rating delay-related risks as having a higher impact than cost-related
                     risks, and so on.

                  
                  

               
               

            
            
            
            
               
               
               Risk
                  Urgency Assessment

               
               
               
               
                  
                  
                  Organizations
                     need to increase the priority of risks that will require further
                     action based on their urgency. If action is required quickly for
                     a response to be effective, then this analysis might move the response
                     higher in priority and earlier in the schedule. Similarly, other
                     factors may also be used to adjust a risk’s priority, such as whether the
                     risk impacts safety, the organization’s reputation, or legal obligations.

                  
                  

               
               

            
            
            
            
               
               
               Data
                  Quality Assessment

               
               
               
               
                  
                  
                  A
                     data quality assessment is used to determine how well the given
                     risk is understood. It also assesses the reliability, accuracy,
                     and integrity of the underlying data used to make the assessment.
                     Low-quality data can lead to inaccurate risk ratings. When a risk
                     is rated incorrectly, it can lead to very poor decision making.
                     For example, a major bank’s US$6 billion trading loss was due in
                     part to spreadsheet errors. A weakness included error-prone manual
                     copying and pasting between spreadsheets. Also there was an error
                     in a value-at-risk (VaR) spreadsheet model. In one place, it divided
                     by the sum of an old rate and a new rate rather than by their average
                     (i.e., failed to divide by two), which lowered the VaR and made
                     the stock trades seem far less volatile.

                  
                  
                  
                  If the data for the risk assessment are
                     hard to come by, it is important to indicate how tentative the risk
                     rating is and that the risk is not well understood. Flagging such
                     risks for later analysis can help, because many risks become easier
                     to assess as relevant events grow nearer.

                  
                  
                  
                  In the context of data quality, reliability
                     refers to whether the same result would be obtained if the same
                     measurement procedure is used multiple times. Reliability may be
                     affected by bias on the part of estimators, such as preconceived
                     notions or different assumptions about a process or environment.
                     This is one reason why it is important to provide as much guidance
                     as possible to estimators on shared assumptions and give them clear
                     tools like a probability and impact matrix, perhaps with supporting examples
                     at each risk level.

                  
                  
                  
                  Accuracy
                     and data integrity are two related data quality terms.

                  
                  
                  
                  Accuracy is the “degree of freedom
                     from error or the degree of conformity to a standard” (ASCM Supply Chain Dictionary).
                     Accuracy can be verified by checking the data for math errors and
                     so on. Accuracy may also involve checking risk levels against external
                     sources to see if they conform to available external standards such
                     as risk databases. Insurance specialists might also check them against
                     actuarial tables.

                  
                  
                  
                  The ASCM Supply Chain
                        Dictionary defines data integrity as: “The process of assuring that data maintains its accuracy, consistency, completeness,
                        and validity over time.” For risk data, this may be determining the predictive quality of risk assessments
                     or
                     responses over time by comparing them to actual results.

                  
                  

               
               

            
            
            
            
               
               
               Circling
                  Back

               
               
               
               
                  
                  
                  Once all
                     of the various assessments are complete, supply chain managers circle
                     back to reevaluate each risk. This follow-up step involves

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Reevaluating the organization’s
                           risk priorities, determining if each is at an acceptable level relative
                           to related risk tolerance levels or if there needs to be further
                           action taken

                        
                        

                     
                     
                     
                     	
                        
                        
                        Adding
                           the results of the analysis to the risk register.

                        
                        

                     
                     

                  
                  
                  
                  In many cases, risk
                     categorization and analysis is complete at this point. Some organizations
                     choose to quantify certain significant risks or create risk models.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Quantitative
               Risk Analysis

            
            
            
            
               
               
               A quantitative risk analysis
                  is a numerical analysis of the effect of risk on business objectives.
                  Because these types of analyses produce quantifiable results, they
                  can further reduce uncertainty and provide clear information for
                  assessing the benefits and costs of doing nothing versus developing
                  a proactive risk response. After individual risks have been assessed,
                  they can be re-ranked in priority.

               
               
               
               While individual risk
                  analysis is useful, the real power of a quantitative risk analysis
                  is the ability to assess the aggregate level of risk in a business
                  endeavor. Aggregating all the uncertainties facing a particular
                  operation or project (weighting the various threats and opportunities
                  by probability and then summing them) can show when there is a likely
                  net positive or negative impact. This is sometimes called a risk
                  and opportunity analysis or, as SCOR calls it, overall value at
                  risk (VaR). This text introduces expected monetary value (EMV) below
                  as one way to calculate individual VaRs as well as overall VaR when
                  the individual values are summed.

               
               
               
               Quantitative risk analysis
                  should be performed for only those risks that have sufficiently
                  high data quality. Performing this analysis on risks that are less
                  well understood can lead to worse decision making than if the mathematical
                  analysis had never been done. In these cases, it is best to rely
                  on qualitative risk analysis only.

               
               

            
            
            
            
               
               
               Data Gathering

               
               
               
               
                  
                  
                  When more reliable data on risks need to
                     be gathered but the best source available is interviews with those
                     persons closest to the process, a good way to get better results is
                     to ask each person for three estimates: a most likely estimate as
                     well as an optimistic and a pessimistic estimate. These three estimates
                     can then be averaged by adding them and dividing by three. For example,
                     if the estimates for a cost are $40,000 as most likely but are as
                     high as $75,000 or as low as $30,000, the simple average would be
                     ($30,000 + $40,000 + $75,000)/3 = $48,334.

                  
                  
                  
                  Another method of averaging is the weighted
                     average. A commonly used weighted average method is the one used
                     in PERT (program evaluation and review technique), which is a project
                     management methodology used to develop budgets and schedules given
                     significant uncertainty in estimates. The PERT method places four
                     times more weight on the most likely estimate, and it then divides
                     by six because there are effectively six things to average. The
                     formula for the PERT weighted average follows with a continuation
                     of the prior example:

                  
                  
                  
                  [image: ../images/mathml_id179BF40F0Y4.png]
                  
                  

               
               

            
            
            
            
               
               
               Probability Distributions

               
               
               
               
                  
                  
                  A continuous probability
                     distribution is a way of showing how results could differ from an
                     expected result. (A well-known example is a bell curve.) When shown
                     on a graph with probability on the vertical axis and the possible
                     results on the horizontal axis, the statistically most likely occurrence
                     would be at the peak of the graphed data. Using the simple average
                     estimation example above, the peak is at the average of $48,334.
                     The low end would be at $30,000 and the high end would be at $75,000.

                  
                  
                  
                  The usefulness of such
                     graphs is that they illustrate that an estimate could fall within
                     a certain range rather than looking more certain than it is. A tall
                     and narrow curve would show that the results are fairly predictable,
                     while a fat and low curve would show that the results are more likely
                     to be off a significant amount. A curve could also fall off more
                     steeply in one direction than the other, as would be the case with
                     the estimate above: The results are more likely to be on the $48,334
                     to $75,000 end of the scale, so this side would be a little wider
                     than the $30,000 to $48,334 side (skewed in the direction that is
                     wider).

                  
                  

               
               

            
            
            
            
               
               
               Expected Monetary Value (EMV): Risk
                  Response Cost Versus Benefit

               
               
               
               
                  
                  
                  Prior to deciding on an appropriate response
                     for each identified risk, the organization must balance the cost
                     of the risk response against the risk level. That is, the cost of
                     a preventive action and/or contingent action must be balanced against
                     the benefits the action provides in terms of reduced costs from
                     a risk event occurrence and/or reduced probability of occurrence.
                     This allows the organization to achieve a best-cost outcome for
                     each supply chain vulnerability. The best-cost outcome is one that addresses
                     all of the highest priority risks first and in which the response
                     is never more expensive than the risk itself would cost.

                  
                  
                  
                  The basic formula for
                     EMV is the basic risk rating formula, probability times impact. However,
                     in EMV, the impact is expressed in terms of a monetary impact:

                  
                  
                  
                  [image: ../images/mathml_id179BFG005HS.png]
                  
                  
                  
                  The resulting dollar
                     amount can be used as a spending target or limit for risk mitigation
                     or prevention efforts. For example, if a risk has an anticipated
                     cost of US$1 million and a probability of 5 percent, the response
                     should cost no more than US$50,000 (0.05 × US$1,000,000 = US$50,000).

                  
                  
                  
                  Risk managers can use
                     a cost justification formula such as this when presenting their plans
                     and budgets for approval. Risk mitigation plans can also be justified
                     by showing how much the risk probability will be reduced and what
                     this means in terms of reduced costs from avoiding harmful risk
                     events. However, cost justifications may need qualitative adjustments.
                     For example, insurance on buildings often costs a little more than
                     the expected value, but the insurance is justified because the potential
                     loss is so great.

                  
                  
                  
                  
                     
                     
                     
                        EMV for Multiple
                           Outcomes of Risk or Decision
                        

                     
                     
                     
                     EMV can be used to evaluate the risk of
                        a decision that could have more than one outcome. For example, establishing
                        a formal partnership with a supplier could result in an increase
                        in revenues of US$10 million in the first year in the best case,
                        but in the worst case it could bring in only US$1 million that year.

                     
                     
                     
                     EMV makes the simplifying
                        assumption that the options being considered are the only possible
                        outcomes and so these outcomes sum to 100 percent of the possibilities. Therefore,
                        if these are the only two options being considered, if there is
                        a 75 percent chance that the partnership will bring in US$10 million,
                        then there is a 25 percent chance of the US$1 million result.

                     
                     
                     
                     EMV is calculated separately
                        for each option and then the options are summed to find the expected
                        value of that decision. The calculations for this example follow:

                     
                     
                     
                     [image: ../images/mathml_id179BFK00HUI.png]
                     
                     
                     
                     Here, the expected value
                        of return is US$7,750,000 after all risks are accounted for. So while
                        the expected result is less than the US$10,000,000 best case, the
                        result is positive so the risk seems worth taking. However, this
                        may not be true after the up-front investment is considered.

                     
                     

                  
                  
                  
                     
                     
                     
                        Net Impact EMV
                        

                     
                     
                     
                     When a risk has a response cost or an opportunity
                        has an up-front cost, this can be factored into the analysis. To
                        continue the previous example, say that there is a US$5 million
                        up-front investment. This cost is deducted from the impact prior
                        to multiplying it by the probability. If the net result is positive,
                        then it is an opportunity. If the net result is negative, then it
                        is a threat (negative risk). The formula for calculating a EMV when
                        there is an initial cost follows along with a continuation of the prior
                        example:

                     
                     
                     
                     [image: ../images/mathml_id179BG7000YK.png]
                     
                     
                     
                     Note that the formula
                        shows impact plus cost. This assumes that the cost will be a negative
                        value and thus a deduction. If both numbers are negative, adding
                        them makes a larger negative net impact.

                     
                     
                     
                     Now the opportunity does not seem quite
                        as appealing, but since the net value is still positive, it is still
                        an opportunity. If the risk-adjusted benefits and costs of later
                        years were added, the decision would become clearer.

                     
                     
                     
                     EMV can also be used
                        to decide between two alternatives. A decision tree is a way of diagramming
                        a decision point where chance may be involved in some of the decisions. For
                        example, in a decision involving whether or not to purchase insurance,
                        one “branch” of the tree could calculate the net EMV of no insurance
                        and the other could calculate the net EMV of getting insurance.
                        Each of these branches would have a best and worst case, the best
                        case for either option being that no insurance claim is needed. The
                        best case for the “get insurance” option still requires paying the
                        insurance premiums. The worst case in the “get insurance” option
                        would be the cost of the insurance plus the cost of any deductible
                        (multiplied by probability). However, the worst case in the “no
                        insurance” option would be that a risk event occurs and the organization
                        needs to make a large payout. When calculating the EMVs, the probability
                        adjustment would reduce the size of this payout to reflect its likelihood.
                        In this case, both options would likely result in a negative EMV
                        after the insurance payments are factored in, but the value of the
                        model is that it would allow the organization to select the option
                        with the smallest loss—in other words, to purchase the best amount
                        of insurance relative to the risk.

                     
                     

                  

               
               

            
            

         
         
         
         
            
            
            Sensitivity Analysis and Simulations

            
            
            
            
               
               
               Risk models can be developed
                  to understand how risks impact multiple parts of a supply chain
                  system. Two common tools for modeling include sensitivity analysis
                  and simulation, both of which are often developed in spreadsheets,
                  but more specialized tools also exist. Users enter various input
                  values, called variables, automated calculations occur on them,
                  and the outputs show the impact on various supply chain metrics.

               
               

            
            
            
            
               
               
               Sensitivity
                  Analysis

               
               
               
               
                  
                  
                  The ASCM Supply Chain
                        Dictionary defines sensitivity analysis as:

                  
                  
                  
                  
                     
                     
                        A technique for determining how much
                           an expected outcome or result will change in response to a given change in an input
                           variable. For example, for a given projected level of resources, a sensitivity
                           analysis could determine the effect on net income if variable costs of production
                           increased 20 percent.
                        

                     

                  
                  
                  
                  The key point about sensitivity analysis
                     is that only one variable is changed at a time so that its impact
                     can be studied in isolation. It can be used in risk analysis to
                     study risks that have monetary impacts. For example, what would
                     be the effect on net income if gasoline prices rise by 10 percent?

                  
                  

               
               

            
            
            
            
               
               
               Simulation

               
               
               
               
                  
                  
                  The ASCM Supply Chain
                        Dictionary defines a simulation as:

                  
                  
                  
                  
                     
                     
                        1) The technique of using representative or
                           artificial data to reproduce in a model various conditions that are likely to occur
                           in the actual performance of a system. It is frequently used to test the behavior
                           of
                           a system under different operating policies. 2) Within manufacturing resource
                           planning, using the operational data to perform what-if evaluations of alternative
                           plans to answer the question, “Can we do it?” If yes, the simulation can then be run
                           in the financial mode to help answer the question, “Do we really want to?” See:
                           what-if analysis.
                        

                     

                  
                  
                  
                  A simulation can be
                     used in risk analysis to enter a given risk scenario, meaning that multiple
                     input variables might be altered from their baselines to fit a given
                     set of assumptions. For example, if it is assumed that rising gasoline
                     prices would place more demand on rail travel, then rail prices
                     would be increased as well in the model.

                  
                  
                  
                  A common type
                     of simulation is a Monte Carlo simulation. The ASCM Supply Chain
                        Dictionary defines a Monte Carlo
                        simulation as: “A model used to predict the likelihood of certain outcomes from complex systems based
                        on a sampling of one or more random variables. This model can be used to analyze the
                        predicted performance of systems that would otherwise be intractable using stochastic
                        analysis.” Monte Carlo simulations use specialized tools or
                     spreadsheet add-ons to allow developers to enter a
                     range for each input variable rather than just one
                     value. Then the simulation is run thousands of times
                     using different random values from each input range
                     at each pass. The result is an averaged set of
                     results along with statistics such as probability
                     distributions.

                  
                  
                  
                  Once the organization has decided on an
                     acceptable risk tolerance, has identified, described, categorized,
                     and defined a risk rating for each risk, and has entered these results
                     in the risk register, it is time to debate possible risk responses.

                  
                  

               
               

            
            

         
         
   
      
         
         
         
         Risk Responses, Action Plans, and Business
            Continuity

         
         
         
         
            
            
            Here we first look at the general process
               of risk response planning. Then some potential responses to several types of
               risks (strategic supply chain, supply, demand, process, environmental,
               hazard, financial, malfeasance, litigation) are covered. Business continuity
               planning and plan implementation are also discussed.

            
            

         
         
         
         
         
            
            
            Risk Response Planning

            
            
            
            
               
               
               A key step in
                  acquiring sufficient funds for supply chain risk management and for risk
                  responses is to highlight that designing a secure supply chain—one that can
                  keep functioning despite disruptive events—is a form of supply chain
                  resilience. You don’t want to lose the ability to keep products and
                  information flowing during a disruption because part of your cost-management
                  initiative has been to eliminate disaster planning. Every company buys
                  insurance as a prudent investment. Risk response plans are investments like
                  insurance. The organization needs to invest in resilience.

               
               
               
               Deciding on risk responses starts with
                  selecting a basic type of response for each identified risk, bearing in mind
                  that what is needed is a best-cost risk response. While this means that the
                  individual response needs to be cost-effective, it also means that the
                  organization needs to use the funds it has allocated to its risk budget
                  wisely. This might mean that some risks get no response or a very
                  inexpensive response. Once basic responses are selected, if a proactive
                  response is called for, individual risk response plans are developed. The
                  organization then generates a risk response plan and summarizes all planned
                  responses in the risk register.

               
               

            
            
            
            
               
               
               Basic Risk Responses

               
               
               
               
                  
                  
                  An
                     organization can take four basic responses for any identified risk:
                     accept, avoid (exploit), transfer (share), and mitigate (enhance). The
                     response in parentheses is the equivalent response for an opportunity.
                     Accept is a passive response for either a threat or opportunity, while
                     the rest are all types of proactive responses.

                  
                  
                  
                  Each type is defined as follows:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Accept. The ASCM Supply Chain
                              Dictionary defines risk
                              acceptance as: “A decision to take no action to deal with
                              a risk or an inability to format a plan to deal with the risk.” In addition to risks that cannot be dealt with through
                           planning, risk acceptance is often the strategy for
                           low-probability, low-impact risks or risks that have high costs
                           for a proactive response. For example, sovereign risk includes
                           the risk that a government could nationalize an entire industry.
                           For each country the organization operates in, it will have to
                           accept this risk. (If the risk is considered significant, it
                           could avoid or transfer the risk by not working in the country
                           or by finding an outsourcing partner in that country.) For
                           opportunities, accept means to do nothing to make the
                           opportunity become more likely or have a greater positive
                           impact.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Avoid. The ASCM Supply Chain
                              Dictionary defines risk
                              avoidance as: “Changing a plan to eliminate a risk or to
                              protect plan objectives from its impact.” For example, some pharmaceutical companies do not develop
                           vaccines because of the risk of lawsuits from harmful side
                           effects. For opportunities, the response is to exploit, which is
                           the opposite of avoid, meaning that you invest as much time and
                           money as is feasible in order to realize the opportunity.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Transfer.
                           Organizations can move the resource or financial effects
                           of a risk to a third-party organization such as an
                           insurance company or a supplier. This requires purchase of
                           insurance or bonding or contractually transferring risk to
                           an outsourcing partner. However, not all risks can be
                           transferred, such as risks to production schedules for
                           core competency activities that define part of the
                           process’s total end-to-end lead time (i.e., critical
                           path). For opportunities, the response is to share, which
                           transfers some of the benefits of the opportunity to
                           ensure that it can be realized, for example, by partnering
                           with a specialist to add capabilities.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Mitigate.
                           Organizations apply preventive measures to reduce the
                           probability and/or impact of identified risks. Proper
                           design of facilities and processes, employee training, and
                           compliance management are all examples. For opportunities,
                           the response is to enhance, which means increasing the
                           probability or impact of the opportunity. This might mean
                           adding more personnel to a task, for example.

                        
                        

                     
                     

                  
                  

               
               

            
            
            
            
               
               
               Responding to Supply Chain Risks

               
               
               
               
                  
                  
                  Strategies to address supply chain risks
                     should include a risk response plan and risk response planning. The ASCM Supply Chain Dictionary defines these terms as
                     follows.

                  
                  
                  
                  
                     
                     Risk response plan: A document defining known risks
                           including description, cause, likelihood, costs, and proposed responses. It also
                           identifies current status of each risk.

                     
                     Risk response planning: The process of developing a plan
                           to avoid risks and to mitigate the effect of those that cannot be
                           avoided.

                     

                  
                  
                  
                  Risk response planning needs to be fully integrated
                     into the organization’s regular business processes for it to be
                     effective. A way to achieve this integration is to perform regular
                     progress reviews and risk response plan update meetings involving
                     staff from a number of areas. Meeting outputs should include
                     assignments of specific responsibilities to individuals.

                  
                  
                  
                  The risk response plan is a living
                     document that should be revisited regularly, such as at weekly or
                     monthly meetings. The status of planned actions is tracked at these
                     meetings and signed off on once completed. New items can be added as
                     new risks arise.

                  
                  
                  
                  Some
                     organizations will choose to combine the risk register and the risk
                     response plan, generating just one large spreadsheet. In either case,
                     some responses will require additional detailed plans of their own,
                     such as a business proposal or project documents.

                  
                  
                  
                  Exhibit 7-13 shows an
                     example of a risk response plan.

                  
                  
                  
                  
                     Exhibit 7-13: Risk Response Plan Example[image: This image presents a Risk Response Plan Example, detailing risks, responses, teams involved, budgets, and action plans for two specific risks. Go to long description for more details.]
                  
                     Go to long description.
                     

                  
                  
                  
                  
                  Risk responses can be
                     implemented in one or both of the following types of risk response
                     plans:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Preventive action. A preventive action is any
                           risk response that occurs before a harmful risk event
                           occurs. The intent is to respond proactively rather wait
                           until an urgent response is needed.

                        
                        

                     
                     
                     
                     	
                        
                        Contingent/corrective action. A contingent
                           action is any risk response that occurs during a harmful
                           risk event or after it has occurred. The intent is to
                           minimize the monetary, physical, or reputation damage from
                           the risk event. A contingent action is called a corrective
                           action when it involves responding to risk events related
                           to variances from a plan. The intent of a corrective
                           action is to get back on plan (e.g., back on
                           schedule/budget).

                        
                        

                     
                     

                  
                  
                  
                  Given a set of risks that are
                     considered significant enough to warrant a proactive response and an
                     approved action plan to address the risks, the risk response process
                     may involve the following actions:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        Preparing preventive action plans

                        
                        

                     
                     
                     
                     	
                        
                        
                        Implementing the preventive action plans

                        
                        

                     
                     
                     
                     	
                        
                        
                        Preparing contingent/corrective action plans

                        
                        

                     
                     
                     
                     	
                        
                        
                        Coordinating supply chain risk management and
                           transferring/sharing risks among supply chain
                           partners

                        
                        

                     
                     

                  
                  
                  
                  
                     
                     
                     
                        Generating Preventive Action Plans for
                           Each Risk to Be Mitigated
                        

                     
                     
                     
                     The primary function of a supply chain is to
                        keep goods, information, and payments flowing through the
                        network and arriving in the right numbers at the right time and
                        in good shape. Therefore, the significant risks to supply chains
                        are events that might disrupt these flows.

                     
                     
                     
                     Exhibit 7-14
                        provides a high-level overview of key supply chain risks and
                        some possible preventive action plans for each.

                     
                     
                     
                     
                        Exhibit 7-14: Examples of Significant Risks and Preventive Action Plans
                        
                        
                        
                        
                           
                           
                           
                           
                              
                              
                                 
                                 
                                    
                                    
                                    
                                    
                                    
                                 
                                 
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Examples of Significant Supply Chain
                                             Risks

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Examples of Preventive Action Plans

                                          
                                          
                                       
                                       

                                    
                                    
                                 
                                 
                                 
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Failure
                                             of a mode of transportation, such as a train
                                             derailment, a power outage that closes down
                                             pipeline pumping stations, operator strikes, or
                                             similar disruptions

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Preventive maintenance of equipment and vehicles,
                                             safety training, backup power supplies, extra
                                             capacity at plants, safety stock, maintenance of
                                             good labor relations

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Harm to
                                             goods, facilities, or markets caused by adverse
                                             weather, fire, floods, vandalism, or terrorist
                                             activities

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Insurance, geographic diversification, security
                                             systems and guards, financial diversification, GPS
                                             tracking of transport vehicles

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Lead
                                             time variability, orders incorrect, or quality
                                             problems

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Safety
                                             lead time, counting or quality control at
                                             receiving, supplier certification

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Loss of
                                             a key asset or supplier

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Understanding suppliers’ organizations and
                                             financial solvency, contractually obligated backup
                                             suppliers, redundant equipment and repair parts on
                                             hand

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Inadvertent noncompliance with regulations,
                                             ordinances, licensing requirements,
                                             etc.

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Compliance audits, legal review of new
                                             regulations, supplier certifications

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Theft
                                             of real or intellectual property

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Security guards and ink tags on items, digital
                                             product protection requiring license
                                             verification

                                          
                                          
                                       
                                       

                                    
                                    
                                    
                                    
                                       
                                       
                                       	
                                          
                                          
                                          Failure
                                             of or dramatic change in patronage by an important
                                             customer

                                          
                                          
                                       
                                       
                                       
                                       	
                                          
                                          
                                          Diversification of customer base, customer
                                             relationship management, rewarding customer
                                             loyalty

                                          
                                          
                                       
                                       

                                    
                                    
                                 

                              

                           
                           

                        
                     
                     
                     
                     Preventive
                        actions can lead to easier implementation of contingency plans.
                        For example, an article by John Kamensky highlighted how a city
                        government in Nebraska addressed river flooding. An
                        administrator for the city said, “Following the flood of 2011,
                        we took advantage of FEMA mitigation funds to build berms around
                        water and wastewater plants. After struggling to keep plants dry
                        in the 2011 flood, in the 2019 flood we simply raised the flood
                        gate, turned on emergency pumping, and had to do nothing else.
                        Mitigation plan and project worked perfect.” Note that FEMA
                        stands for the U.S. Federal Emergency Management
                        Agency.

                     
                     

                  

               
               

            
            

         
         
         
         
            
            
            Strategic Supply Chain, Supply, Demand,
               and Process Risks

            
            
            
            
               
               
               Here we discuss
                  preventive (proactive) and contingent/corrective (reactive) examples of
                  responses to risks in the categories of strategic supply chain, supply,
                  demand, and process risks. It is important to prepare both types of
                  responses when feasible.

               
               

            
            
            
            
               
               
               Responding to Strategic Supply Chain Risks

               
               
               
               
                  
                  
                  Often
                     the best way to address risks to supply chain strategy is to focus on
                     the fundamentals, for example by developing better, more integrated
                     products and communications in the first place. This may be done using
                     design for X or the many similar strategies discussed elsewhere in
                     this learning system. Getting suppliers involved early or investing in
                     information technology for better design, analysis, and visibility are
                     other examples.

                  
                  

               
               

            
            
            
            
               
               
               Responding to Supply Risks

               
               
               
               
                  
                  
                  Exhibit 7-15 shows
                     examples of preventive and contingent/corrective action plans for
                     selected supply risks. The particulars of the supply chain and
                     business model will dictate what responses are useful. Note that many
                     of the contingent/corrective plans are more along the lines of
                     traditional responses while the preventive action plans are often more
                     progressive.

                  
                  
                  
                  
                     Exhibit 7-15: Responses to Supply Risks
                     
                     
                     
                     
                        
                        
                        
                        
                           
                           
                              
                              
                                 
                                 
                                 
                                 
                                 
                                 
                                 
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Supply
                                          Risks

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Examples of Preventive Action Plans

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Examples of Contingent/Corrective Action
                                          Plans

                                       
                                       
                                    
                                    

                                 
                                 
                              
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Supplier/subcontractor availability

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Contracts with backup
                                                suppliers.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Audit suppliers on capacity
                                                resilience.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Right-size category supply
                                                base.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Approach supplier finalists from RFP processes or
                                          use approved vendor lists.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Supplier pricing

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Careful contract crafting and
                                                enforcement.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Due diligence.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Consolidate suppliers for bulk
                                                deals or diversify if too few.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Visit
                                          supplier and negotiate.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Supplier quality

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Contract penalty
                                                clauses.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Supplier selection due
                                                diligence process.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Supplier corrective action plan and
                                          probation.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Supplier lead time

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Safety stock.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Large orders for
                                                priority.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Diversify suppliers.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Place
                                          next order early.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Transportation lead time

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Contract penalty
                                                clauses.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Contracts assuring a given
                                                level of passage volume for shipping.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Outsource to 3PLs.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Benchmark and notify.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Customs/import delays

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Translate/edit
                                                paperwork.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Outsource to freight forwarding
                                                organizations.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Call
                                          government contacts.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Labor
                                          disruption

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Diversify sources.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Safety stock.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Negotiate in good faith and prepare alternative
                                          solutions.

                                       
                                       
                                    
                                    

                                 
                                 
                              

                           

                        
                        

                     
                  
                  
                  
                  For
                     manufacturers, a critical area for supply risk management is related
                     to the cost, timing, and availability of raw materials, since these
                     represent 50 to 70 percent of a manufacturing organization’s cost of
                     goods sold. To control cost, organizations need to carefully balance
                     the number of suppliers in a given purchasing category. Consolidating
                     to fewer suppliers may enable better pricing due to higher volume with
                     those that remain. This is often quite beneficial for a category that
                     has more suppliers than it needs. One risk of this method is that the
                     remaining suppliers may not have sufficient capacity for peak demand.
                     Going even farther and consolidating to just one supplier creates
                     significant risk and provides a disincentive to use due diligence with
                     that supplier due to overdependence. Finding just the right level of
                     diversification is therefore a critical risk management principle for
                     supply categories.

                  
                  
                  
                  When it
                     comes to logistics-related risks, a common solution is to benchmark
                     one’s own logistics costs and risks to that of specialist 3PLs. After
                     performing due diligences, if use of such providers lowers costs and
                     risks, then it is generally a good way to transfer risk.

                  
                  

               
               

            
            
            
            
               
               
               Responding to Demand Risks

               
               
               
               
                  
                  
                  Exhibit 7-16
                     provides examples of preventive and contingent/ corrective action
                     plans for demand-related risks.

                  
                  
                  
                  
                     Exhibit 7-16: Responses to Demand Risks
                     
                     
                     
                     
                        
                        
                        
                        
                           
                           
                              
                              
                                 
                                 
                                 
                                 
                                 
                                 
                                 
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Demand
                                          Risks

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Examples of Preventive Action Plans

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Examples of Contingent/Corrective Action
                                          Plans

                                       
                                       
                                    
                                    

                                 
                                 
                              
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Forecasting error or bias

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Use statistical forecasting to
                                                set safety stock.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Aggregate forecasts.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Use sales and operations
                                                planning and demand-driven techniques to balance
                                                supply to demand.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Flag
                                          variances from forecasts and
                                          investigate.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Interorganizational communications

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Promote supply chain visibility
                                                and data sharing.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Adopt processes and shared
                                                systems.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Request
                                          a meeting among supply chain
                                          participants.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Outbound shipping delays

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Set
                                          realistic expectations with customers.

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Notify
                                          customers of problems right away.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Outbound transportation delays

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Follow
                                          up with freight forwarders.

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Have
                                          discussions with carriers and customs
                                          agents.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Customer price changes/promotions

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Regular conference
                                                calls.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Price concessions.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Rescheduling other deliveries to handle their
                                          demand spike.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Quality
                                          issues

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Audit quality
                                                processes.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Near-term specification changes
                                                and lower prices.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Reschedule and rework, increasing
                                          inspections.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Warranties/recalls

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Renew
                                                quality/integration.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Use liability, tort, and
                                                warranty insurance.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Limit warranty period.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Carefully craft public message and avoid being in
                                          denial.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Lost
                                          customers

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Improve other risk
                                                areas.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Develop win-back and new
                                                customer programs.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Find
                                          new buyers for earmarked inventory if possible, or
                                          write off.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Unprofitable customers

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Use profitability
                                                metrics.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Developed tiered
                                                service.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Avoid
                                          win-back programs with unprofitable
                                          customers.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Customer’s requirements change

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Contractually require change
                                                review and control.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Assess profitability and turn
                                                down if unprofitable.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Insist
                                          on contract addenda or a new contract as
                                          needed.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Customer product launches

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Meet
                                          regularly and get involved early.

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Increase capacity if needed, including
                                          overtime.

                                       
                                       
                                    
                                    

                                 
                                 
                              

                           

                        
                        

                     
                  
                  
                  
                  Unplanned
                     customer promotions are a key source of demand risk because they can
                     create demand spikes that then result in shortages up the supply
                     chain, followed by overreactions in terms of excess safety stock.
                     Improving communications may require extraordinary efforts to develop
                     trust up and down the supply chain to enable information sharing.
                     Collaborative planning, forecasting, and replenishment (CPFR) systems
                     can help.

                  
                  
                  
                  As with supply
                     management, if 3PLs can move freight to customers at a lower cost and
                     with less risk, it is a good risk transfer given due
                     diligence.

                  
                  

               
               

            
            
            
            
               
               
               Responding to Process Risks

               
               
               
               
                  
                  
                  Exhibit 7-17 provides examples of preventive and
                     contingent/corrective action plans for process-related risks.

                  
                  
                  
                  
                     Exhibit 7-17: Responses to Process Risks
                     
                     
                     
                     
                        
                        
                        
                        
                           
                           
                              
                              
                                 
                                 
                                 
                                 
                                 
                                 
                                 
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Process
                                          Risks

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Examples of Preventive Action Plans

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Examples of Contingent/Corrective Action
                                          Plans

                                       
                                       
                                    
                                    

                                 
                                 
                              
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Capacity and flexibility

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Invest in configurable
                                                equipment to handle more than one product
                                                line.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Contract with backup
                                                suppliers.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Reschedule production runs or
                                          deliveries.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Manufacturing yield

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Improve
                                          regular maintenance.

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Reschedule or use excess capacity.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Inventory

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Rationalize number of SKUs
                                                (stock keeping units).

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Use product life cycle
                                                management.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Improve communications and
                                                visibility.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Control safety stock.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Discount or write off
                                                obsolete/spoiled inventory.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Offer replacement products to
                                                customers with old products that have high
                                                maintenance costs.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Information delays

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Inter-organizational information
                                          sharing.

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Hold ad
                                          hoc meetings and overtime if off
                                          schedule.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       IT/telecommunications

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       IT
                                          backup system projects.

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Practice team responses and responsibilities in
                                          drills.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Poor
                                          payables processing

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Build cash flow cushion or get
                                                credit.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Contract
                                                renegotiations.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Discuss
                                          situation early.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Poor
                                          receivables processing

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Phone calls and
                                                dialogue.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             In-person visits.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Consider using a collection agency.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Intellectual property

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             International
                                                contracts.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Split up trade secrets among
                                                vendors or vertically integrate.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Use the
                                          courts, fines, and penalties.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Mismanagement

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Emphasize
                                                collaboration.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Clarify roles and
                                                goals.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Measure
                                          and report on gaps.

                                       
                                       
                                    
                                    

                                 
                                 
                              

                           

                        
                        

                     
                  
                  
                  
                  Process risks are
                     usually internal risks without an easily developed response because
                     they are systemic and difficult to change. It takes real change
                     management. Often the culture becomes ready for such changes only
                     after a serious failure. In the mean time, issues with poor processes
                     reduce the supply chain team’s ability and motivation to respond to
                     other risks. Organizations need to resist the tendency to just select
                     responses that are workarounds. These can compensate for chronic but
                     low impact risks, but this is a form of addressing the symptoms
                     instead of the cause.

                  
                  

               
               

            
            

         
         
         
         
            
            
            Environmental, Hazard, Financial, Malfeasance, and
               Litigation Risks

            
            
            
            
               
               
               Here we discuss
                  preventive (proactive) and contingent/corrective (reactive) responses to
                  environmental, hazard, financial, malfeasance, and litigation risks. It is
                  important to prepare both types of responses when feasible.

               
               

            
            
            
            
               
               
               Responding to Environmental Risks

               
               
               
               
                  
                  
                  Exhibit 7-18
                     provides examples of preventive and contingent/corrective action plans
                     for environmental-related risks.

                  
                  
                  
                  
                     Exhibit 7-18: Responses to Environmental Risks
                     
                     
                     
                     
                        
                        
                        
                        
                           
                           
                              
                              
                                 
                                 
                                 
                                 
                                 
                                 
                                 
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Environmental Risks

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Examples of Preventive Action
                                          Plans

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Examples of Contingent/Corrective Action
                                          Plans

                                       
                                       
                                    
                                    

                                 
                                 
                              
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Environmental legislation/regulation

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Create a change management
                                                project.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Invest in ordered
                                                change.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Use
                                          overtime and contractors to get in compliance
                                          quickly, pay fines and penalties.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Industry regulations

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             As above, and hire industry
                                                experts.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Acquire
                                          industry contractors.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Country
                                          regulations

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             As above, and hire local
                                                experts/start a subsidiary.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Contract with local experts.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Shifts
                                          in cultural expectations

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Learn about expectations and
                                                develop change plan.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Develop brand image marketing
                                                plan.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Develop
                                          media talking points and control who talks to the
                                          media.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Conflict minerals

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Use due diligence.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Find alternate
                                                sources.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Disclose facts if already in public domain along
                                          with a remediation plan.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Customs
                                          regulations

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Switch to 3PLs.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Develop relationship with
                                                customs agents.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Remedial paperwork or full cooperation with
                                          requests.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Interest group attention

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       
                                          
                                          
                                          	
                                             
                                             
                                             Discover what they want and
                                                their motivations.

                                             
                                             

                                          
                                          
                                          
                                          	
                                             
                                             
                                             Develop plans that take as many
                                                of their concerns into account as
                                                feasible.

                                             
                                             

                                          
                                          

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Develop
                                          media talking points and control who talks to the
                                          media.

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Voluntary reporting

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Adopt
                                          standard reports like the UN Global
                                          Compact.

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Prepare
                                          rebuttals to negative representation of the
                                          report.

                                       
                                       
                                    
                                    

                                 
                                 
                              

                           

                        
                        

                     
                  
                  
                  
                  While
                     environmental regulations are often perceived as a burden, they tend
                     to develop or change slowly, so the organization should have ample
                     time to develop a response plan.

                  
                  

               
               

            
            
            
            
               
               
               Responding to Hazard Risks

               
               
               
               
                  
                  
                  Two important
                     means of addressing hazard risks are contingency planning for business
                     continuity and purchasing the right amount and types of insurance.
                     Avoidance of working in certain geographic areas or geographic
                     diversification can also help. A brief overview of insurance is
                     provided next.

                  
                  
                  
                  
                     
                     
                     
                        Types of
                           Insurance
                        

                     
                     
                     
                     Exhibit 7-19 reviews various types of insurance for the
                        supply chain.

                     
                     
                     
                     
                        Exhibit 7-19: Types of Insurance for Supply Chain[image: This image lists and briefly explains various types of insurance relevant to supply chain management. Go to long description for more details.]
                     
                        Go to long description.
                        

                     
                     
                     

                  

               
               

            
            
            
            
               
               
               Responding to Financial Risks

               
               
               
               
                  
                  
                  When
                     responding to financial risks related to the insolvency of a customer
                     or supplier, some traditional preventive measures include monitoring
                     their financial ratios and metrics that predict bankruptcy risk,
                     contracting with alternate suppliers, or diversifying the customer
                     base. Some contingent measures include loans, possible mergers, and
                     litigation.

                  
                  
                  
                  In regard to
                     market volatility and credit risk, preventive measures include
                     developing larger cash balance cushions, maintaining unused credit
                     facilities, and developing specific contingency plans for serious
                     reductions of revenue streams, including what products or services
                     will be trimmed or stopped first.

                  
                  
                  
                  For commodity price risk, responses include
                     buying larger quantities of rare raw materials than are needed when
                     the prices are favorable and purchasing of hedging instruments, as
                     discussed below. Hedging can also be used for currency exchange risk,
                     but another option is to avoid the risk by buying and selling in the
                     home-country currency whenever the other party also agrees to it. If
                     the party maintains a foreign currency account, it can use these funds
                     for all transactions in that currency. The transaction becomes risk
                     transfer if the other party will need to exchange the foreign
                     currency. In this case, it will require different pricing as a
                     compensation. The parties can also agree to share these risks
                     (splitting the burden between both parties). An example of this is an
                     agreement to revisit a price when it comes nearer to the payment being
                     due and then to take into account changes in exchange rates. This is
                     called a formal currency review and would need to be specified in the
                     contract and be subject to legal and financial review.

                  
                  
                  
                  
                     
                     Hedging

                     
                     
                     Hedging is a risk transfer tool for
                        commodities, currency exchange, and financial instruments.
                        Hedging is often used to lock in a price now for something that
                        needs to be purchased in the future, such as a commodity or a
                        foreign exchange transaction. By locking in the price now, the
                        organization is transferring the risk of the price going in an
                        unwanted direction to the party offering the hedging instrument.
                        The organization is also sacrificing the benefit it would
                        receive if the price of the underlying asset being hedged goes
                        in a favorable direction. In this sense, a long-term contract
                        with a supplier that fixes prices is a form of hedging, since
                        the supplier bears the risk of the costs of its raw materials
                        going up but cannot pass on those costs. For this reason, many
                        fixed-price contracts have escape clauses in the event of severe
                        commodity or foreign exchange rate changes.

                     
                     
                     
                     The opposite of hedging is
                        speculation. The hedger is working to reduce risk (uncertainty),
                        not to increase profits. The speculator is the other party to a
                        hedging transaction, who is betting in the opposite direction to
                        make a profit. It is absolutely critical to have financial
                        experts arrange hedges and that even these experts have
                        governance review. Hedging can become speculation in the hands
                        of inexperienced persons. Hedging can create large liabilities
                        that must be settled. Hedging does not guarantee a favorable
                        result.

                     
                     
                     Three types of
                        hedging instruments are forwards, futures, and options. Forwards
                        and futures are very similar. The key difference is that
                        forwards are customized deals between two parties (the other is
                        often a bank) while futures are standardized deals offered by
                        large financial exchanges in standard amounts and for a limited
                        number of currencies and commodities. Otherwise the two
                        instruments serve the same purpose: lock in a price now for
                        something needed in the future. Both are mandatory, meaning that
                        you need to settle them regardless of what the market does.
                        Forwards are often used for things not on the organized
                        exchanges or when another party offers customized terms that fit
                        very well. A risk is that the other party will default. This
                        risk is very low when working with an exchange, but it can be
                        significant with other parties.

                     
                     
                     An option is like a forward or a future
                        except that you have the option to use it or not. You pay the
                        writer a premium (fee) to gain this flexibility. The fees can be
                        sizable and must be taken into account when calculating the
                        overall savings or loss from the hedge. For example, if oil
                        options are offered at €65 per barrel and you purchase an option
                        to buy 100,000 barrels of oil next year for a premium of €5 per
                        barrel, then you are effectively paying €70 per barrel, but at
                        least you have some budget certainty. If the price were €66 per
                        barrel, you would exercise the option and pay €65 + €5 per
                        barrel (since the fee is due either way). The market price would
                        need to be higher than €70 per barrel to be a real savings. If
                        the price was €$50 per barrel, however, you would not use the
                        option and would buy on the open market but would still need to
                        pay the €5 per barrel fee as well.

                     

                  

               
               

            
            
            
            
               
               
               Responding to Malfeasance Risks

               
               
               
               
                  
                  
                  Responses to theft (and other
                     loss), bribery, abduction, corruption, counterfeiting, and other forms of
                     criminal behavior need to be comprehensive and start at the top of the
                     organization in the form of good governance and clearly stated policies and
                     procedures. A good general response is to set up a comprehensive security
                     system for the supply chain. A relevant standard to guide such a system is
                     ISO 28000. As defined in the ASCM Supply Chain
                        Dictionary, ISO 28000 is:

                  
                  
                  
                  
                     
                     
                        An international standard developed by the International Organization for Standardization
                           (ISO) that specifies the requirements for a security management system, including
                           those aspects critical to security assurance of the supply chain.
                        

                     

                  
                  
                  
                  Other examples of responses
                     follow.

                  
                  
                  
                  
                     
                     
                     
                        
                        
                        
                        
                        Theft, Damage, and Vandalism
                        

                     
                     
                     
                     Theft, damage, vandalism,
                        and other forms of loss of goods can be combated in part by
                        investing in information gathering and sharing. Organizations
                        exist that track thefts and help coordinate theft incident
                        communications, recovery, and deterrence, thus helping to
                        coordinate the responses of law enforcement in multiple
                        countries. For example, the CargoNet platform provides
                        near-real-time theft alerts to organizations and law
                        enforcement.

                     
                     
                     
                     Loss of
                        goods can be mitigated by insurance, but insurance cannot
                        immediately replace inventory, nor will it fully reimburse a
                        loss if there is a deductible. Proper security and handling
                        procedures can reduce the occurrence of internal and external
                        threats to inventory loss. Many of these procedures involve
                        setting and enforcing proper operational and financial controls.
                        One example of a key control is segregation of duties. For
                        example, a warehouse employee should not be able to approve a
                        material move and also carry out the move. Matching of invoice
                        to purchase order and receiving documents is another
                        control.

                     
                     
                     
                     Incomplete
                        enforcement or special exceptions for controls can cause
                        problems. For example, one organization had a rule that
                        prohibited unauthorized vehicles from parking in the warehouse
                        yard. An exception was made for one employee, and one night
                        after work he discovered a package taped to the underside of his
                        bumper. He informed security and they left the package in place,
                        eventually discovering a ring of warehouse employees engaging in
                        theft. While the employee with the vehicle was trustworthy, the
                        exception to the control had been costly to the
                        organization.

                     
                     
                     
                     Other
                        examples of preventive security measures include the
                        following:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Reducing product complexity or standardizing parts
                              across product families to reduce the total number
                              of supply chain sourcing risks

                           
                           

                        
                        
                        
                        	
                           
                           
                           Rerouting shipments to avoid problem areas

                           
                           

                        
                        
                        
                        	
                           
                           
                           Installing ISO/PAS 17712–approved seals on shipping
                              containers (ISO/PAS 17712:2010 is the ISO publicly
                              available specification [PAS] regulating
                              classification and the use of seals on shipping
                              containers.)

                           
                           

                        
                        
                        
                        	
                           
                           
                           Selecting safer transportation modes (e.g., rail is
                              less vulnerable to hijacking than trucks)

                           
                           

                        
                        

                     
                     
                     
                     Preventive
                        equipment-handling measures may involve finding ways to reduce
                        lead times for perishable inventory, redesigning packaging to
                        compensate for poor handling by third-party shippers, ensuring
                        that containers are watertight, or regularly maintaining
                        refrigeration equipment. One example of a preventive measure
                        against risk of loss from truck accidents practiced in Europe is
                        to have the truck driver drive on to a railway flatcar and sleep
                        while the truck and its goods are transported by rail, which
                        reduces the likelihood of the driver falling asleep (and
                        complies with regulations for drivers’ hours of operations while
                        keeping the truck moving). This is also an example of a
                        situation where one response can mitigate two risks, since
                        railway travel also reduces the risk of hijacking. (The rail
                        portion of the journey could be timed to occur in countries
                        where hijacking risk is considered more
                        significant.)

                     
                     

                  
                  
                  
                     
                     
                     
                        Bribery
                        

                     
                     
                     
                     A
                        good preventive response for bribery is to invest in visibility.
                        Cloud-based software can help headquarters arrange and supervise
                        supplier selection, due diligence, ongoing contacts, approvals,
                        and payments. These antibribery systems help with information
                        gathering, regulatory compliance, and investigations and rate
                        third parties by assessing and scoring their bribery and
                        corruption risk.

                     
                     

                  
                  
                  
                     
                     
                     
                        
                        
                        Fraud and Corruption
                        

                     
                     
                     
                     Fraud and corruption can
                        occur internally as well as with suppliers. Both internal and
                        external risks need to be addressed by following best practices.
                        The U.S. Conference Board and the Center for Responsible
                        Enterprise and Trade have published a report that lays out a
                        compliance program:

                     
                     
                     
                     
                        
                        
                        	
                           
                           
                           Due diligence:
                              Examine both legal and financial records as well as
                              government relations, policies, and ethics.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Contractual
                                 rights: Specify compliance with laws,
                              regulations, and anticorruption policies, using
                              termination clauses as a penalty. Also include the
                              right to inspect supplier records and perform
                              audits.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Monitor and
                                 audit: Search for criminal activity, review
                              high-risk supplier payments, review supplier
                              policies, re-certify suppliers regularly, and
                              conduct visits and audits.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Set and enforce
                                 policies: Provide policies and education to
                              employees on anticorruption, internal and
                              third-party reporting, and ongoing
                              compliance.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Set and enforce
                                 procedures: Use procedures to implement
                              policies such as requiring signed employment
                              agreements, team review of bids, third parties
                              needing written policies, or multiple required
                              approvals for third parties.

                           
                           

                        
                        
                        
                        	
                           
                           
                           Governance:
                              Board-level governance sets the tone, and a
                              committee reviews internal audits, legal, finance,
                              and compliance. Procurement will often have
                              governance duties over suppliers.

                           
                           

                        
                        

                     
                     
                     
                     Another way to combat
                        supplier fraud and corruption is to turn to supplier
                        co-management, which involves using a third-party supplier
                        vetting and monitoring organizations with expertise and mature
                        processes and systems. Since these organizations specialize in
                        managing supplier risk, they can invest heavily in controls,
                        monitoring software, statistical analyses, and human expertise.
                        These can be leveraged with many suppliers and on the behalf of
                        many clients. Spending the same amount of time and money would
                        not be cost-effective for just one organization. Similarly, the
                        experts at these organizations will be up to date on the latest
                        regulations and can provide early warning of
                        issues.

                     
                     

                  
                  
                  
                     
                     
                     
                        Abduction
                        

                     
                     
                     
                     What are companies doing to protect their executives and sales
                        representatives who frequently travel? Currently about 75
                        percent of Fortune 500 companies invest in kidnap and ransom
                        (K&R) insurance for their key management. The existence of
                        K&R insurance is kept secret so as not to encourage
                        criminals. It may even be kept secret from those who are covered
                        so they do not start taking unnecessary risks.

                     
                     
                     
                     Many companies are now
                        offering their key contributors training on how to keep
                        themselves safe and minimize the risk of abduction. The
                        companies are also hiring protection services and consulting
                        firms to help with this goal. They recommend the creation of a
                        written threat assessment and plan for each organization.
                        Expatriate and other employees need to be made aware of local
                        cultural and political situations that may put them at risk.
                        They need to know how to avoid placing themselves in dangerous
                        situations, such as varying their routes and regular schedules.
                        They should avoid flashy behavior, certain neighborhoods or
                        establishments, and carrying a corporate credit card or other
                        ways to easily determine one’s ransom value. They also need to
                        be taught what to do, and what not to do, if they are kidnapped.
                        Executives should understand that negotiations will be handled
                        by security consultants and insurance professionals. Executives
                        should not attempt to escape or negotiate with the criminals.
                        Unfortunately, the successful and dramatic escapes of kidnap
                        victims often portrayed in movies do not reflect
                        reality.

                     
                     

                  
                  
                  
                     
                     Counterfeiting and Intellectual
                           Property Infringement

                     
                     
                     The key to reducing the impact of
                        counterfeiting is to know when it is occurring. When an
                        organization’s suppliers turn to grey markets to meet demand in
                        excess of capacity, they are not only risking a loss of quality
                        but are also performing an illegal act. A way to combat this has
                        arisen in the marketplace. Franchised excess and obsolete
                        (E&O) dealers are organizations that buy up excess or
                        obsolete inventory and then sell it to suppliers if demand
                        returns. Dealers who offer guaranteed product traceability can
                        sell original inventory back to suppliers in many cases.
                        Requiring this traceability can reduce the risks of counterfeits
                        being introduced.

                     
                     
                     An
                        organization that is taking the lead on anti-counterfeiting
                        measures in the U.S. is the Nuclear Regulatory Commission (NRC),
                        which faces such significant risk from counterfeits ending up in
                        nuclear plants that it has promoted tough measures to combat
                        counterfeiting. In addition to policies such as regularly
                        auditing not only suppliers but also distributors, it also
                        stresses ways to detect if parts are genuine and to trace
                        products. Thermo-mechanical analysis and advanced scanning
                        technologies are being used to scan parts as they arrive. For
                        traceability, it is using advancements in blockchain,
                        serialization, and product tags. Another example is a unique DNA
                        marking produced by Applied DNA Sciences that is visible only in
                        ultraviolet light and uses a plant-based electronic signature
                        marking that can differ for each manufacturer. They also have
                        methods of testing the makeup of various raw materials in
                        textiles.

                     
                     
                     In addition
                        to testing and tagging goods, organizations can encourage their
                        distributors to look for counterfeits and inform them when
                        counterfeits are found. They can educate employees and channel
                        partners regarding counterfeit problems. Research by Chaudry et
                        al. indicates that these regular discussions with channel
                        partners can be effective. However, their research also states
                        that advertising the inferiority or dangers of counterfeits to
                        customers or providing rewards to distributors for not
                        purchasing counterfeits has proven less effective.

                     
                     
                     The research points to the
                        following additional countermeasures for protecting intellectual
                        property:

                     
                     
                     
                        
                        	
                           
                           Ensure that all trademarks and patents are
                              registered in all countries where there is
                              significant demand for the product. Do this quickly
                              in foreign countries (e.g., the first to file a
                              trademark in China owns it.)

                           

                        
                        
                        	
                           
                           Create an enforcement team that finds counterfeits
                              for sale and follows up with investigative work,
                              legal action, and law enforcement contact.

                           

                        
                        
                        	
                           
                           Pursue actions not only against manufacturers but
                              also distributors and retailers offering counterfeit
                              goods or using the organization’s brand.

                           

                        
                        
                        	
                           
                           Create a database for tracking counterfeits and
                              their resolution status.

                           

                        

                     
                     
                     
                     To protect intellectual
                        property when traveling to certain high-risk countries, leaving
                        sensitive data or even data storage devices at home may
                        sometimes be the best protection.

                     
                     
                     Other protections against intellectual
                        property infringement include the following:

                     
                     
                     
                        
                        	
                           
                           Develop internationally recognized contracts that
                              adhere to the Convention on the International Sales
                              of Goods (CISG) and check parties’ references
                              thoroughly.

                           

                        
                        
                        	
                           
                           Engage in trade dress protection, which protects
                              against look-alike products with minor changes and
                              is enforceable under the U.S. Digital Millennium
                              Copyright Act for online materials.

                           

                        
                        
                        	
                           
                           Learn which countries are high risk and avoid doing
                              business in these places or take extra precautions
                              when it is necessary.

                           

                        
                        
                        	
                           
                           Consider establishing operations in foreign
                              countries or at least gain access to local expert
                              representation for greater control and business
                              savvy. Local representatives can be given purchasing
                              authority in the form of a purchasing office, which
                              helps to evaluate suppliers.

                           

                        

                     
                     
                     Whenever possible,
                        directly pursue offenders in that country’s court system. If a
                        government is failing to enforce its intellectual property laws
                        and the organization is large enough to be considered an asset
                        to that government, the organization can threaten to pull
                        operations out of that country.

                     

                  

               
               

            
            
            
            
               
               
               Responding to Lawsuit Risks

               
               
               
               
                  
                  
                  According to an article by Michael Metzger, a Kelly
                     School of Business professor at Indiana University, following a number
                     of basic rules can help reduce the risks of legal losses. These rules
                     are paraphrased as follows:

                  
                  
                  
                  
                     
                     
                     	
                        
                        
                        View
                           your actions from the perspective of how a jury would see
                           them.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Adhere
                           to the truth and ethical standards.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Don’t
                           seek trouble, but assume it is seeking you and watch for
                           it.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Invest
                           in the details, because a small issue can sometimes end in
                           a large cost.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Always
                           stay professional, unemotional, and imperturbable.
                           (Emotional reactions can provide grounds for the
                           opposition, and pursuing some cases can cost far more than
                           settling.)

                        
                        

                     
                     
                     
                     	
                        
                        
                        Document everything.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Don’t
                           make policies unless you intend to enforce
                           compliance.

                        
                        

                     
                     
                     
                     	
                        
                        
                        Pretending a problem doesn’t exist and
                           trying to forestall the inevitable are futile and costly
                           endeavors.

                        
                        

                     
                     

                  
                  

               
               

            
            

         
         
         
         
            
            
            Preparing Contingency Plans Related to Business
               Continuity

            
            
            
            
               
               
               As defined in the ASCM Supply Chain Dictionary, a business continuity management system
                     (BCMS) is:

               
               
               
               
                  
                  
                     Part of the overall management system that establishes, implements, operates, monitors,
                        reviews, maintains, and improves an organization’s capability of delivering products
                        or services at acceptable predefined levels following a disruptive incident. It is
                        based upon identifying potential threats and their impacts to an organization and
                        its business operations. The system provides a framework for building organizational
                        resilience with the capability of an effective response that safeguards the interests
                        of its key stakeholders, reputation, brand, and value-creating activities.
                     

                  

               
               
               
               Contingency planning to ensure continued
                  operations in the face of an emergency can be called a BCMS, business
                  continuity planning, or disaster planning depending on the focus of the
                  plan. While the terms are sometimes used interchangeably, in other cases
                  continuity planning is used to restore business functions and workplaces
                  while disaster planning is used to get IT and other business support systems
                  back online. Both are usually needed and could be addressed together or
                  separately. A business continuity management system encompasses both of
                  these types of planning and includes a framework for plan implementation and
                  continuous improvement.

               
               
               
               A relevant standard for business continuity
                  management systems is ISO 22301. The ASCM Supply Chain Dictionary defines ISO 22301
                  as “an international standard that specifies requirements for setting up and
                  managing an effective business continuity management system.”

               
               
               
               This type of planning involves designating
                  specific individuals to take on specific roles during an emergency, such as
                  one person who is designated to contact persons on a list to give them
                  further instructions. However, plans should be disseminated and practiced in
                  advance so that if communications are disrupted, the organization’s
                  contingency team members can work without needing further instruction.

               
               
               
               Contingency plans should include
                  step-by-step instructions that indicate priorities for restoring services,
                  such as getting communications back online first, followed by vital
                  information systems and key production processes.

               
               
               
               A company should also have a designated
                  spokesperson to work with the press so that a consistent message is
                  delivered and the organization is not placed at further risk by an
                  employee’s well-meaning but poorly chosen words.

               
               
               
               When developing business continuity plans
                  for the supply chain, business continuity can be called supply chain
                  continuity. The ASCM Supply Chain
                     Dictionary defines supply chain
                     continuity as:

               
               
               
               
                  
                  
                     An organization’s strategic and
                        tactical capability to plan for and respond to conditions, situations, and events
                        as
                        necessary in order to continue supply chain operations at an acceptable predefined
                        level.
                     

                  

               
               
               
               To make contingency planning a part of your
                  supply chain strategy, consider the following tactics:

               
               
               
               
                  
                  
                  	
                     
                     
                     Get support
                        for contingency planning from the top. A governance structure
                        should exist to verify proper preparation.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Run a
                        business impact analysis project to provide real data on risks,
                        responses, and costs/benefits of funding contingency plans. This
                        involves interviewing business process owners and assessing
                        facilities, critical resources, processes, vital records/data,
                        and internal/external dependencies. Critical recovery times are
                        set as baselines.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Be prepared.
                        Develop contingency policies and plans and review them
                        regularly.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Make sure
                        that specifically named supply chain professionals own the
                        supply chain contingency plans and are responsible for keeping
                        them current and implementing them as needed.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Don’t rely
                        only on extra stores of inventory. There can never be enough of
                        it to cover all potential problems, and it, too, is vulnerable.
                        You need alternate processes to keep functioning after a
                        disaster.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Research best
                        practices in your industry and globally. Use service contracts
                        to require that supply chain partners follow best practices and
                        submit written contingency plans. Like all other supply chain
                        processes, contingency planning should cut across company and
                        functional boundaries. While each organization will have
                        specific responsibilities in a disaster, all the organizations’
                        activities will have to be coordinated.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Develop a
                        sourcing process that takes the loss of each key supplier into
                        account and includes specific alternatives.

                     
                     

                  
                  
                  
                  	
                     
                     
                     When sourcing
                        outside your borders, consider the total cost of the product or
                        service being provided rather than just price. Rely on
                        knowledgeable intermediaries when assessing foreign suppliers
                        and customers. How likely are foreign partners to be disrupted
                        by earthquake, flood, fire, famine, war, political interference,
                        or economic uncertainty? In the world after terrorist attacks,
                        tsunamis, hurricanes, floods, and pandemics, you have to plan as
                        if the apocalypse were possible. Taking another look at sources
                        closer to home may be advisable.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Pay special
                        attention to maintenance of information flows. Telephone lines
                        can go down and stay down for hours, days, and weeks. Power can
                        go out for similar periods of time, and generators require fuel
                        supplies that can also run out. Know how you’re going to
                        communicate among supply chain partners to coordinate the
                        disaster plan’s implementation.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Track your
                        shipments and assets with radio frequency identification (RFID),
                        global positioning, the Internet of Things (IoT), and
                        blockchain. Third-party event monitoring services can also be
                        leveraged. (For example, Resilinc provides monitoring and
                        filtering of news and social media, end-to-end supplier
                        monitoring, and supplier scorecards.) You can’t implement a
                        contingency plan until you know you have a problem.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Purchase
                        business continuity insurance, not just asset loss
                        insurance.

                     
                     

                  
                  
                  
                  	
                     
                     
                     Test your
                        plans, and train employees and managers to understand and
                        implement them. Run drills or tabletop walkthroughs for specific
                        events or portions of the plan such as data center recovery from
                        backup. This helps prepare individuals and verify their level of
                        preparedness.

                     
                     

                  
                  

               
               

            
            

         
         
         
         
            
            
            Implementing Risk Response Plans

            
            
            
            
               
               
               Preventive action plans that are never
                  implemented are useless. However, many plans remain just plans.

               
               
               
               Failure to implement preventive (or
                  contingency) plans is a risk in itself. Organizations need to assign an
                  individual the responsibility of turning a plan into a project. This entails
                  defining the goals for all stakeholders and setting expectations (e.g.,
                  setting improvement targets and what the plan will and will not address),
                  winning final project approval and release of funds, and exercising project
                  management to execute the project. The plan’s relative level of success
                  against its goals must be measured. The risk response plans and risk
                  register should be updated, for example, by removing irrelevant risks from
                  the list, modifying probabilities/impact, or other appropriate action.

               
               

            
            
            
            
               
               
               Coordinating
                  Supply Chain Risk Management and Sharing Risks

               
               
               
               
                  
                  
                  Part of
                     implementing risk response plans is to ensure that others in the
                     supply chain are dealing with risk on their end as well. It is
                     important to decide how to share supply chain risks among partners.
                     Transferring and/or sharing risk can be a reason to create some type
                     of alliance in the first place, or it can occur after a risk
                     coordination committee makes recommendations. Risk transfer should be
                     made on the basis of which party is best suited to minimize the risk
                     or respond to a risk event. The goal should be to minimize overall
                     system risk, not to minimize one’s own risk at the expense of other
                     partners.

                  
                  
                  
                  A global
                     multi-industry risk management project approved by the former Supply
                     Chain Council devised a number of best practices for coordinating risk
                     management in the supply chain, many of which are fundamentals of risk
                     identification and assessment. For example, it advocated that risk
                     management be a formal and systematic process coordinated among
                     partners to reduce the negative impact of risk events on the supply
                     network. It also advocated for visibility and quantification of risk
                     between supply chain members through processes such as joint risk
                     identification and contingency planning.

                  
                  
                  
                  Exhibit 7-20 lists some of the other best practices
                     resulting from the study. (These practices also support SCOR®.)

                  
                  
                  
                  
                     Exhibit 7-20: Risk Management Best Practices
                     
                     
                     
                     
                        
                        
                        
                        
                           
                           
                              
                              
                                 
                                 
                                 
                                 
                                 
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Risk Management Best
                                          Practices

                                       
                                       
                                    
                                    

                                 
                                 
                              
                              
                              
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       
                                          Best Practices:
                                             Coordinated Risk Management
                                          

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Risk management program’s
                                          coordination with partners

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Coordinating risk management
                                          with supply chain partners by emphasizing
                                          cooperation among departments within a single
                                          company and among different companies of a supply
                                          chain to effectively manage the full range of
                                          risks as a whole; establishing a risk management
                                          coordination committee

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Sourcing risk mitigation
                                          strategies

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Includes strategies to address
                                          source risks, for example, multiple sources of
                                          supply, strategic agreements with suppliers, and
                                          supplier partnerships

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Crisis communication
                                          planning

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Creating joint contingency
                                          plans

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       
                                          Best Practices: Supply
                                             Chain Designed to Manage Risk
                                          

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Supply chain business
                                          rules

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Establishing business rules
                                          (e.g., customer priority, supplier priority,
                                          production routing, transportation routing, etc.)
                                          based on minimizing supply chain risk

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Supply chain
                                          information

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Managing supply chain
                                          information networks to minimize supply chain
                                          risk; includes information sharing with partners
                                          as well as internal locations; helps all parties
                                          to be quickly informed of a real or potential
                                          disruption and respond quickly and appropriately
                                          to minimize the disruption impact

                                       
                                       
                                    
                                    

                                 
                                 
                                 
                                 
                                    
                                    
                                    	
                                       
                                       
                                       Supply chain
                                          network

                                       
                                       
                                    
                                    
                                    
                                    	
                                       
                                       
                                       Designing node locations,
                                          transportation routes, capacity size and location,
                                          number of suppliers, production locations, etc.,
                                          in a fashion that mitigates potential disruptions
                                          to the ability to deliver product/service to the
                                          end customer

                                       
                                       
                                    
                                    

                                 
                                 
                              

                           

                        
                        
                        
                        
                           Source: Supply Chain Risk Management Team,
                              Supply Chain Council, Inc., 2009.
                           

                        
                        

                     
                  
                  

               
               

            
            

         
         
   
      
         
         
         Long Description Appendix

         
         
            
            This appendix provides more detailed descriptions for some of the images found in
               the text. Return to the image location in the text by clicking the link at the end
               of each description.

            
            
            
               
               Exhibit 7-1: Qualitative Analysis Steps
[image: A flowchart illustrating the steps involved in qualitative risk analysis. Go to long description for more details.]
                  
                  
                  This diagram presents a flowchart of qualitative risk
                     analysis steps:

                  
                  
                  
                  
                     
                     	
                        
                        
                        Assess the probability that the risk will occur and
                           its impact if it does occur.

                        
                        

                     
                     
                     	
                        
                        
                        Use the combination of probability and impact to rank
                           each risk, assigning low-priority risks to a watch
                           list.

                        
                        

                     
                     
                     	
                        
                        
                        Determine whether the data used to assess risk are
                           sufficient and reliable enough.

                        
                        

                     
                     
                     	
                        
                        
                        Place risks in categories to help organize risks for
                           completeness and group them to find common
                           solutions.

                        
                        

                     
                     
                     	
                        
                        
                        Decide if some risks need higher priority due to
                           urgency.

                        
                        

                     

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 7-2: Quantitative Analysis Steps (Optional)
[image: A flowchart illustrating the steps involved in an optional quantitative risk analysis. Go to long description for more details.]
                  
                  
                  This diagram outlines the process of quantitative risk
                     analysis in a step-by-step flowchart:

                  
                  
                  
                  
                     
                     	
                        
                        
                        Quantify each risk’s probability and monetary impact
                           using estimation techniques and probability
                           distributions (i.e., statistical curves showing the
                           range of possible results).

                        
                        

                     
                     
                     	
                        
                        
                        Multiply each risk’s probability by its monetary
                           impact to find its expected monetary value (EMV).
                           This is the potential monetary loss (or gain)
                           weighted by its probability.

                        
                        

                     
                     
                     	
                        
                        
                        Sum the EMVs of all significant threats and
                           opportunities to assess whether the business process
                           or project is worth doing in the proposed
                           manner.

                        
                        

                     
                     
                     	
                        
                        
                        Perform simulation or scenario analysis or other
                           modeling to better understand the forces affecting
                           the system.

                        
                        

                     

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 7-4: ISO 31000 Process Framework for Implementation Phase
[image: A flowchart illustrating the ISO 31000 risk management process, specifically for the implementation phase. Go to long description for more details.]
                  
                  
                  The image depicts a flowchart that outlines the ISO 31000 risk
                     management process, specifically for the implementation phase. The
                     process is structured into several interconnected steps, presented
                     within a rectangular framework:

                  
                  
                  
                  
                     
                     	
                        
                        
                        Establish Context - This is the first step at the top
                           of the chart.

                        
                        

                     
                     
                     	
                        
                        
                        Assess Risks - This central section includes:

                        
                        
                        
                        
                           
                           	
                              
                              Risk Identification

                              

                           
                           
                           	
                              
                              Risk Analysis

                              

                           
                           
                           	
                              
                              Risk Evaluation

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Determine Risk Treatment - Positioned directly below
                           the "Assess Risks" box.

                        
                        

                     

                  
                  
                  
                  On the sides of the main process, there are two vertical
                     processes:

                  
                  
                  
                  
                     
                     	
                        
                        Communication and Consultation on the left side.

                        

                     
                     
                     	
                        
                        Monitoring and Review on the right side.

                        

                     

                  
                  
                  
                  At the bottom of the chart, a horizontal box labeled Record and
                        Report is connected to the entire process, indicating that
                     all steps should be documented and communicated.

                  
                  
                  
                  Arrows show the flow between these stages, with feedback loops
                     reinforcing the iterative nature of risk management.

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 7-5: Risk Register Example
[image: This image shows a risk register table with two sections, detailing risk IDs, categories, causes, probabilities, impacts, and responses. Go to long description for more details.]
                  
                  
                  The image depicts a two-part risk register example, formatted into tables
                     with various columns that organize risk-related information:

                  
                  
                  
                  
                     
                     	
                        
                        
                        Top Table:

                        
                        
                        
                        
                           
                           	
                              
                              Columns: Risk ID, Category, Identified Risk,
                                 Cause(s), Probability, Impact, Rating.

                              

                           
                           
                           	
                              
                              Row 1 (Risk ID 7.2.1):

                              
                              
                              
                                 
                                 	
                                    
                                    Category: Supply disruptions.

                                    

                                 
                                 
                                 	
                                    
                                    Identified Risk: Nylon-12 supply could be disrupted
                                       for Product Lines A and B.

                                    

                                 
                                 
                                 	
                                    
                                    Cause(s): Single sourcing with Supplier ABC.
                                       Nylon-45 only made at one plant in Germany.

                                    

                                 
                                 
                                 	
                                    
                                    Probability: 50% Moderate.

                                    

                                 
                                 
                                 	
                                    
                                    Impact: 80% Very high.

                                    

                                 
                                 
                                 	
                                    
                                    Rating: 40% High.

                                    

                                 

                              

                           
                           
                           	
                              
                              Row 2 (Risk ID 7.2.2):

                              
                              
                              
                                 
                                 	
                                    
                                    Category: Supply partnership opportunities.

                                    

                                 
                                 
                                 	
                                    
                                    Identified Risk: Partner with Corporation ABC to
                                       build a second plant elsewhere.

                                    

                                 
                                 
                                 	
                                    
                                    Cause(s): Refer to Risk ID 7.2.1.

                                    

                                 
                                 
                                 	
                                    
                                    Probability: 30% Low.

                                    

                                 
                                 
                                 	
                                    
                                    Impact: 80% Very high.

                                    

                                 
                                 
                                 	
                                    
                                    Rating: 24% High.

                                    

                                 

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Bottom Table:

                        
                        
                        
                        
                           
                           	
                              
                              Columns: Risk ID, Triggering Event/Red Flags,
                                 Response, Budget/Reserve, Responsible, Expiration Date,
                                 Status.

                              

                           
                           
                           	
                              
                              Row 1 (Risk ID 7.2.1):

                              
                              
                              
                                 
                                 	
                                    
                                    Triggering Event/Red Flags: No triggering event. Red
                                       flags: Severe weather in plant region or plant
                                       calamity.

                                    

                                 
                                 
                                 	
                                    
                                    Response: Mitigate: Order safety stock. Avoid:
                                       Search for substitute materials. See response plan
                                       #7.2.1.

                                    

                                 
                                 
                                 	
                                    
                                    Budget/Reserve: US$50k for search. US$200k for
                                       safety stock.

                                    

                                 
                                 
                                 	
                                    
                                    Responsible: J. Rodriguez.

                                    

                                 
                                 
                                 	
                                    
                                    Expiration Date: Ongoing (Search project finish
                                       11/Year 1).

                                    

                                 
                                 
                                 	
                                    
                                    Status: Project 40% complete, no substitutes found
                                       yet.

                                    

                                 

                              

                           
                           
                           	
                              
                              Row 2 (Risk ID 7.2.2):

                              
                              
                              
                                 
                                 	
                                    
                                    Triggering Event/Red Flags: Trigger: Supplier ABC
                                       interest in offer.

                                    

                                 
                                 
                                 	
                                    
                                    Response: Share. Generate interest and develop
                                       detailed business plan. See response plan
                                       #7.2.2.

                                    

                                 
                                 
                                 	
                                    
                                    Budget/Reserve: US$10k for travel and
                                       proposals.

                                    

                                 
                                 
                                 	
                                    
                                    Responsible: R. Russell.

                                    

                                 
                                 
                                 	
                                    
                                    Expiration Date: 12/Year 1.

                                    

                                 
                                 
                                 	
                                    
                                    Status: Supplier reluctant but still in talks.

                                    

                                 

                              

                           

                        
                        

                     

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 7-11: Categories of Risk Levels
[image: This image illustrates a matrix categorizing risks based on their probability and impact levels, divided into four quadrants. Go to long description for more details.]
                  
                  
                  The image displays a 2x2 matrix used to categorize risks by their probability and
                     impact:

                  
                  
                  
                  
                     
                     	
                        
                        Y-axis (vertical): Represents "Probability," increasing from bottom to
                           top.

                        

                     
                     
                     	
                        
                        X-axis (horizontal): Represents "Impact," increasing from left to
                           right.

                        

                     

                  
                  
                  
                  The four quadrants in the matrix are labeled as follows:

                  
                  
                  
                  
                     
                     	
                        
                        Top Left Quadrant: "High probability, low impact."

                        

                     
                     
                     	
                        
                        Top Right Quadrant: "High probability, high impact."

                        

                     
                     
                     	
                        
                        Bottom Left Quadrant: "Low probability, low impact."

                        

                     
                     
                     	
                        
                        Bottom Right Quadrant: "Low probability, high impact."

                        

                     

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 7-12: Probability and Impact Matrix
[image: This image displays a probability and impact matrix, illustrating the intersection of various probability levels with different impact levels, resulting in risk percentages. Read long description below.]
                  
                  
                  The matrix visually represents risk assessment by combining Probability and
                     Impact factors:

                  
                  
                  
                  
                     
                     	
                        
                        
                        Probability (Rows):

                        
                        
                        
                        
                           
                           	
                              
                              "Almost certain" (90%)

                              

                           
                           
                           	
                              
                              "Likely" (70%)

                              

                           
                           
                           	
                              
                              "Possible" (50%)

                              

                           
                           
                           	
                              
                              "Unlikely" (30%)

                              

                           
                           
                           	
                              
                              "Rare" (10%)

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Impact (Columns):

                        
                        
                        
                        
                           
                           	
                              
                              "Insignificant" (5%)

                              

                           
                           
                           	
                              
                              "Minor" (10%)

                              

                           
                           
                           	
                              
                              "Moderate" (20%)

                              

                           
                           
                           	
                              
                              "Major" (40%)

                              

                           
                           
                           	
                              
                              "Extreme" (80%)

                              

                           

                        
                        

                     

                  
                  
                  
                  Each cell within the matrix represents the product of the corresponding probability
                     and impact, displayed as a percentage. The color intensity increases with higher risk
                     values, with darker shades indicating higher risks.

                  
                  
                  
                  For example:

                  
                  
                  
                  
                     
                     	
                        
                        A risk with "Almost certain" probability (90%) and "Extreme" impact (80%) results
                           in a 72% risk, marked in the darkest blue.

                        

                     
                     
                     	
                        
                        A risk with "Possible" probability (50%) and "Moderate" impact (20%) results in a
                           10% risk, in a lighter shade.

                        

                     

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 7-13: Risk Response Plan Example
[image: This image presents a Risk Response Plan Example, detailing risks, responses, teams involved, budgets, and action plans for two specific risks. Go to long description for more details.]
                  
                  
                  The Risk Response Plan Example is structured into two main
                     sections, each focusing on a different identified
                     risk:

                  
                  
                  
                  
                     
                     	
                        
                        
                        Risk 7.2.1:

                        
                        
                        
                        
                           
                           	
                              
                              Identified Risk: Nylon-12 supply
                                 disruption for Product Lines A and B.

                              

                           
                           
                           	
                              
                              Response Type: Mitigate and avoid.

                              

                           
                           
                           	
                              
                              Responsible: J. Rodriquez, VP Strategic
                                 Sourcing.

                              

                           
                           
                           	
                              
                              Preventive Response Team: W. Ngo, Lead
                                 Purchaser.

                              

                           
                           
                           	
                              
                              Contingency Response Team: J. Heisman,
                                 Chemical Engineer, and P. Quincy, Strategic
                                 Sourcing.

                              

                           
                           
                           	
                              
                              Preventive Budget Status: US$190k of
                                 US$200k expended; positive variance of
                                 US$10k.

                              

                           
                           
                           	
                              
                              Contingent Budget Status: US$20k of
                                 US$50k expended; on budget.

                              

                           

                        
                        
                        
                        Preventive Action Plan:

                        
                        
                        
                        
                           
                           	
                              
                              Plan: Increase safety stock for raw
                                 material to 3 months’ supply.

                              

                           
                           
                           	
                              
                              Start Date: 3/Year 1.

                              

                           
                           
                           	
                              
                              Schedule Status: Safety stock ordered,
                                 not yet arrived; on schedule.

                              

                           
                           
                           	
                              
                              Contingent/Corrective Action Plan:
                                 Project to search for substitute materials; Phase
                                 I: Search for candidate materials. Phase II: Lab
                                 test materials. Phase III: Select a prequalified
                                 replacement supplier. See detailed Project Plan
                                 7.2.1.

                              

                           
                           
                           	
                              
                              Start Date: 3/Year 1.

                              

                           
                           
                           	
                              
                              Schedule Status: 40% complete (Phase I:
                                 complete; Phase II: 10% complete); on
                                 schedule.

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Risk 7.2.2:

                        
                        
                        
                        
                           
                           	
                              
                              Identified Risk: Partnership with
                                 Corporation ABC to build a second plant
                                 elsewhere.

                              

                           
                           
                           	
                              
                              Response Type: Share.

                              

                           
                           
                           	
                              
                              Responsible: R. Russell, VP Business
                                 Ventures.

                              

                           
                           
                           	
                              
                              Preventive Response Team: N/A.

                              

                           
                           
                           	
                              
                              Contingency Response Team: TBD.

                              

                           
                           
                           	
                              
                              Preventive Budget Status: US$4k of
                                 US$10k expended; on budget.

                              

                           
                           
                           	
                              
                              Contingent Budget Status: TBD.

                              

                           

                        
                        
                        
                        Preventive Action Plan:

                        
                        
                        
                        
                           
                           	
                              
                              Plan: Generate interest in a
                                 partnership to build a new plant for shared
                                 revenues and reduced pricing on raw materials
                                 (transfer pricing).

                              

                           
                           
                           	
                              
                              Start Date: 6/Year 1.

                              

                           
                           
                           	
                              
                              Schedule Status: Supplier reluctant but
                                 still in talks.

                              

                           
                           
                           	
                              
                              Contingent/Corrective Action Plan:
                                 Develop a detailed business plan if supplier shows
                                 interest in partnering.

                              

                           
                           
                           	
                              
                              Start Date: TBD.

                              

                           
                           
                           	
                              
                              Schedule Status: Dependent on supplier
                                 interest.

                              

                           

                        
                        

                     

                  
                  
               
               Go to image in text.

               
            
            
            
               
               Exhibit 7-19: Types of Insurance for Supply Chain
[image: This image lists and briefly explains various types of insurance relevant to supply chain management. Go to long description for more details.]
                  
                  
                  The image presents a detailed list of various types of
                     insurance relevant to supply chains:

                  
                  
                  
                  
                     
                     	
                        
                        
                        Commercial property insurance:

                        
                        
                        
                        
                           
                           	
                              
                              Be sure it includes business interruption
                                 insurance.

                              

                           
                           
                           	
                              
                              Facility must be damaged or inaccessible or
                                 must have had an extended utility outage for a
                                 claim.

                              

                           
                           
                           	
                              
                              Coverage usually allows losses from
                                 disruptions at only first-tier suppliers.

                              

                           
                           
                           	
                              
                              Ensure coverage for all types of losses with a
                                 high enough risk rating.

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Business interruption insurance:

                        
                        
                        
                        
                           
                           	
                              
                              Check conditions for when it is
                                 triggered.

                              

                           
                           
                           	
                              
                              Usually part of first-party commercial
                                 property insurance.

                              

                           
                           
                           	
                              
                              Conditions for claim: damage is sufficient to
                                 shut down all operations, type of damage must be
                                 covered (e.g., flooding is covered), and damage
                                 totally or partially stops employees or customers
                                 from entry.

                              

                           
                           
                           	
                              
                              Has a mandatory waiting period to start and is
                                 limited in duration to about a year at most.

                              

                           
                           
                           	
                              
                              Pays salaries, relocation expenses, and lost
                                 net income.

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Contingent business interruption
                              insurance:

                        
                        
                        
                        
                           
                           	
                              
                              Also known as dependent property insurance
                                 (controlled by suppliers/customers)

                              

                           
                           
                           	
                              
                              Insured customer or supplier losses provide
                                 you with reimbursement for lost profits or other
                                 transferred risks.

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Cargo insurance:

                        
                        
                        
                        
                           
                           	
                              
                              Damage or theft of goods in transit, container
                                 lost at sea, etc.

                              

                           
                           
                           	
                              
                              Theft of containers is the most prevalent type
                                 of claim.

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Trade disruption insurance:

                        
                        
                        
                        
                           
                           	
                              
                              Insurance for trade disruptions not involving
                                 physical asset damage.

                              

                           
                           
                           	
                              
                              Addresses property, marine, and political risk
                                 related to losses unrelated to you or your
                                 supplier’s assets.

                              

                           
                           
                           	
                              
                              Addresses nondelivery, project cancellations,
                                 government appropriations, and so on.

                              

                           
                           
                           	
                              
                              Fills gaps in above types of coverage.

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Global logistics insurance:

                        
                        
                        
                        
                           
                           	
                              
                              Addresses numerous areas where third parties
                                 are handling your cargo.

                              

                           
                           
                           	
                              
                              Many kinds exist, e.g., customs bonds (fee
                                 guarantees), bailee (holders of others’ cargo),
                                 consolidator liability (using bills of lading and
                                 cargo receipts), foreign port operator insurance,
                                 ship hull insurance, and truck liability.

                              

                           

                        
                        

                     
                     
                     	
                        
                        
                        Cyber insurance:

                        
                        
                        
                        
                           
                           	
                              
                              Protects from disruptions caused by IT
                                 failures and cybercrime.

                              

                           
                           
                           	
                              
                              New type of insurance but a growing
                                 necessity.

                              

                           

                        
                        

                     

                  
                  
               
               Go to image in text.
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disruptions supply could with Supplier ABC.
be disrupted Also, Nylon 545
for Product only made one
Lines A and B. plant in Germany.
7.2.2 | Supply Partner with See 7.2.1. 30% Low x | 80% Very high =| 24% High
partnership Corporation
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7.2.1 | No triggering Mitigate: Order US$50k for | J. Rodriguez | Ongoing Project 40%
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plant calamity. See response plan
#7.2.1.
7.2.2 | Trigger: Supplier | Share. Generate US$10k for R. Russell 12/Year 1 Supplier
ABC interest in interest and travel and reluctant but
offer. develop detailed proposals. still in talks.

business plan. See
response plan
#7.2.2.
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Lines Aand B. corp.com) corp.com) | corp.com) positive Status: On
P. Quincy, variance of | budget.
Strategic US$10k.
Sourcing
(pquincy@
corp.com)
7.2.2 | Partner with Share R. Russell, N/A TBD US$4k of TBD
Corporation VP Business US$10k
ABC to build Ventures expended.
a second (rrussell@ Status: On
plant corp.com) budget.
elsewhere.
Risk | Preventive Action Start Schedule Contingent/Corrective | Start Schedule
ID Plan Date Status Action Plan Date Status
7.2.1 | Increase safety 3/Year 1 | Safety stock | Project to search for 3/Year 1 | 40% complete
stock for raw ordered, not | substitute materials: (Phase I:
material to 3 yet arrived. | Phase |: Search for complete,
months’ supply. Status: On candidate materials. Phase II: 10%
schedl.JIe. Phase IlI: Lab test complete.
materials. Phase llI: Status: On
Select a prequalified Schedule.
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See detailed Project
Plan 7.2.1.
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Quantify each risk’s probability and monetary impact using
estimation techniques and probability distributions (i.e.,
statistical curves showing the range of possible results).

Multiply each risk’s probability times its monetary impact to
find its expected monetary value (EMV). This is the potential
monetary loss (or gain) weighted by its probability.

Sum the EMVs of all significant threats and opportunities to
assess whether the business process or project is worth
doing in the proposed manner.

Perform simulation or scenario analysis or other modeling to
better understand the forces affecting the system.
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Expected Monetary Value (EMV) Probability x Impact
Best Case 0.75 x US $10,000,000 = US $7,500,000
Worst Case = 0.25 x US $1,000,000 = US $250,000
Net EMV US $7,500,000 + US $250.000 = US $7,750,000
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Expected Monetary
Value (EMV) = Probability x (Impact + Cost)
= Probability x Net Impact
Best Case = 0.75 x (US $10,000,000 + -US $5,000,000) = US $3,750,000
Worst Case = 0.25 x (US $1,000,000 + —US $5,000,000) = -US $1,000,000
Net EMV = US $3,750,000 + —US $1,000,000 = US $2.750,000
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Commercial property Be sure it includes business
insurance interruption insurance.

¢ Facility must be damaged or inaccessible or must have had an extended utility outage
for a claim.

e Coverage usually allows losses from disruptions at only first-tier suppliers.

e Ensure coverage for all types of losses with a high enough risk rating.

Business interruption
insurance

e Usually part of first-party commercial property insurance.

e Conditions for claim: damage is sufficient to shut down all operations, type of damage must
be covered (e.g., flooding is covered), and damage totally or partially stops employees or
customers from entry.

e Has a mandatory waiting period to start and is limited in duration to about a year at most.

e Pays salaries, relocation expenses, and lost net income.

Check conditions for when it is triggered.

Contingent business Also known as dependent property insurance
interruption insurance (controlled by suppliers/customers)

e Insured customer or supplier losses provide you with reimbursement for lost profits or other
transferred risks.

Cargo insurance Damage or theft of goods in transit, container lost at sea, efc.

e Theft of containers is the most prevalent type of claim.

Trade disruption Insurance for trade disruptions not involving
insurance physical asset damage.

e Addresses property, marine, and political risk related to losses unrelated to your or your

supplier’s assets.
e Addresses nondelivery, project cancellations, government appropriations, and so on.
e Fills gaps in above types of coverage.

Global logistics Addresses numerous areas where third parties
insurance are handling your cargo.

e Many kinds exist, e.g., customs bonds (fee guarantees), bailee (holders of others’ cargo),
consolidator liability (using bills of lading and cargo receipts), foreign port operator
insurance, ship hull insurance, and truck liability.

Cyber insurance Protects from disruptions caused by IT failures and cybercrime.

¢ New type of insurance but a growing necessity.
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Assess the probability that the risk will occur and its
impact if it does occur.

Use the combination of probability and impact to rank
each risk, assigning low priority risks to a watch list.

Determine whether the data used to assess risk are
sufficient and reliable enough.

Place risks in categories to help organize risks for
completeness and group them to find common solutions.

Decide if some risks need higher priority due to urgency.





